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Chapter1

About this Guide

This User's Guide provides information on how to prepare custom Virtual
Analyzer images in the following topics:

» Windows OVA File Creation Using New Virtual Machine Images on page
2-1

» Windows OVA File Creation Using Converted Virtual Hard Disk Drives on
page 3-1

« Linux OVA File Preparation on page 4-1

* Virtual Analyzer Image Preparation Tool on page 5-1
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Document Conventions

The documentation uses the following conventions:

TABLE 1-1. Document Conventions

CONVENTION DESCRIPTION
UPPER CASE Acronyms, abbreviations, and names of certain commands
and keys on the keyboard
Bold Menus and menu commands, command buttons, tabs, and
options
Italics References to other documents
Monospace Sample command lines, program code, web URLs, file names,

and program output

Navigation > Path

The navigation path to reach a particular screen

For example, File > Save means, click File and then click
Save on the interface

Note

Configuration notes

Tip

Recommendations or suggestions

Information regarding required or default configuration
settings and product limitations

WARNING!

E
¢
AN

Critical actions and configuration options




About this Guide

Audience

This User Guide is intended for administrators who need to create custom
sandbox images for Virtual Analyzer. The document assumes a working
knowledge of networks and information security, including the following
topics:

+ Deploying and administering Deep Discovery or TippingPoint products

+ Using Oracle VM VirtualBox™ or VMware™ products

Terminology
TERMINOLOGY DESCRIPTION

Open Virtual A ready-to-use software package (operating system with applications)

Appliance (OVA) that does not require additional configuration or installation. Virtual
Analyzer supports only image files in the Open Virtual Appliance (OVA)
format.

Sandbox image Atemplate used to deploy sandbox instances in Virtual Analyzer. A
sandbox image includes an operating system, installed software, and
other settings necessary for that specific computing environment.

Sandbox instance Asingle virtual machine based on a sandbox image.

Virtual Analyzer A secure virtual environment that manages and analyzes objects
submitted by integrated products and administrators. During analysis,
Virtual Analyzer rates the characteristics in context and then assigns a
risk level to the object based on the accumulated ratings.

Virtual Analyzer A collection of utilities that execute and detect malware, and record all

Sensors behavior in Virtual Analyzer.

Virtual Machine Disk | Afile format used in virtual machines like VMware Workstation or

(% . vmdk) Oracle VM VirtualBox.
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Chapter 2

Windows OVA File Creation Using New
Virtual Machine Images

Learn how to create a Virtual Analyzer-supported OVA file in the following
topics:

* Required Software on page 2-2

» Downloading and Installing VirtualBox on page 2-8

* Creating Windows Virtual Machine Images on page 2-9

« Modifying the Virtual Machine Environment on page 2-28
* Reducing the Size of VirtualBox Disk Images on page 2-44

« Exporting Virtual Machine Images to OVA Files on page 2-45




Virtual Analyzer Image Preparation Tool User's Guide

Creating Windows OVA Files Using New Virtual
Machine Images

Procedure
1. Prepare the operating system and required applications.

For details, see Required Software on page 2-2.
2. Download and install VirtualBox.

For details, see Downloading and Installing VirtualBox on page 2-8.
3. Create a virtual machine image.

For details, see Creating Windows Virtual Machine Images on page 2-9.
4. Modify the environment of the virtual machine image.

For details, see Modifying the Virtual Machine Environment on page 2-28.
5. Reduce the size of the VirtualBox Disk Image.

For details, see Reducing the Size of VirtualBox Disk Images on page 2-44.
6. Export the virtual machine image to an OVA file.

For details, see Exporting Virtual Machine Images to OVA Files on page
2-45.

Required Software

The following software must be installed on the virtual machine to achieve
satisfactory detection results.

Note

Operating system, Office suite, and third-party software support may change
or end without prior notice from Trend Micro due to specification, license

model, and lifecycle changes.
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TABLE 2-1. Required Applications

SOFTWARE

DESCRIPTION

Operating system

Virtual Analyzer Image Preparation Tool supports the following operating
systems:

Desktop: Windows XP, Windows 7, Windows 8/8.1, Windows 10 Version
22H2 and before, and Windows 11 Version 21H2, 23H2, and 24H2

Server: Windows Server 2003/2003 R2, Windows Server 2008/2008 R2,
Windows Server 2012/2012 R2, Windows Server 2016, Windows Server
2019, Windows Server 2022, and Windows Server 2025.
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SOFTWARE

DESCRIPTION

o

Important

Package the installer as an ISO file.

Activate Windows with a valid product key after the tool
has validated and modified virtual machine settings. Do not
activate Windows before that.

Use a computer name that reflects your organizations'
naming scheme.

Disable automatic updates.

Trend Micro recommends using the English version of the
listed operating systems.

For Windows 7 and Windows Server 2008 R2, updates
KB4474419 and KB4490628 must be installed.

Virtual Analyzer does not support Windows 11 Version 22H2

BitLocker must be disabled on all drives before using the
Virtual Analyzer Image Preparation Tool. For more details,
please refer to the Microsoft documentation for manage-
bde.

Decryption and disabling of BitLocker is a resource
intensive process which might take some time to complete
depending on the size of the target drive.

WMIC is required. Windows 11 24H2 and Windows Server
2025 by default do not have the Windows Management
Instrument Command (WMIC) feature installed. If WMIC is
not installed, you must install the feature before using the
tool.



https://learn.microsoft.com/en-us/windows-server/administration/windows-commands/manage-bde
https://learn.microsoft.com/en-us/windows-server/administration/windows-commands/manage-bde
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SOFTWARE DESCRIPTION

Office suite Virtual Analyzer Image Preparation Tool supports the following office
suites:

Office 2003 (32-bit), Office 2007 (32-bit), Office 2010 (32-bit and 64-bit),
Office 2013 (32-bit and 64-bit), Office 2016 (32-bit and 64-bit), Office 2019
(32-bit and 64-bit), Office 2021 (32-bit and 64-bit), and Office 2024 (32-bit
and 64-bit)
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SOFTWARE

DESCRIPTION

o

Important

« For Office 2007 to Office 2021, Microsoft Word, Microsoft
Excel, Microsoft PowerPoint, and Microsoft Publisher must
be installed.

Office 2024 does not include Microsoft Publisher. The tool
skips checking for Microsoft Publisher for Office 2024.

Activate Microsoft Office with a valid product key after the
tool has validated and modified virtual machine settings.
Do not activate Microsoft Office before that.

After installation, open all Microsoft Office applications and
verify that the main editing screen is displayed. If any
confirmation dialog or welcome screen displays, make any
selection to close the screen and display the main editing
screen.

e

B B

Help Protect and Improve Microsoft Office naOffice

9

0 Install Updates Only
Tetal
=

gs
For Office, i andl otter Mo usft softwere. OFfer me new cpturd Offce ard
D YOS, G THGE 10 heb) MITCeOR 8307ass sy6n Crobkens, utovatcaly

i 30 FRATIGCRd OSSR e DIMICS, 1AdonS 30C 911G Maroaift 6ofouara, OFTEr e néw cptond OfTca ard

o Don't make changes

ChzoEng thes ap3en oS BT Yok SHPULEr 1 SRR ITy TEEE

10t thise zatiogs an ard oft

20t 5 A0, TG et ok LAt ety 0 oozt

FIGURE 2-1. Help Protect and Improve Microsoft Office

Verify that your license allows you to virtualize the
applications. For details, see https://support.office.com.

Disable automatic updates.

Enable macros. For details, see Enable or disable macros in
Office files



https://support.office.com
https://support.office.com/en-us/article/Enable-or-disable-macros-in-Office-files-12b036fd-d140-4e74-b45e-16fed1a7e5c6
https://support.office.com/en-us/article/Enable-or-disable-macros-in-Office-files-12b036fd-d140-4e74-b45e-16fed1a7e5c6
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SOFTWARE

DESCRIPTION

Internet Browser

Virtual Analyzer Image Preparation Tool supports the following internet
browsers:

Microsoft Edge (Chromium-based version), Internet Explorer

@ Important

« The default browser must be set to a supported internet browser.

« For Windows 8.1 and before, the tool will automatically configure
Internet Explorer as the default browser.

« For Windows 10 and after, the default browser must be configured
manually before the tool is used to validate the image.

« Virtual Analyzer does not support Microsoft Edge Legacy (EdgeHTML
version).

Adobe Reader

Install the version of Adobe Reader that is most widely used in your
organization. To download the most current version of Adobe Reader, go
to https://get.adobe.com/reader/.

If you do not install Adobe Reader, Virtual Analyzer:

« Installs Adobe Reader 8, 9, and 11 on all Windows XP and Windows
Server 2003/2003 R2 images during importing.

« Installs Adobe Reader 9, 11, and DC on all Windows 7 and newer
images during import.

« Uses all versions during analysis.

WARNING!
A This consumes additional computing resources.

Configure Adobe Reader to manually check for and install updates.
For details, see https://helpx.adobe.com/acrobat/kb/reader-acrobat-
updater-settings.html.

NET Framework

Install .NET Framework 3.5 or later if the operating system is Windows XP
or Windows Server 2003.



https://get.adobe.com/reader/
https://helpx.adobe.com/acrobat/kb/reader-acrobat-updater-settings.html
https://helpx.adobe.com/acrobat/kb/reader-acrobat-updater-settings.html
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Note
Trend Micro recommends installing the following software on the virtual
machine to improve detection results.

« .NET Framework 4.0 in addition to .NET Framework 3.5
- Java SE Runtime Environment 8§

« LibreOffice 6.4.7 or later, with macro security level set to low

@ Important
+ Do not install VMware tools to avoid triggering the anti-virtual machine

functions of some malware.

+ Do not install any anti-malware software on the virtual machine to ensure
normal operation of Virtual Analyzer.

Downloading and Installing VirtualBox

Procedure

1. Download the latest version of VirtualBox from https://
www.virtualbox.org/wiki/Downloads.

& Note
The VirtualBox Open Source Edition is licensed under the GPL V2. The

full text of the license is available at https:/www.gnu.org/licenses/old-

licenses/gpl-2.0.html.

Trend Micro recommends using VirtualBox version 7.2 and later. The
procedures outlined in this user guide have been tested with Virtual Box

version 7.2.8.



https://www.virtualbox.org/wiki/Downloads
https://www.virtualbox.org/wiki/Downloads
https://www.gnu.org/licenses/old-licenses/gpl-2.0.html
https://www.gnu.org/licenses/old-licenses/gpl-2.0.html
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@ Important
VirtualBox version 7.0 and later is required for Windows 11 virtual
machines.

2. Configure the language settings using one of the following methods:
« Install VirtualBox with English as the default language.

« After installation, go to File > Preferences > Language and then

select English.

& VirtualBox - Preferences - m] X
Basic” Search settings &
] General Language

Defauit A
& nput English (built-in)
Bahasa Indonesia
@ Update Catala
Ceitina
Dansk
L
) Espafiol
@ Display Euskara
— Francais Y
:‘ Proxy () CONUS ) LY
Language: English (built-in)
[f] Interface Author(s): Oracle Corporation

T e

FIGURE 2-2. Language Settings

Creating Windows Virtual Machine Images

Procedure

1. Open VirtualBox.
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2.

The VirtualBox Manager window opens.

File

!

o2

(]

=)

B O 6

=

15 Oracle VirtualBox Manager

Machine Help

) P, P~
G@% ¢ AR
New Open Preferences Import Export

Get started with VirtualBox

Configure VittualBox Manzger to werk with your computer

Create a new virtual mechine (VM)

Open a saved VintualBox VM
Imgort a VM from open vittualization or cloud formats
Refer to the VittualBex documentation or press F1 for help.

Visit virtualbox.org to downioad test builds, access the source code, and more.

FIGURE 2-3. VirtualBox Manager

Click New.
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The New Virtual Machine window opens. By default, Virtual Box opens
in Expert Mode. If you are in Guided Mode instead, click Expert Mode.
TS New Virtual Machine - ] x

. Virtual machine name and cperating system @
VM Name I ¢ I

VM Folder IC:\U;ev:\currem_u:er\Virtualer Vi v
‘ 150 Image I <not selected> @ ~

0S Edition
- ’ 0S ' Microsoft Windows = %
05 Distributior
OSVersion Windows 11 [64-bit) -
Proceed with Unattended Installation
2 Set up unattended guest 05 installation
> Specify virtual hardware

) Specify virtuat hard disk

Help Next Cancel

FIGURE 2-4. Create Virtual Machine - Expert Mode
3. Configure the Virtual machine name and operating system settings.
+ Type a permanent and unique VM Name for the virtual machine.
+ Specify the VM Folder to store the completed virtual machine.
+ Specify the ISO Image for the virtual machine.
« For the 0S, select Microsoft Windows.

« For the OS Version, select the version of Windows you want to use
for the virtual machine.

For a list of supported Windows OS versions, see Required Software
on page 2-2.
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4. Open the Specify virtual hardware section.

T3 New Virtual Machine - (m] X

) Virtual machine name and operating system <
. Set up unzttended guest 05 installation
N Specify virtual hardware
Base Memory = — — [102¢m8 ]
4MB 32768 MB
Number of cpus I 1

s

1CPU 8CPUs
[ Use EFI
. Specify virtual hard disk

Help Finish Carcel
FIGURE 2-5. Specify virtual hardware
5. Specify the recommended memory size for your operating system.
+ For Windows XP and Windows Server 2003, specify at least 512 MB
+ For Windows 11 and Windows Server 2025, specify at least 4096 MB

+ For all other supported versions of Windows and Windows Server,
specify at least 1024 MB.

6. For Windows 11 and Windows Server 2025, specify at least 2 CPUs for
Processors.

7. For Windows 11, select Use EFI.

8. Open the Specify virtual hard disk section.




Windows OVA File Creation Using New Virtual Machine Images

> Virtuel machine name and opereting system <3
7 Set up unatrended guest OS installation
. Specify virtual hardware
s Specify virtual hard disk
®) Create & New Vitual Hard Disk
Hard Disk File Location and Sze

lC‘\U;eﬂ\(unem_us!r\.\limJaIan VM NewVirtualDisk 1 vdi v I z
Disk Size ——— [ 35.00GB
4.00 MB 20018

Hard Disk File Type and Format

VOI (VirtualBex Disk Image) « [ Pre-allocate Full Size

Spfit Disk Into 2 GB Parts

O Use an Existing Virtual Hard Disk Fite
Me-8.3-x88 54-dyd.vdr (Normal, 20,00 6B

O Create Virtual Machine Without a Virtual Hard Disk

Help Finish Cencel
FIGURE 2-6. Specify virtual hard disk
9. Select Create a New Virtual Hard Disk.
10. Specify the hard disk settings.
+ Specify the location of the virtual hard disk on the host machine.

« Specify the size of the virtual hard disk according to your chosen
operating system:

+ For Windows XP and Windows Server 2003, specify at least 15
GB.

+ For Windows 11 24H2, specify at least 50 GB.

« For all other supported versions of Windows and Windows
Server, specify at least 35 GB.

+ For the Hard Disk File Type and Format, select VDI (VirtualBox
Disk Image) or VMDK (Virtual Machine Disk)
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a Note

Specify additional virtual hard drive space if you plan to install additional
software.

For best results, Trend Micro recommends selecting VDI (VirtualBox
Disk Image).

@ Important
Do not select "Pre-allocate Full Size" or "Split into 2GB parts." The options
may cause the tool to fail.

11. Click Finish.

VirtualBox creates the virtual machine. The new virtual machine
appears in the left pane of the VirtualBox Manager screen.

15 Oracle VinualBox Manager - =] X
File Machine Help
= i _&
o @p @ O D,
. New Settings Discard  Start
I i Open ing
: % Windows = Octils @ q & [0
(S]] ©) powered Off e
@ General
|
il Name: Windows
Opereting System:  Windows 11 {64-bit)
= (] system
=1 Base Memory: 4096 MB
= Processors: 2
Boot Crder: Floppy, Optical, Hard Disk
ad TPMTpe 20
EFl: Enabled
SecureBoot:  Enabled
Acceleration:  Nested Paging, Hyper-V
Paravintualization
Display
Video Memory: 126 MB
Graphics Controller: VBoxSVGA
Remcte Desktop Server:  Disabled
Recording: Disabled
[ Storage
E Controller: SATA

FIGURE 2-7. Newly-created Virtual Machine
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Ensure that the virtual machine is not in any group.
12. Click Settings.

The Settings window opens.

&) Windows - Settings - a X
Basic M Search settings £
oo

Identty  Features  Description  Disk Encryption
System
YM Name |Wmdows
] oicpiy 05 [ Microsoft Windows >

@ Storage 0S8 Distribution

0S Version | Windows 11 (64-bit) -
(D) Audio
@ Network
System
& LS Motherboerd ~ Processor  Acceleration
£5> use Base Memery ' 4095 MB 3|

32766 MB
D Shared Folders y
Eaox Device Order (BI05 corly)

E User Interface

Cancel Help

FIGURE 2-8. VirtualBox Settings

13. Go to System.
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&) Windows - Settings

Basic” Search settings &

E General System
Motherboerd  Processor  Acceleration
Base Memory ' 4096 MB |
[ oipay 32765MB
Eoo Devicz Orger (BIGS onfy,
@ Storage :
@ audio
@ Network Chipset ICHS v
\ TPM Version 2.0+
& Senal Ports
Peinting Device USB Tablet v
L uss Features ] /0 APIC
Hardware Clock in UTC
[j Shered Folders LIty
& uerl
User Interface ] Secure Boot

| Concd | Hep

FIGURE 2-9. System Screen
14. Configure the settings on the Motherboard tab.
+ For Chipset, select ICH9.
« For TPM, select v2.0.

Note
TPM v2.0 is required for Windows 11. The setting is optional for all
other Windows versions.

« For Pointing Device, select USB Tablet
« Select the following Extended Features:
+ I/0 APIC
« UEFI (Required for Windows 11)

+ Secure Boot (Required for Windows 11)
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@ Important
For Windows 11 virtual machines, UEFI and Secure Boot are required
settings. The settings are optional for all other versions of Windows.

Select UEFI if you want to create EFI-compatible images. EFI-compatible
images are only supported by the following Trend Micro products:

+ Deep Discovery Inspector 5.6 and later

+ Deep Discovery Email Inspector 3.6 and later
+ Deep Discovery Analyzer 6.8 and later

+ Deep Discovery Director 5.1 and later

+ Deep Discovery Web Inspector 2.5 and later

15. On the Processor tab, select PAE/NX.
16. On the Acceleration tab, select Nested Paging.

If you are using VirtualBox 5.2 and before, also select Enable VT-x/AMD-
V.

Note

+ The Acceleration tab is only available if the processor of the host
system supports virtualization technology and the virtualization
setting is enabled in the BIOS of the host system.

« VirtualBox 6.0 and later automatically enables VT-x/AMD-V if the
processor of the host system supports virtualization technology and
the virtualization setting is enabled in the BIOS of the host system.

17. Go to Storage.
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@) Windows - Settings = o X
asic M Seorch settings D
L!J Generzl Storage
Devices Attributes
@ System & Controller SATA @B Name ISATA I
@ Display @ windows.vdi Type AHCI -
: @ Empty Port Count IZ «:

[] Use Host 0 Cache
@p auio
@1 Metwork
{5 seialports
& us eeB®C

D Shared Folders Audio

Enable Audio
User Intedface
Host Audio Driver | Default v

o ][ concet [ [ riee

FIGURE 2-10. Storage Screen

18. If Controller: SATA appears under Storage Devices, select the controller
and click €} to remove the SATA controller.

19. Add an IDE controller.
a. Click ¢ and select PIIX4 (Default IDE).
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(2 Windows - Settings

s M

EI General Storage

@ Devices ———
System

(] oispiay

(DJ Audio
WY Network
£ senslPors

Information

Storage tree can contain several controllers of
different types. This machine currently has no
controliers.

ﬁ use ¢

D Shared Folders Audio

[ Ensble Audio
E User Interface - [
Host Audio Driver | Default

FIGURE 2-11. Add Storage Controller

SOHOED

AHCI (SATA)
PIIX4 (Default IDE)
PIEG (1DE)

ICHS (IDE)

Lsilogic (Default SCSI)
BusLogic (SCSI) :I Sancd Hep

Controller: PIIX4 appears on the Storage Devices list.

b. Click the controller and change the Name attribute to IDE.
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(2 Windows - Settings - a X
@ General Storage

| sytem # Controlier: IDE
() oispiey

o v

B Newwork

[7] Use Host 170 Cache

£ sena Ports
P s ee@ T |
[2] shared Folders Audio
[ Enable Audio
EI User Interface —
Hest Audio Dniver | Default v

o] [ | s

FIGURE 2-12. Controller IDE

c. Select Use Host I/0 Cache.

d. Nextto Controller: PIIX4, click [ to create a virtual hard disk.
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The Hard Disk Selector window appears.

1] Windows - Hard Disk Selector

- a X

Medium Selector

—E ~ |

Add Creste | Refresh

Hame Virtual Size Actual Size

Mot Attached

Windows.vdk 500068 200 M8
Sesech fiy Name | & &
Choose Cancel

FIGURE 2-13. Hard Disk Selector

Select the virtual hard disk file that you previously created and click
Choose.

Click the hard drive you created and verify the Hard Disk attribute
is set to IDE Primary Device 0.
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&) Windows - Settings — o X
Basic M Search settings &
E General Storage
: Devices Attributes
] system @ Controller: IDE Hard Disk IDE Primary Device 0~ (&,
! . [ Solid-state Drive
Dispiay
@ Storage Information -
Type (Format) Normal (VDI)
q) BENE Virtual sze 50.00 GB
§ Actual sze 2,00 MB
! Network Storage details Dynamically allocated storage
N Locati Vil VME\Wi e
& Seriol Ports ocation D:\VirtualBox VME\Windows!,
Attached to Windows
& v de@ Encryption key —
D Shared Folders Audio
8 Enable Audio

@ User Interface
Host Audio Driver  Default v

LOL] Cancel Help
FIGURE 2-14. IDE Primary Device 0

g. Click Controller: PIIX4 and then click (g to create an optical drive.

h. Inthe Optical Disk Selector window, click Leave Empty.

i.  Click the optical drive you created and verify the Optical Drive
attribute is set to IDE Secondary Device 0.
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(22 Windows - Settings - ] X
E] General Starage
Devices —— = —— || Attibutes —————
[&] sitem @ Controlier: I0E Optical Drive | IDE Secondary Device0 v (&}
> B windows.vdi [ Live co/ovp
] oipiay .
Type -
le Audia St -
@ Location --
Metwork R
£ seriatPorts
£ uss doB@
[[] Shared Folders Audio
] enabie Audio
@ User Interface —
Host Audio Dnver | Default v
(oK ][ comet | Hew

FIGURE 2-15. IDE Secondary Device 0
j- Click () and select Choose/Create a Virtual Optical Disk...
k. Select the ISO file containing the operating system installer.
The ISO file appears as an available device.

You should only have one Controller: PIIX4 listed under Storage
Devices. If there are any other controllers listed, remove the extra
controllers.

20. (Optional) Go to Audio and verify that Enable Audio is selected.
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&) Windows - Settings - m} X

! General Audio
Enable Audio

(] s Host Aucio Driver | Default v
[ oisplsy Audio Controller | Intel HD Audio |
Features [4] Audio Output
@ omge [ Audio Input
Network
@I Network Adepter 1 Adapter2  Adapter3  Adapterd
@ Serial Ports Enable Network Adapter
: Attached tc  NAT - f
£ us s
Gme
[L] shared Folders Adepter Type _Intel PRO/1000 MT Desktop (82540EM) v
eimiscuss Mode JeRop

E User Interface

MAC Address | 000027AGAGE4 | @

[ox ]| conced || Help

FIGURE 2-16. Audio Options Settings

21. Go to USB.




Windows OVA File Creation Using New Virtual Machine Images

&) Windows - Settings - u] X
B M Sesect ety )
l_!_’ General uss
Enable USE Controller
] ssten @ USB 1.1 [OHC)) Controlier
[:J Display (O USB 2.0 [OHC! + EHCI) Controller
() USB 3.0 [xHCI) Controller
@ Storage USE Device Fitas —————————————————— ——
&
(b Audio @
@ Metwork :
@ Sesial Ports
# use
[ shared Folders Shared Folders
Name Path Access Auto Mount At E

E User Interface

Global Folders s

T

FIGURE 2-17. USB Settings
22. Select Enable USB Controller.
23. Select USB 1.1 (OHCI) Controller.

24. Go to Shared Folders and verify that no folders are shared.
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& Windows - Settings - a X
Genera Shared Folders
System Name Path Access Auto Mount At La
Global Folders Fo
L!J Display Machine Folders
Storage
@J Audio
@ hetwok User Interface
£ seriatPorts Iﬁk’Modina’View'lnpm'D:vkes'Debug’Hdp’ &=
éy use Appearance  Normal (window) ~
Mini ToclBar /] Show in Full-screen/Seamless
User nterface | FEIETEEWEENED]

| s

FIGURE 2-18. Shared Folders Settings

25. Click OK.

26. On the VirtualBox Manager screen, click ﬁ to power on the image.
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13 Oracle VirtualBex Manager - a X
File Machine Help

Sl @ P

New Open Settr Discard  Start
- P e 2

- o4 | Windows m vetaits @ (0] =
tal (58 ) Powered OFf [e=RN—

=] General = Preview
&l Name: Windows
Operating System:  Windows 11 (64-bit)
(=] system

| Base Memory: 4096 MB
Processors: 2

Boot Orden Floppy, Cptical, Hard Disk
o TPMTpe 20
EFl: Enzbled
SecurcBoot  Enzbled
Acceleration:  Nested Paging Hyper-¥
Paravirtualzation

8] Dicplay
Video Memeory: 128 M8
Graphics Controlien VEoxSVGA
Remote Deskiop Server.  Disebled
Recording: Disabled
& Storage

£ Controller: IDE

FIGURE 2-19. VirtualBox Manager

The installation process starts.

27. Follow the on-screen instructions to install the guest operating system.
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28 Windows

FIGURE 2-20. Operating System Installation Process

28. Install Microsoft Office and other required software to achieve
satisfactory detection results.

Important

Verify there is at least 3072 MB free virtual disk space on the virtual
machine to ensure normal operation of Virtual Analyzer.

Modifying the Virtual Machine Environment

Modify the virtual machine environment to run Virtual Analyzer Sensors,
a collection of utilities that execute and detect malware, and record all
behavior in Virtual Analyzer.

* Modifying the Virtual Machine Environment (Windows XP and Windows
Server 2003) on page 2-29
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+ Modifying the Virtual Machine Environment (All Other Supported Windows
Versions) on page 2-31

Modifying the Virtual Machine Environment (Windows XP and
Windows Server 2003)

Procedure

1. Open a Command Prompt window (cmd.exe) using an account with
administrator privileges.

2. Perform the following tasks:

TAsK STEPS

Set the "Administrator" Type net user "Administrator" 1111.
logon password to "1111".

Configure automatic logon a. Type the following commands:
from the “Administrator”
« REG ADD

account. .
"HKEY_LOCAL_MACHINE\SOFTWARE\Microsof
t\Windows

2 Note NT\CurrentVersion\Winlogon" /v
:‘a DefaultUserName /t REG_SZ /d

The logon prompt
gonp P Administrator /f

is bypassed and
the “Administrator” *+ REG ADD

. "HKEY_LOCAL_MACHINE\SOFTWARE\Microsof
account is R

. t\Windows
automatically used NT\CurrentVersion\Winlogon" /v
to log on to the DefaultPassword /t REG_SZ /d 1111 /f
syste.m every tlm.e . REG ADD
the virtual machine "HKEY_LOCAL_MACHINE\SOFTWARE\Microsof
starts. t\Windows

NT\CurrentVersion\Winlogon" /v
AutoAdminLogon /t REG_SZ /d 1 /f

b. Restart the image.
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TAsK

STEPS

M Note

No logon prompt is displayed and the
“Administrator” account is automatically used to
log on.

j 'I! Administrator

J My Documents

P Internet

Internet Explorer
E-mail

Microsaft OFfize Outiook
v st
@ Windows Meda Player
4‘8 Windows Messerger

xl Microsoft OFfize Excel 2003

b My Recent Documents  »

ﬁ My Pictures
) My Music
g’ My Computer

@ Control Pansl

@ Set Program Access and
Defaults

':3 Printers and Faxes
\@ Towr Windaws XP @J Help and Suppart
Files and Settings Transfer I) Search
D Wizard
=) Run...

All Programs D

@] LogOF @) | Turn OFF Computer

FIGURE 2-21. Windows XP Administrator
Account

View all user accounts.

Type net user.

Delete non-built-in user
accounts one at a time.

Type net user “<username>” /delete.

Example: net user “test” /delete

View all network adapters
with an active link

Typewmic nic where "netconnectionstatus=2"

get netconnectionid /value.
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TAsK STEPS

Example output: NetConnctionID=Local Area
Connection

Verify the DHCP status of all | Type netsh interface ip show config.

installed network adapters . . .
The configuration of all installed network adapters

displays. Verify that the value for DHCP enabled: is Yes.

Configure a network Type netsh interface ip set address
adapter to use DHCP name="<network adapter>" dhcp.

Example: netsh interface ip set address
name="Local Area Connection" dhcp

Disable Windows Firewall. Type netsh firewall set opmode mode=DISABLE.

g Note
Windows Firewall slows down the installation of
Virtual Analyzer Sensors.

3. Restart the virtual machine.

Modifying the Virtual Machine Environment (All Other Supported
Windows Versions)

Procedure

1. Open a Command Prompt window (cmd.exe) using an account with
administrator privileges.

2. Perform the following tasks:

TAsK STEPS

Enable the “Administrator” | Type net user “Administrator” /active:yes.
account
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TAsK

STEPS

Set the logon password
for the “Administrator”
accountto “1111”

Type net user "Administrator" 1111.

Configure automatic logon
from the administrator
account

Zﬁ Note

= Each time the
image starts, the
logon prompt is
bypassed and
the “Administrator”
accountis
automatically used
to log on to the
system.

a. Type the following commands:

REG ADD
"HKEY_LOCAL_MACHINE\SOFTWARE\Microsof
t\Windows

NT\CurrentVersion\Winlogon" /v
DefaultUserName /t REG_SZ /d
Administrator /f

REG ADD
"HKEY_LOCAL_MACHINE\SOFTWARE\Microsof
t\Windows

NT\CurrentVersion\Winlogon" /v
DefaultPassword /t REG_SZ /d 1111 /f

REG ADD
"HKEY_LOCAL_MACHINE\SOFTWARE\Microsof
t\Windows

NT\CurrentVersion\Winlogon" /v
AutoAdminLogon /t REG_SZ /d 1 /f
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TAsK

STEPS

@ Note
In Windows Server 2008/2008 R2,
Windows Server 2012/2012 R2, Windows
Server 2016, Windows Server 2019,
Windows Server 2022, and Windows
Server 2025, launch the Local Security
Policy snap-in (secpol.msc) to disable
the Password must meet complexity
requirements Local Security Setting.

FIGURE 2-22. Disable Password must
meet complexity requirements

» Restart the image.
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TAsK STEPS

No logon prompt is displayed and the
“Administrator” account is automatically used to
log on.

d Getting Sarted

! Connectto 2 Projector

Remote Desktop Connection

55
ocurment

Sticky Notes

Picturss

‘3& Snipping Tool
Music

=3
"‘1" Calculator
==

.1[ Pamt

o XPSViewer

Computer

Control Panel

Demices and Printers

é‘]’ Windows Fax and $¢an

Defeult Programs

E Microsoft Office Word 2003 Help and Support

¥ AllPrograms

FIGURE 2-23. Windows 7 Administrator

Account
View all user accounts Type net user.
Delete non-built-in user Type net user “<username>” /delete.

accounts one at a time
Example: net user “test” /delete

View all network adapters Typewmic nic where "netconnectionstatus=2"
with an active link get netconnectionid /value.

Example output: NetConnctionID=Local Area
Connection

Verify the DHCP status of all | Type netsh <interface ip show config.

installed network adapters . . .
The configuration of all installed network adapters

displays. Verify that the value for DHCP enabled: is Yes.
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TAsK

STEPS

Configure a network
adapter to use DHCP

Type netsh interface ip set address
name="<network adapter>" dhcp

Example: netsh interface ip set address
name="Local Area Connection" dhcp

Disable Windows Firewall

Type netsh advfirewall set allprofiles state
off.

g Note
Windows Firewall slows down the installation of
Virtual Analyzer Sensors.

(Optional) Install Adobe
Flash in Windows Server
2016 and Windows Server
2019

For Windows Server 2016: Type C:\> dism /online /
add-package /
packagepath:”C:\Windows\servicing\Packages\Ad
obe-Flash-For-Windows-
Package~31bf3856ad364e35~amd64~~10.0.14393.0.

”»

mum

For Windows Server 2019: Type C:\> dism /online /
add-package /
packagepath:"C:\Windows\servicing\Packages\Ad
obe-Flash-For-Windows-
Package~31bf3856ad364e35~amd64~~10.0.17763.1.
mum"

Perform the following tasks using the Windows graphical user interface:
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TAsK STEPS

Configure AutoPlay a. Open the Windows Start menu, type Control
Panel into the search box and press ENTER.

b. In the Control Panel, go to Hardware and Sound >
AutoPlay.

FIGURE 2-24. AutoPlay

c. For Software and games, select Install or run
program from your media.

d. Click Save.
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TAsK

STEPS

Configure default web
browser on Windows 10/11

The Virtual Analyzer supports both Microsoft Edge
(Chromium) and Internet Explorer. One of these browsers
must be manually set as the default web browser in
Windows 10/11 before running the Virtual Analyzer. To
configure the default web browser, perform the following:

73 Note

The Virtual Analyzer does not support Microsoft

Edge Legacy. You can quickly check which version
of Microsoft Edge is installed by comparing the
icon:

+ Microsoft Edge (Chromium): e

« Microsoft Edge Legacy: e

a. Open the Windows Start menu, type Default apps
and press ENTER.

b. Under Web browser, select the current web browser.

Saterge - o x
0 Home Default apps
—1— Photo viewer

nd @ satting
- Photes
Apps
£ spps & faatures Video player
= Mowias & TV

| =5 octauttoops

05 Offina maps

Wikl by owier

[0 Apps for websites . Microsaft Edge

0 Video playback

= Risset 10 the Micrasoft recammsenced detautts

2 saap -
FIGURE 2-25. Default apps

c. Inthe Choose an app context menu, select Internet
Explorer or Microsoft Edge.
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TAsK

STEPS

d. If the Before you switch dialog appears, select
Switch anyway.

(Optional) Change the
display resolution

Trend Micro recommends settings the screen resolution to
atleast 1152 x 864 to avoid triggering the anti-virtual
machine functions of some malware.

a. Open the Windows Start menu, type Display
settings and press ENTER.

b. Under Resolution, select 1152 x 864 or any higher
resolution.

c. Inthe prompt that appears, click Keep changes.

4. For Windows 11 21H2, 23H2, and 24H2, perform the following tasks
using the Windows graphical user interface:
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TAsK

STEPS

Disable Tamper Protection

Important
Tamper Protection must be disabled to ensure

normal operation and performance of Virtual

Analyzer.

a. Open the Windows Start menu, type Windows
Security into the search box and press ENTER.

b. In Windows Security, go to Virus & threat protection.

Vhnsons Securty

Security at a glance

@ ® 4 00 ®® 0 D

FIGURE 2-26. Windows Security

Tum en
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TAsK STEPS

¢. Under Virus & threat protection, click Manage
settings.

a

Ao Ta

O Virus & threat protection

ProEmcnion o pour deale SoRNet thesats

fe) © Current thrests

“a Virus & threat protection settings

VO G0N Mot

2 i

FIGURE 2-27. Virus & Threat Protection

d. Turn Tamper Protection off.

Windows Security

Tamper Protection

Prevents others from tampesing with important security features

A\ Tamper protection is off. Your device may be vulnerable. Dismiss

® ) off
lo %
Learn more

)

FIGURE 2-28. Tamper Protection
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TAsK STEPS

(Optional) Disable Windows a. Open the Windows Start menu, type msconfiginto
Defender Antivirus the search box and press ENTER.

b. In the System Configuration window, go to the Boot
tab.

c. Under Boot options, enable Safe boot and select
Minimal.

| & sysem Configuretion X

‘ Genergl B0ot  Servies Statup Took

Tmeout:

(s Gt oot 20 secords
_'Bootieg
o _JBaszvido
7) Active Directory regat TGS baot nformaticn TJvsjee all baot setengs
s parmanent
(D) Netemek
ok | camel oply Heb

FIGURE 2-29. System Configuration - Boot
d. Click OK.
Windows 11 prompts to restart now. Click Restart.

e. After the Windows 11 virtual machine restarts,
run Command Prompt (cmd.exe) with administrator
privileges and run the following commands.

« REG ADD
"HKEY_LOCAL_MACHINE\SYSTEM\CurrentCon
trolSet\Services\Sense" /v Start /t
REG_DWORD /d 4 /f

« REG ADD
"HKEY_LOCAL_MACHINE\SYSTEM\CurrentCon
trolSet\Services\WdBoot" /v Start /t
REG_DWORD /d 4 /f

« REG ADD
"HKEY_LOCAL_MACHINE\SYSTEM\CurrentCon
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TAsK

STEPS

trolSet\Services\WdFilter" /v
Start /t REG_DWORD /d 4 /f

REG ADD
"HKEY_LOCAL_MACHINE\SYSTEM\CurrentCon
trolSet\Services\WdNisDrv" /v

Start /t REG_DWORD /d 4 /f

REG ADD
"HKEY_LOCAL_MACHINE\SYSTEM\CurrentCon
trolSet\Services\WdNisSvc" /v

Start /t REG_DWORD /d 4 /f

« REG ADD
"HKEY_LOCAL_MACHINE\SYSTEM\CurrentCon
trolSet\Services\WinDefend" /v
Start /t REG_DWORD /d 4 /f

. Open the Windows Start menu, type msconfiginto

the search box and press ENTER.

. In the System Configuration window, go to the Boot

tab.

. Under Boot options, disable Safe boot and click OK.

Windows 11 prompts to restart now. Click Restart.

i. After the Windows 11 virtual machine restarts, open

the Windows Start menu, type Task Scheduler into
the search box and press ENTER.

j. Inthe Task Scheduler window, go to Microsoft >

Windows > Windows Defender.
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TASK STEPS
k. Disable all Windows Defender tasks.

() Tack Scheduler
File Action View Help
= wp | 2 [ 3

| UpdatsOichestrator
- utnp
dus
User Prafile Service
WaaSMedic
wem
Wi
Windows Actiation &
* Windous Defender
Windews Error Reporti
Windows Filtering Plat
| Windows Media Share

Status Toggers  Next

FIGURE 2-30. Task Scheduler

(Optional) Disable startup a. Open the Windows Start menu, type Task Manager
applications and press ENTER.

b. In Task Manager, go to the Startup tab.

c. Disable the following applications. To disable, right-
click the name of the application and select Disable.

+ Cortana

+ Java Update Scheduler

+ Microsoft Edge

» Windows Security notification icon

« Windows Terminal

i Tosk Manager = [u] x
File Ogtions  View
Procemes Performence App history SIMUE Users Detels Services

Lart 05 o 3.3 seconds

Hame Publcher Stas Startup imp3ct

B Cortonn Microzoft Corperation Disabted None
B Jvm Updlate Scheduler Ormcle Corporation Disablerd Medam
€ Microsoft Edge Microxoft Corporation Disabied None
@ vindows Security notificati..  Microtoft Coeporation Disabisd Nane
W indows Terminal Microsoft Corporation Disatled Nooe

FIGURE 2-31. Task Manager

5. Restart the virtual machine.
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Reducing the Size of VirtualBox Disk Images

Procedure

1.
2.

Uninstall unnecessary applications and optional Windows components.
Run Disk Cleanup to free up space on the hard disk.

The utility searches for files and data that you can safely delete,
including:

« Temporary Windows and Internet files
« ActiveX controls, Java applets, and other downloaded program files
+ Files in the Recycle Bin

For details, see the Microsoft
Help: http://windows.microsoft.com/en-us/windows/delete-files-using-
disk-cleanup#delete-files-using-disk-cleanup=windows-7.

Use Deployment Image Servicing and Management (DISM) to free up
space on the hard disk.

DISM is a command-line utility that can be used to free up disk space by
managing the Windows Component Store (WinSxS directory).

For details, see the Microsoft Developer resource
website: https://msdn.microsoft.com/en-us/windows/hardware/

commercialize/manufacture/desktop/clean-up-the-winsxs-folder

a. Open a Command Prompt window.

{j Note

Depending on the Windows version, not all of the following

commands may be supported.

b. Typedism /Online /Cleanup-Image /SPSuperseded.

c. Typedism /Online /Cleanup-Image /
StartComponentCleanup /ResetBase.



http://windows.microsoft.com/en-us/windows/delete-files-using-disk-cleanup#delete-files-using-disk-cleanup=windows-7
http://windows.microsoft.com/en-us/windows/delete-files-using-disk-cleanup#delete-files-using-disk-cleanup=windows-7
https://msdn.microsoft.com/en-us/windows/hardware/commercialize/manufacture/desktop/clean-up-the-winsxs-folder
https://msdn.microsoft.com/en-us/windows/hardware/commercialize/manufacture/desktop/clean-up-the-winsxs-folder
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4. Download SDelete and then zero out the free space on the hard disk.

SDelete is a free command-line utility that securely deletes existing files
and permanently erases file data in unallocated clusters of a disk. The
utility can also ensures that even encrypted files cannot be recovered by
overwriting all addressable locations with new and random characters.

a. Download sdelete.zip from the Windows Sysinternals website:
https://technet.microsoft.com/en-us/sysinternals/sdelete.aspx

b. Extract sdelete.exe.
Open a Command Prompt window.
d. Go to the folder that contains sdelete.exe.
e. Typesdelete -z [drive letter].
SDelete zeroes the free space on the hard disk.
5. Shut down the virtual machine.
6. Open a Command Prompt window on the host system.

7. Type"C:\Program Files\Oracle\VirtualBox\VBoxManage.exe"
modifyhd [path\[vm_name.vdi] --compact.

The virtual hard disk drive size is reduced.

Exporting Virtual Machine Images to OVA Files

A virtual machine image comprises many uncompressed files. The files must
be combined into a single OVA file to avoid issues when importing.

@ Important
Verify that the size of the created OVA file is supported by your product.

For details, go to https://docs.trendmicro.com/en-us/home.aspx#Enterprise.



https://technet.microsoft.com/en-us/sysinternals/sdelete.aspx
https://docs.trendmicro.com/en-us/home.aspx#Enterprise
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Procedure

1. Onthe VirtualBox Manager screen, power off the virtual machine.

Note
Verify that the CD/DVD drive is empty before powering off and exporting.

2. Go to File > Export Appliance.
The Export Virtual Appliance window appears.

3. Select the virtual machine image to export and open the Format settings
section.

4. Configure the following:

« File: Accept the default name and path or click ![a] to selecta
different file.

« Format: Select Open Virtualization Format 1.0.

@ Important
Format options include OVF 0.9, 1.0 and 2.0. Virtual Analyzer does
not support OVF 2.0.

« MAC Address Policy: Select Include only NAT network adapter
MAC addresses.

5. Open the Appliance settings section.

6. Verify that the License field is empty and then click Finish.

VirtualBox creates the OVA file.




) TREND:

Chapter 3

Windows OVA File Creation Using
Converted Virtual Hard Disk Drives

Learn how to prepare and import an Windows OVA file in the following
topics:

* Modifying the Virtual Machine Environment on page 3-10
 Exporting Virtual Machine Images on page 3-28
+ Converting VMware ESXi Virtual Hard Disk Drives on page 3-35

* Creating Virtual Machine Images Using Converted Virtual Hard Disk Drives
on page 3-42

* Configuring Virtual Machine Images on page 3-60

« Exporting Virtual Machine Images to OVA Files on page 3-65
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Creating Windows OVA Files Using Converted
Virtual Hard Disk Drives

Procedure
1. Prepare Adobe Reader.
For details, see Preparing Adobe Reader on page 3-9
2. Modify the environment of the virtual machine image.
For details, see Modifying the Virtual Machine Environment on page 3-10.
3. Export the virtual machine image.
For details, see Exporting Virtual Machine Images on page 3-28.

4. Convert the virtual hard disk drive of the exported image to the
VirtualBox format.

For details, see Converting VMware ESXi Virtual Hard Disk Drives on page
3-35.

5. Create a new virtual machine image using the converted virtual hard
disk drive.

For details, see Creating Virtual Machine Images Using Converted Virtual
Hard Disk Drives on page 3-42.

6. Configure the new virtual machine image.
For details, see Configuring Virtual Machine Images on page 3-60.
7. Export the virtual machine image to an OVA file.

For details, see Exporting Virtual Machine Images to OVA Files on page
3-65.

Required Software

The following software must be installed on the virtual machine to achieve
satisfactory detection results.
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~— % Note
Operating system, Office suite, and third-party software support may change
or end without prior notice from Trend Micro due to specification, license
model, and lifecycle changes.
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TABLE 3-1. Required Applications

SOFTWARE DESCRIPTION

Operating system | Virtual Analyzer Image Preparation Tool supports the following operating
systems:

Desktop: Windows XP, Windows 7, Windows 8/8.1, Windows 10 Version
22H2 and before, and Windows 11 Version 21H2, 23H2, and 24H2

Server: Windows Server 2003/2003 R2, Windows Server 2008/2008 R2,
Windows Server 2012/2012 R2, Windows Server 2016, Windows Server
2019, Windows Server 2022, and Windows Server 2025.
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SOFTWARE DESCRIPTION

@ Important
+ Package the installer as an ISO file.

« Activate Windows with a valid product key after the tool
has validated and modified virtual machine settings. Do not

activate Windows before that.

+ Use a computer name that reflects your organizations'
naming scheme.

« Disable automatic updates.

« Trend Micro recommends using the English version of the
listed operating systems.

+ For Windows 7 and Windows Server 2008 R2, updates
KB4474419 and KB4490628 must be installed.

« Virtual Analyzer does not support Windows 11 Version 22H2

+ BitLocker must be disabled on all drives before using the
Virtual Analyzer Image Preparation Tool. For more details,
please refer to the Microsoft documentation for manage-
bde.

Decryption and disabling of BitLocker is a resource
intensive process which might take some time to complete
depending on the size of the target drive.

+ WMIC is required. Windows 11 24H2 and Windows Server
2025 by default do not have the Windows Management
Instrument Command (WMIC) feature installed. If WMIC is
not installed, you must install the feature before using the
tool.



https://learn.microsoft.com/en-us/windows-server/administration/windows-commands/manage-bde
https://learn.microsoft.com/en-us/windows-server/administration/windows-commands/manage-bde
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SOFTWARE

DESCRIPTION

Office suite

Virtual Analyzer Image Preparation Tool supports the following office
suites:

Office 2003 (32-bit), Office 2007 (32-bit), Office 2010 (32-bit and 64-bit),
Office 2013 (32-bit and 64-bit), Office 2016 (32-bit and 64-bit), Office 2019
(32-bit and 64-bit), Office 2021 (32-bit and 64-bit), and Office 2024 (32-bit
and 64-bit)
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SOFTWARE

DESCRIPTION

o

Important

« For Office 2007 to Office 2021, Microsoft Word, Microsoft
Excel, Microsoft PowerPoint, and Microsoft Publisher must
be installed.

Office 2024 does not include Microsoft Publisher. The tool
skips checking for Microsoft Publisher for Office 2024.

« Activate Microsoft Office with a valid product key after the
tool has validated and modified virtual machine settings.
Do not activate Microsoft Office before that.

« After installation, open all Microsoft Office applications and
verify that the main editing screen is displayed. If any
confirmation dialog or welcome screen displays, make any
selection to close the screen and display the main editing
screen.

[ Wikcme 1o Mirmseft Sics fita i B
Help Protect and Improve Microsoft Office naOffice

wconmerded Lodetes o Office, Tndons andl otter Mo usft softwere. OFfer me new cptrd Offce ard
G T SuluSnk 1D D DTS, G2 oSS Tk 10 heb) M CEOM 830705 5351 Crotkons, Sutovatcaly
orove Office,

o Llse Recommended Settings

o Don't make changes

ChzoEng thes ap3en oS BT Yok SHPULEr 1 SRR ITy TEEE

10 s thize zatiegzan ad o

1 92 Maozoft, Ths icemation § Potigad i ey or cantact ¥

FIGURE 3-1. Help Protect and Improve Microsoft Office

« Verify that your license allows you to virtualize the
applications. For details, see https://support.office.com.

« Disable automatic updates.

« Enable macros. For details, see Enable or disable macros in
Office files



https://support.office.com
https://support.office.com/en-us/article/Enable-or-disable-macros-in-Office-files-12b036fd-d140-4e74-b45e-16fed1a7e5c6
https://support.office.com/en-us/article/Enable-or-disable-macros-in-Office-files-12b036fd-d140-4e74-b45e-16fed1a7e5c6
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SOFTWARE

DESCRIPTION

Internet Browser

Virtual Analyzer Image Preparation Tool supports the following internet
browsers:

Microsoft Edge (Chromium-based version), Internet Explorer

@ Important

« The default browser must be set to a supported internet browser.

« For Windows 8.1 and before, the tool will automatically configure
Internet Explorer as the default browser.

« For Windows 10 and after, the default browser must be configured
manually before the tool is used to validate the image.

« Virtual Analyzer does not support Microsoft Edge Legacy (EdgeHTML
version).

Adobe Reader

Install the version of Adobe Reader that is most widely used in your
organization. To download the most current version of Adobe Reader, go
to https://get.adobe.com/reader/.

If you do not install Adobe Reader, Virtual Analyzer:

« Installs Adobe Reader 8, 9, and 11 on all Windows XP and Windows
Server 2003/2003 R2 images during importing.

« Installs Adobe Reader 9, 11, and DC on all Windows 7 and newer
images during import.

« Uses all versions during analysis.

WARNING!
A This consumes additional computing resources.

Configure Adobe Reader to manually check for and install updates.
For details, see https://helpx.adobe.com/acrobat/kb/reader-acrobat-
updater-settings.html.

NET Framework

Install .NET Framework 3.5 or later if the operating system is Windows XP
or Windows Server 2003.



https://get.adobe.com/reader/
https://helpx.adobe.com/acrobat/kb/reader-acrobat-updater-settings.html
https://helpx.adobe.com/acrobat/kb/reader-acrobat-updater-settings.html
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g Note

Trend Micro recommends installing the following software on the virtual
machine to improve detection results.

« .NET Framework 4.0 in addition to .NET Framework 3.5
 Java SE Runtime Environment 8

+ LibreOffice 6.4.7 or later, with macro security level set to low

@ Important

+ Do not install VMware tools to avoid triggering the anti-virtual machine
functions of some malware.

+ Do not install any anti-malware software on the virtual machine to ensure
normal operation of Virtual Analyzer.

Preparing Adobe Reader

Perform the following steps if Adobe Reader is installed on the virtual
machine.

Procedure
1. Disable automatic updates.
For details, refer to the documentation guides from Adobe.

2. Install the necessary Adobe Reader language packs so that Virtual
Analyzer can process files authored in languages other than those
supported in your native Adobe Reader.

For example, if you use the English version of Adobe Reader and you
expect to analyze files authored in East Asian languages, install the
Asian and Extended Language Pack.

3. Start Adobe Reader.
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@ Important
Perform this step before exporting the virtual machine.

Modifying the Virtual Machine Environment

Modify the virtual machine environment to run Virtual Analyzer Sensors,
a collection of utilities that execute and detect malware, and record all
behavior in Virtual Analyzer.

+ Modifying the Virtual Machine Environment (Windows XP and Windows
Server 2003) on page 3-10

* Modifying the Virtual Machine Environment (All Other Supported Windows
Versions) on page 3-13

* Uninstalling VMware Tools on page 3-26

Modifying the Virtual Machine Environment (Windows XP and
Windows Server 2003)

Procedure

1. Open aCommand Prompt window (cmd . exe) using an account with
administrator privileges.

2. Perform the following tasks:

TAsK STEPS

Set the "Administrator" Type net user "Administrator" 1111.
logon password to "1111".

Configure automatic logon a. Type the following commands:
from the “Administrator”
* REG ADD
account. .
"HKEY_LOCAL_MACHINE\SOFTWARE\Microsof
t\Windows

NT\CurrentVersion\Winlogon" /v
DefaultUserName /t REG_SZ /d
Administrator /f
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TASK STEPS
—» Note « REG ADD
.s_/g I "HKEY_LOCAL_MACHINE\SOFTWARE\Microsof
The logon prompt t\Windows
is bypassed and NT\CurrentVersion\Winlogon" /v
the “Administrator” DefaultPassword /t REG_SZ /d 1111 /f
account is « REG ADD
automatically used "HKEY_LOCAL_MACHINE\SOFTWARE\Microsof

t\Windows
NT\CurrentVersion\Winlogon" /v
AutoAdminLogon /t REG_SZ /d 1 /f

to log on to the
system every time
the virtual machine

starts. b. Restart the image.




Virtual Analyzer Image Preparation Tool User's Guide

TAsK

STEPS

M Note

No logon prompt is displayed and the
“Administrator” account is automatically used to
log on.

j 'I! Administrator

J My Documents

P Internet

Internet Explorer
E-mail

Microsaft OFfize Outiook
v st
@ Windows Meda Player
4‘8 Windows Messerger

xl Microsoft OFfize Excel 2003

b My Recent Documents  »

ﬁ My Pictures
) My Music
g’ My Computer

@ Control Pansl

@ Set Program Access and
Defaults

':3 Printers and Faxes
\@ Towr Windaws XP @J Help and Suppart
Files and Settings Transfer I) Search
D Wizard
=) Run...

All Programs D

@] LogOF @) | Turn OFF Computer

FIGURE 3-2. Windows XP Administrator
Account

View all user accounts.

Type net user.

Delete non-built-in user
accounts one at a time.

Type net user “<username>” /delete.

Example: net user “test” /delete

View all network adapters
with an active link

Typewmic nic where "netconnectionstatus=2"

get netconnectionid /value.
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3.

installed network adapters

TASK STEPS
Example output: NetConnctionID=Local Area
Connection
Verify the DHCP status of all | Type netsh interface ip show config.

The configuration of all installed network adapters
displays. Verify that the value for DHCP enabled: is Yes.

Configure a network
adapter to use DHCP

Type netsh interface ip set address
name="<network adapter>" dhcp.

Example: netsh interface ip set address
name="Local Area Connection" dhcp

Disable Windows Firewall.

Type netsh firewall set opmode mode=DISABLE.

g Note
Windows Firewall slows down the installation of
Virtual Analyzer Sensors.

Uninstall VMware Tools.

For details, see Uninstalling VMware Tools on page 3-26.

Restart the virtual machine.

Modifying the Virtual Machine Environment (All Other Supported
Windows Versions)

Procedure

1.

2.

Open a Command Prompt window (cmd . exe) using an account with

administrator privileges.

Perform the following tasks:

TAsK

STEPS

Enable the “Administrator”

account.

Type net user “Administrator” /active:yes.
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TAsK

STEPS

Set the logon password
for the “Administrator”
accountto “1111”.

Type net user "Administrator" 1111.

Configure automatic logon
from the administrator
account.

=

Note

Each time the
image starts, the
logon prompt is
bypassed and

the “Administrator”
accountis
automatically used
to log on to the
system.

a. Type the following commands:

REG ADD
"HKEY_LOCAL_MACHINE\SOFTWARE\Microsof
t\Windows

NT\CurrentVersion\Winlogon" /v
DefaultUserName /t REG_SZ /d
Administrator /f

REG ADD
"HKEY_LOCAL_MACHINE\SOFTWARE\Microsof
t\Windows

NT\CurrentVersion\Winlogon" /v
DefaultPassword /t REG_SZ /d 1111 /f

REG ADD
"HKEY_LOCAL_MACHINE\SOFTWARE\Microsof
t\Windows

NT\CurrentVersion\Winlogon" /v
AutoAdminLogon /t REG_SZ /d 1 /f




Windows OVA File Creation Using Converted Virtual Hard Disk Drives

TAsK

STEPS

@ Note
In Windows Server 2008/2008 R2,
Windows Server 2012/2012 R2, Windows
Server 2016, Windows Server 2019,
Windows Server 2022, and Windows
Server 2025, launch the Local Security
Policy snap-in (secpol.msc) to disable
the Password must meet complexity
requirements Local Security Setting.

FIGURE 3-3. Disable Password must
meet complexity requirements

» Restart the image.
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TAsK STEPS

No logon prompt is displayed and the
“Administrator” account is automatically used to
log on.

d Getting Sarted

! Connectto 2 Projector

Remote Desktop Connection

55

Sticky Notes

Picturss

‘3& Snipping Tool
Music

=3
"‘1" Calculator
==

.1[ Pamt

o XPSViewer

Computer

Control Panel

Demices and Printers

é‘]’ Windows Fax and $¢an
Defsult Programs

E Microsoft Office Word 2003 Help and Support

¥ AllPrograms

FIGURE 3-4. Windows 7 Administrator Account

View all user accounts. Type net user.

Delete non-built-in user Type net user “<username>” /delete.

accounts one at a time.
Example: net user “test” /delete

View all network adapters Typewmic nic where "netconnectionstatus=2"
with an active link get netconnectionid /value.

Example output: NetConnctionID=Local Area
Connection

Verify the DHCP status of all | Type netsh interface ip show config.

installed network adapters . . .
The configuration of all installed network adapters

displays. Verify that the value for DHCP enabled: is Yes.
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TAsK

STEPS

Configure a network
adapter to use DHCP

Type netsh interface ip set address
name="<network adapter>" dhcp

Example: netsh interface ip set address
name="Local Area Connection" dhcp

Disable Windows Firewall.

Type netsh advfirewall set allprofiles state
off.

g Note
Windows Firewall slows down the installation of
Virtual Analyzer Sensors.

(Optional) Install Adobe
Flash in Windows Server
2016 and Windows Server
2019

For Windows Server 2016: Type C:\> dism /online /
add-package /
packagepath:”C:\Windows\servicing\Packages\Ad
obe-Flash-For-Windows-
Package~31bf3856ad364e35~amd64~~10.0.14393.0.

”»

mum

For Windows Server 2019: Type C:\> dism /online /
add-package /
packagepath:"C:\Windows\servicing\Packages\Ad
obe-Flash-For-Windows-
Package~31bf3856ad364e35~amd64~~10.0.17763.1.
mum"

Perform the following tasks using the Windows graphical user interface:
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TAsK STEPS

Configure AutoPlay a. Open the Windows Start menu, type Control
Panel into the search box and press ENTER.

b. In the Control Panel, go to Hardware and Sound >
AutoPlay.

FIGURE 3-5. AutoPlay

c. For Software and games, select Install or run
program from your media.

d. Click Save.
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TAsK

STEPS

Configure default web
browser on Windows 10/11

The Virtual Analyzer supports both Microsoft Edge
(Chromium) and Internet Explorer. One of these browsers
must be manually set as the default web browser in
Windows 10/11 before running the Virtual Analyzer. To
configure the default web browser, perform the following:

73 Note

The Virtual Analyzer does not support Microsoft

Edge Legacy. You can quickly check which version
of Microsoft Edge is installed by comparing the
icon:

+ Microsoft Edge (Chromium): e

« Microsoft Edge Legacy: e

a. Open the Windows Start menu, type Default apps
and press ENTER.

b. Under Web browser, select the current web browser.

Saterge - o x
0 Home Default apps
—1— Photo viewer

nd @ satting
- Photes
Apps
£ spps & faatures Video player
= Mowias & TV

| =5 octauttoops

05 Offina maps

Wikl by owier

[0 Apps for websites . Microsaft Edge

0 Video playback

= Risset 10 the Micrasoft recammsenced detautts

T Startup PR
FIGURE 3-6. Default apps

c. Inthe Choose an app context menu, select Internet
Explorer or Microsoft Edge.
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display resolution

TASK STEPS
d. If the Before you switch dialog appears, select
Switch anyway.
(Optional) Change the Trend Micro recommends settings the screen resolution to

atleast 1152 x 864 to avoid triggering the anti-virtual
machine functions of some malware.

a. Open the Windows Start menu, type Display
settings and press ENTER.

b. Under Resolution, select 1152 x 864 or any higher
resolution.

c. Inthe prompt that appears, click Keep changes.

Uninstall VMware Tools.

For details, see Uninstalling VMware Tools on page 3-26.

4. For Windows 11 21H2, 23H2, and 24H2, perform the following tasks
using the Windows graphical user interface:
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TAsK

STEPS

Disable Tamper Protection

Important
Tamper Protection must be disabled to ensure

normal operation and performance of Virtual

Analyzer.

a. Open the Windows Start menu, type Windows
Security into the search box and press ENTER.

b. In Windows Security, go to Virus & threat protection.

Vhnsons Securty

Security at a glance

@ ® 4 00 ®® 0 D

FIGURE 3-7. Windows Security

Tum en
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TAsK STEPS

¢. Under Virus & threat protection, click Manage
settings.

a

Ao Ta

O Virus & threat protection

ProEmcnion o pour deale SoRNet thesats

fe) © Current thrests

“a Virus & threat protection settings

VO G0N Mot

2 i

FIGURE 3-8. Virus & Threat Protection

d. Turn Tamper Protection off.

Windows Security

Tamper Protection

Prevents others from tampesing with important security features

A\ Tamper protection is off. Your device may be vulnerable. Dismiss

® ) off
lo %
Learn more

)

FIGURE 3-9. Tamper Protection
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TAsK STEPS

(Optional) Disable Windows a. Open the Windows Start menu, type msconfiginto
Defender Antivirus the search box and press ENTER.

b. In the System Configuration window, go to the Boot
tab.

c. Under Boot options, enable Safe boot and select
Minimal.

| & sysem Configuretion X

‘ Genergl B0ot  Servies Statup Took

Tmeout:

(s Gt oot 20 secords
_'Bootieg
o _JBaszvido
7) Active Directory regat TGS baot nformaticn TJvsjee all baot setengs
s parmanent
(D) Netemek
ok | camel oply Heb

FIGURE 3-10. System Configuration - Boot
d. Click OK.
Windows 11 prompts to restart now. Click Restart.

e. After the Windows 11 virtual machine restarts,
run Command Prompt (cmd.exe) with administrator
privileges and run the following commands.

« REG ADD
"HKEY_LOCAL_MACHINE\SYSTEM\CurrentCon
trolSet\Services\Sense" /v Start /t
REG_DWORD /d 4 /f

« REG ADD
"HKEY_LOCAL_MACHINE\SYSTEM\CurrentCon
trolSet\Services\WdBoot" /v Start /t
REG_DWORD /d 4 /f

« REG ADD
"HKEY_LOCAL_MACHINE\SYSTEM\CurrentCon
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TAsK

STEPS

trolSet\Services\WdFilter" /v
Start /t REG_DWORD /d 4 /f

REG ADD
"HKEY_LOCAL_MACHINE\SYSTEM\CurrentCon
trolSet\Services\WdNisDrv" /v

Start /t REG_DWORD /d 4 /f

REG ADD
"HKEY_LOCAL_MACHINE\SYSTEM\CurrentCon
trolSet\Services\WdNisSvc" /v

Start /t REG_DWORD /d 4 /f

« REG ADD
"HKEY_LOCAL_MACHINE\SYSTEM\CurrentCon
trolSet\Services\WinDefend" /v
Start /t REG_DWORD /d 4 /f

. Open the Windows Start menu, type msconfiginto

the search box and press ENTER.

. In the System Configuration window, go to the Boot

tab.

. Under Boot options, disable Safe boot and click OK.

Windows 11 prompts to restart now. Click Restart.

i. After the Windows 11 virtual machine restarts, open

the Windows Start menu, type Task Scheduler into
the search box and press ENTER.

j. Inthe Task Scheduler window, go to Microsoft >

Windows > Windows Defender.
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TASK STEPS
k. Disable all Windows Defender tasks.

() Tack Scheduler
File Action View Help
= wp | 2 [ 3

| UpdatsOichestrator
- utnp
dus
User Prafile Service
WaaSMedic
wem
Wi
Windows Actiation &
* Windous Defender
Windews Error Reporti
Windows Filtering Plat
| Windows Media Share

Status Toggers  Next

FIGURE 3-11. Task Scheduler

(Optional) Disable startup a. Open the Windows Start menu, type Task Manager
applications and press ENTER.

b. In Task Manager, go to the Startup tab.

c. Disable the following applications. To disable, right-
click the name of the application and select Disable.

« Cortana

«+ Java Update Scheduler

+ Microsoft Edge

» Windows Security notification icon

« Windows Terminal

i Tosk Manager = [u] x
File Ogtions  View
Procemes Performence App history SIMUE Users Detels Services

Lart 05 o 3.3 seconds

Hame Publcher Stas Startup imp3ct

B Cortonn Microzoft Corperation Disabted None
B Jvm Updlate Scheduler Ormcle Corporation Disablerd Medam
€ Microsoft Edge Microxoft Corporation Disabied None
@ vindows Security notificati..  Microtoft Coeporation Disabisd Nane
W indows Terminal Microsoft Corporation Disatled Nooe

FIGURE 3-12. Task Manager

5. Restart the virtual machine.
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Uninstalling VMware Tools

VMware Tools will attempt to connect to a VMware ESXi host, which might
prevent VirtualBox from importing the virtual machine image.

Procedure
1. Go to Start > Control Panel.
The Control Panel screen appears.

2. Check the list of installed programs.

+ For Windows XP and Windows Server 2003, click Add or Remove
Programs.

« For other supported Windows and Windows Server versions, go to
Programs > Programs and Features .
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A list of installed programs appears.

¥ Add or Remove Programs

%’ Currently installed programs: [7] show updates Soet by: Name v
Chonge or | | B Microsaft .NET Framework 2.0 Service Pack 1 Size  185.00M8
Programs | | 48 Microscft \NET Framework 3.0 Service Pack 1 Size  245.000M8

% 15 Microsoft \NET Framework 3.5 Sze  25.02M8
Add uew €13 Microscft Office Enterprise 2007 Size  808.00MB
Programs €13 Microsoft Office Professional Edition 2003 Size  349.00M8

\?"J §5) Microsaét Visual C++ 2008 Redistributable - x86 9.0.30729.4148 Sce  10.19M8

U vMware Tools

ot infortnation

To change this program or ramaove i from your computar, chick Changs of Remove

Set Program
Access and
Defaults

FIGURE 3-13. Add or Remove Programs (Windows XP)
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@va@ » Control Panel » Programs » Programs and Features v | 43 || Search Progroms and Features F)

Control Panel Home .
Uninstall or change a program

View installed updates Te uninstall a program, select it frem the list and then click Uninstall, Change, or Repair.
® Tum Windows features on or

oif Organize ¥  Uninstall = v ®
Name : Publisher Installed On
®77.2ip 465 9/16/2014
-:‘; Microsoft NET Framework 4 Client Prefile Microscft Corperation 9/17/2014
I Micresoft NET Framework 4 Extended Micresoft Corporation 9/17/2014
‘:'f, Microzoft Office Enterprise 2007 Microsoft Corporation 9/17/2014
€3 Microsoft Office Professional Edition 2003 Microscft Corperation 91772014
7 Microsoft Visual C « 2008 Redistributable - 586 9.0.3.. Micresoft Corporation 9/17/2014
n VMware Tools VMware, Inc. 12/8/2014
< _m »

VMware, Inc. Product version; 86511214
o o

FIGURE 3-14. Add or Remove Programs (Windows 7)

3. Select VMware Tools and then click Remove (Windows XP or Windows
Server 2003) or Uninstall (Other supported Windows and Windows
Server versions).

4. Click Yes to uninstall VMware Tools.

5. Click Yes to restart Windows.

VMware Tools is uninstalled.

Exporting Virtual Machine Images

You must verify and modify some settings before exporting a virtual
machine image from VMware ESXi or Workstation.

» Verifying Virtual Machine Settings on VMware Workstation on page 3-29

* Exporting Virtual Machine Images on VMware ESXi on page 3-31
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+ Converting VMware ESXi Virtual Hard Disk Drives on page 3-35

Verifying Virtual Machine Settings on VMware Workstation

Procedure
1. Shut down the virtual machine.

2. Inthe left pane, right-click the virtual machine and then select Settings.

The Virtual Machine Settings screen appears.

FIGURE 3-15. Virtual Machine Settings
3. On the Hardware tab, verify the following:
« CD/DVD (IDE): Connection is Use physical drive.

« Floppy: Connection is Use physical drive.
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Create... Browse...

FIGURE 3-16. Virtual Machine Settings - Hardware

Go to the Options tab and then click General.

In the right pane, under Working directory, locate the Virtual Machine
Disk (* . vmdk).




Windows OVA File Creation Using Converted Virtual Hard Disk Drives

Working directory

C:\Users\Administrator\Documents\Virtual Mact

) Suspend and snapshot files will be stored here.

Enhanced virtual keyboard
on |

|

1, The VMware keyboard driver is not instalied on the host.

FIGURE 3-17. Working Directory

Exporting Virtual Machine Images on VMware ESXi

Procedure

1. Shut down the virtual machine.

2. Inthe left pane, right-click the virtual machine and then select Edit
Settings.
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File Edit View Inventory Administration Plug-ins Help
[+ I+ ] D tome * & hnventory *& Inventory
"l PEEBGDRSRD P
2§ 172.22.1.30 ESXi_xpeplen_offiec_nosh
g; S WnZspien omalnoab Resoutce Alioction - Paformancs . Eveats | Console . Fermissions
Power
Guest t3
- Snapshot * e computer that, like a
& OpenConsole loperating system and
% Edit Settings... jystem instalied on a virtuat
Ko 0K = erating systef
Upgrade Virual Hardware perng sysien
% ne s an solated (computing
Add Permission... Ctr+P tual machines as deskiop or
s testing environments, of to
Report Performance... PRt
Rename ts. The same hos! can run
Openin New Window... CtrisAlt+N
Remove from Inventory
Delete from Disk
BISICTASTS
§ Power on the virtual machine
£ Edit virtual machine settings
-
7 Tasks oot a
—

FIGURE 3-18. Edit Settings

The Virtual Machine Properties screen appears.
On the Hardware tab, verify the following settings:
« CD/DVD drive 1: Client Device

+ Floppy drive 1: Client Device
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- Virtual Machine Properties

i

FIGURE 3-19. Virtual Machine Properties - Hardware

4. Inthe left pane, select the virtual machine and then go to File > Export >
Export OVF Template.
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30

File | Edit View Inventory Administration Plug-ins Help
New »
v hventory
Deploy OVF Template._.
 Export »  Export OVF Template...
Report > Export List...
Browse VA Marketplace... Export Maps... roe Alocation. | Performance © Events. " Console . Permissions
Print Maps Export System Logs...
~ What is a Virtual Machine?
Exit
A hine 15 a software computer hat, ke a
physical computer, runs an operating system and
applications. An operating system instafied on a virtual
machine Is called a gues! operatng system
Because every virtual machine s an tsolaled computing
environment, yos can us2 virtual machines as desktop of
workstaton envionments, as tesing envronments, of 10
consolidate server applications
Virtual rachines run on hosts. The same host can run
many vitual machines
Basic Tasks
P Power on the virteal machine
& Edit virtual machine settings
-
£ Tasks ot 4
o J

FIGURE 3-20. OVF Template

The Export OVF Template screen appears.
5. Configure the following settings:

+ Name: Type a name for the virtual machine image.

[ 4 Note

(Optional) Click the folder icon to change the path of the OVF
template files.

« Format: Select Folder of files (OVF).

@ Important
Verify that Include image files attached to floppy and CD/DVD devices
in the OVF package is not selected.

6. Click OK.
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Converting VMware ESXi Virtual Hard Disk Drives

VirtualBox does not support the virtual hard disk drive format (. vmdk) of
VMware ESXi images. Use one of the following tools to convert the disks:

« Using VMware vCenter Converter Standalone on page 3-35

+ Using QEMU on page 3-41

Using VMware vCenter Converter Standalone

Procedure

1. Download the latest version of VMware vCenter Converter Standalone
from the Broadcom Support portal: https://knowledge.broadcom.com/
external/article/389242/vmware-vcenter-converter-download.html.

Note

VMware vCenter Converter Standalone 5.0 does not support vCenter
Server and ESXi versions later than 5.0. Download and install a version
later than 5.0.1.

2. Open VMware vCenter Converter Standalone and then click Convert
machine.



https://knowledge.broadcom.com/external/article/389242/vmware-vcenter-converter-download.html
https://knowledge.broadcom.com/external/article/389242/vmware-vcenter-converter-download.html
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File View Task Admewstration Help
W Convert machine @ Configure machine O

View by: ~ Tasks Show: ~ Running tasksin ¥ Recent tasks
TaskiD  JobID  Source Destination Status Start time End time

Welcome to VMware vCenter Converter Standalone

VMware vCenter Converter Standalone allows you to take one of a variety of machines and convert
It into a new VMware virtual machine, The machines you may convert include:

Convert _ physical machines
Machine  _yMware virtual machines (vmx)
- VMware Consolidated Backup (.vmx)
- Microsoft VirtualPC's or Virtual Server virtual machines (.vmc)
- Symantec LiveState Recovery Image (.sv2i)
- Acroris Truz Image Backup (tib)
- StorageCraft ShadowsStor (spf)
-Parallels Virtualization Procucts (.pvs)
- HyperV virtual machines

FIGURE 3-21. VMware vCenter Converter Standalone

The Conversion window opens.

3. Onthe Source System screen, configure the following:
a. Select source type: Select VMware Infrastructure virtual machine.
b. Server: Type the ESXi server IP address.

c. User name, Password: Type the credentials that provide
administrator access to the VMware server.

4. Click Next.
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5.

The Source Machine screen appears.

Source Machine
Select the virtual machine you want to convert
Source System Source: & 172.22.1.30 Destination: none
Source Machine
Destination System  Inventory for: 172.22.1.30 Search for name with: Clear
Options T = —
Summary VM name Power state ‘
& ESXi_win7sp1en_offices_noab Powered off [
[& ESXi_xpsp3en _offices_noab | Powered off |
Refresh View source details...
< 1l »
| Help | Export diagnostic logs... [ <Back || Next> | | Cancel |

FIGURE 3-22. Conversion > Source Machine

Select the virtual machine that you want to convert and then click Next.
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The Destination System section appears.

Destination System
Select a host for the new virtual machine

Source: & ESXi_xpsp3en_offices_noab on 172.22.1.30 Destination: none

Source System
Destination Syste  Select destination type: [VMware Workstation or other VMware virtual machine ~ |

Options Creates a new virtual machine for use on VMware Workstation, VMware
Summary Player, VMware Fusion or other VMware product.

Select VMware product: VMware Workstation 6.5.x ~ |

Virtual machine details
Name: ESXi_xpsp3en_offices_noab

Select a location for the virtual machine: -
Ya\for_USBox3.61\for virtualbox\ESX§ ~ |Browse...|

< (1] ’

Help | Export diagnostic logs... [ <Back || Next> |  Cancel

FIGURE 3-23. Conversion > Destination System
6. Configure the following and then click Next.

a. Select destination type: Select VMware Workstation or other
VMware virtual machine.

b. Select VMware product: Select VMware Workstation 6.5.x.

c. Virtual machine details: Accept the default name and location or
click Browse to select a different file.




Windows OVA File Creation Using Converted Virtual Hard Disk Drives

The Options screen appears.

Options
Set up the parameters for the conversion task

Source System Source: & ESXi_xpsp3en_offic:-+ Destination: & Y:\for_U---\ESXi (VMware Workstation 6.0.x)
Source Machine  lick on an option below to edit t.

Current settings: |
Options ~Data to copy Edit |
Summary Copy type: Disk-based
VirtualDisk1: 15 GB
~Devices Edit

VvCPUs: 1 (1 sockets * 1 cores)
Disk controller: Auto select

Memory: 512MB
~ Networks Edit
NIC1: Bridged |
v Services Edit |
Total: 93 service(s) |
~ A Advanced options Edit |

Install VMware Tools: No
4 Customize Guest OS: N/A
Remove Restore Checkpoints: Yes

Reconfigure: Yes
~Throttling Edit |
CPU: None
Network bandwidth: None
< 1l »
| Help | Export diagnostic logs... [ <Back || Next> | | Cancel |

FIGURE 3-24. Conversion > Options

7. Verify the settings and then click Next.

@ Important
Verify that Install VMware Tools is set to No.

The Summary screen appears.
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Summary
Review the conversion parameters

Source System

Source: & ESXi_xpsp3en_offic-- Destination: & Y:\for_U---\ESXi (VMware Workstation 6.0.x)

Source Machine
Destination System Source system information I
Options Source type: VMware Infrastructure virtual machine
Summary Source VM: ESXi_xpsp3en_offices_noab
Host/Server: 172.22.1.30
Connected as: root
CPU throttiing: None =
Network throttfing None
Destination system information
Virtual machine name: ESXi_xpsp3en_offices_noab_convert v
Destination product: VMware Workstation 6.0.x
Destination directory. Y:\for_USB0x3.61\for_virtualboX\ESXi
Number of vVCPUs: 1 (1 sockets * 1 cores)
Physical memory: 512M8
Network: Preserve NIC count
NIC1 Connected
Bridged connection
Disk controller type: Auto select o
S 2 : Disk-hasad clanina . .
« m » A !
| Help | Export diagnostic logs... | <Back || Finish | | Cancel |

FIGURE 3-25. Conversion > Summary

8. Verify the information and then click Finish.
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VMware vCenter Converter Standalone converts the Virtual Machine Disk
(* . vmdk).

| File Task Administration- Help
% Convert machine & Configure machine

Viewby: ~ Tasks Show: v All tasksin ¥ Recent tasks

TaskID JobID  Source Destination Status Starttime  End time
@3 3 172.22.1.30/ESXi_xpsp3en_-+- \ESXi_xpsp3en offices n-- [ ] 2%  2014/12/5-- Estimated time remaining: 1 hours-+

Welcome to VMware vCenter Converter Standalone

VMware vCenter Converter Standalone allows you to take one of a variety of machines and convert
it into a new VMware virtual machine, The machines you may convert include:

Convert _ physical machines
Machine  _yMware virtual machines (.vmx)
-VMware Consolidated Backup (.vmx)
- Microsoft VirtualPC's or Virtual Server virtual machines (vmc)
- Symantec LiveState Recovery Image (.sv2i)
- Acronis True Image Backup (.tib)
- StorageCraft ShadowStor (.spf)
- Parallels Virtualization Products (.pvs)
- Hyper virtual machines

FIGURE 3-26. Image Conversion Progress

Using QEMU
For details on QEMU, see http://wiki.gemu.org/Main_Page.

Procedure

1. Download the latest version of QEMU from http://
gemu.weilnetz.de/w64/.

2. Install QEMU with the default settings.

3. Open a Command Prompt window (cmd . exe) using an account with
administrator privileges.

4. Convert the Virtual Machine Disk (. vmdk) by typing the following
command:



http://wiki.qemu.org/Main_Page
http://qemu.weilnetz.de/w64/
http://qemu.weilnetz.de/w64/
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gemu-img.exe convert [-f fmt] [-O0 output_fmt] filename
output_filename.

For example:

"C:\Program Files\gemu\gemu-img.exe" convert -f vmdk -0 vmdk
C:\ESX_xpsp3en_offices_noab.vmdk C:\ESX_xpsp3en_offices_noab_converted.vmdk

The . vmdk file can be used to create an OVA file using VirtualBox.

Creating Virtual Machine Images Using Converted Virtual Hard
Disk Drives

Use VirtualBox to create a new virtual machine image.
« Downloading and Installing VirtualBox on page 2-8

* Creating Virtual Machine Images Using VirtualBox on page 3-43

Downloading and Installing VirtualBox

Procedure

1. Download the latest version of VirtualBox from https://
www.virtualbox.org/wiki/Downloads.

| g 2 Note

The VirtualBox Open Source Edition is licensed under the GPL V2. The
full text of the license is available at http:/www.gnu.org/licenses/old-

licenses/gpl-2.0.html.

Trend Micro recommends using VirtualBox version 7.2 and later.

@ Important
VirtualBox version 7.0 and later is required for Windows 11 virtual
machines.



https://www.virtualbox.org/wiki/Downloads
https://www.virtualbox.org/wiki/Downloads
http://www.gnu.org/licenses/old-licenses/gpl-2.0.html
http://www.gnu.org/licenses/old-licenses/gpl-2.0.html
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2. Configure the language settings using one of the following methods:
« Install VirtualBox with English as the default language.

« After installation, go to File > Preferences > Language and then

select English.
&7 VirtualBox - Preferences - m] X
BasicM Search settings &
E General Language
Defauit A
& nput English (built-in)
Bahasa Indonesia
@ Update Catala
Ceitina
Dansk
L
Deutsch (Deutschland)
) Espafiol
D Display Euskara
— Francais Y
E:‘ Pl’Olfy (N CONUS N )
Language: English (built-in)
@ Interface Author(s): Oracle Corporation

e

FIGURE 3-27. Language Settings

Creating Virtual Machine Images Using VirtualBox

Procedure

1. Open VirtualBox.
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2.

The VirtualBox Manager window opens.

File

!

o2

(]

=)

B O 6

=

15 Oracle VirtualBox Manager

Machine Help

) P, P~
G@% ¢ AR
New Open Preferences Import Export

Get started with VirtualBox

Configure VittualBox Manzger to werk with your computer

Create a new virtual mechine (VM)

Open a saved VintualBox VM
Imgort a VM from open vittualization or cloud formats
Refer to the VittualBex documentation or press F1 for help.

Visit virtualbox.org to downioad test builds, access the source code, and more.

FIGURE 3-28. VirtualBox Manager

Click New.
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The New Virtual Machine window opens. By default, Virtual Box opens
in Expert Mode. If you are in Guided Mode instead, click Expert Mode.

TS New Virtual Machine - ] x

. Virtual machine name and cperating system @
VM Name I ¢ I

VM Folder IC:\U;ev:\currem_u:er\Virtualer Vi v
‘ 150 Image I <not selected> @ ~

0S Edition

- ’ 05 | Micrazoft Windows v %

05 Distributior

OSVersion Windows 11 [64-bit) -
Proceed with Unattended Installation
2 Set up unattended guest 05 installation
> Specify virtual hardware

) Specify virtuat hard disk

Help Next Cancel

FIGURE 3-29. Create Virtual Machine - Expert Mode
3. Configure the Virtual machine name and operating system settings.
+ Type a permanent and unique VM Name for the virtual machine.
+ Specify the VM Folder to store the completed virtual machine.
« For the OS, select Microsoft Windows.

+ For the OS Version, select the version of Windows you want to use
for the virtual machine.

For a list of supported Windows OS versions, see Required Software
on page 2-2.

4. Open the Specify virtual hardware section.
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T3 New Virtual Machine - (] X

) Virtual machine name and operating system 0
. Set up unattended guest OS installation
~ Specify virtual hardware
Base Memory ' = - E 1024 M8 51
4MB 32768 MB
Number of cpus 1

s

1CPU 8CPUs
[ UseER
2 Specify virtual hard disk

Help Finish Cancel
FIGURE 3-30. Specify virtual hardware
Specify the recommended memory size for your operating system.
+ For Windows XP and Windows Server 2003, specify at least 512 MB
+ For Windows 11 and Windows Server 2025, specify at least 4096 MB

+ For all other supported versions of Windows and Windows Server,
specify at least 1024 MB.

For Windows 11 and Windows Server 2025, specify at least 2 CPUs for
Processors.

For Windows 11, select Use EFI.

Open the Specify virtual hard disk section.
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15 New Virtua! Machine - o X

 Virtual machine name and operating system <
> Set up unattended guest OS installation
' Speafy virtual hardviare
- Specify virtual hard disk
(D Create o New Virtual Hard Disk

Hard Disk File Location and Size

DiVirtuslBox VMe\NewVicuaiDickl vdi ¢ A

DiskSize | : . o o F .00 GB
440 M8 20078

Hard Disk File Type and Format

VD! (VirtualBox Disk Image, Pre-allocate Full Size

Split Disk Into 2 GB Parts

) Use an Existing Yirtuel Herd Disk File

Windows vdi (Nermal, 50

© Create Virtual Machine Without o Virtual Hard Disk

Help Finich Cancel

FIGURE 3-31. Specify virtual hard disk

9. Select Create Virtual Machine Without a Virtual Hard Disk.
10. Click Finish.
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VirtualBox creates the virtual machine. The new virtual machine
appears in the left pane.

1A Oracle VinualBox Manager - =] X
File Machine Help
> oy
o g O P
o New Settings Discard  Start
=
. e i« o o -
Powered Off s
] Name: Windows
Opereting System:  Windows 11 {64-bit)
=] Base Memory: 4096 MB
o Processors: 2
Boot Order:  Floppy, Optical, Hard Disk
ad TPMTpe 20
EFl: Enabled
Secure Boot:  Enabled
Acceleration:  Nested Paging, Hyper-V
Paravintualization
Display
Video Memory: 126 MB
Graphics Controller: VBoxSVGA
Remcte Desktop Server:  Disabled
Recording: Disabled
& Storage
= Controller: SATA

FIGURE 3-32. Newly-created Virtual Machine

11. Click Settings.
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The Settings window opens.

&) Windows - Settings - [m] x
Basic M Search settings £
e

[_4 Identty  Features  Description  Disk Encryption
]
YM Name IWlndows

] opiay 05 | Micruseft Windows

@ Storage

0S Version |Windows 11 (64-bit) -
(D) Audio
[ﬁ Network
System
& LS Motherboerd  Processor  Acceleration
‘9 use Base Memory ' . 4095 MB 3|
32768 MB
D Shared Folders y = -
Eoot Device Order (Bi05 ortly)

E User Interface

Cancel || Help

FIGURE 3-33. VirtualBox Settings

12. Go to System.
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&) Windows - Settings

Basic” Search settings &

E General System
Motherboerd  Processor  Acceleration
Base Memory ' 4096 MB |
[ oipay 32765MB
Eoo Devicz Orger (BIGS onfy,
@ Storage :
@ audio
@ Network Chipset ICHS v
\ TPM Version 2.0+
& Senal Ports
Peinting Device USB Tablet v
L uss Features ] /0 APIC
Hardware Clock in UTC
[j Shered Folders LIty
& uerl
User Interface ] Secure Boot

| Concd | Hep

FIGURE 3-34. System Screen
13. Configure the settings on the Motherboard tab.
+ For Chipset, select ICH9.
« For TPM, select v2.0.

@ Important
TPM v2.0 is required for Windows 11. The setting is optional for all
other supported Windows versions.

« For Pointing Device, select USB Tablet
« Select the following Extended Features:
« I/0 APIC
« UEFI (Required for Windows 11)

+ Secure Boot (Required for Windows 11)




Windows OVA File Creation Using Converted Virtual Hard Disk Drives

@ Important
For Windows 11 virtual machines, UEFI and Secure Boot are required
settings. The settings are optional for all other versions of Windows.

Use UEFI if you want to create EFI-compatible images. EFI-compatible
images are only supported by the following Trend Micro products:

+ Deep Discovery Inspector 5.6 and later

+ Deep Discovery Email Inspector 3.6 and later
+ Deep Discovery Analyzer 6.8 and later

+ Deep Discovery Director 5.1 and later

+ Deep Discovery Web Inspector 2.5 and later

14. On the Processor tab, select PAE/NX.
15. On the Acceleration tab, select Nested Paging.

If you are using VirtualBox 5.2 and before, also select Enable VT-x/AMD-
V.

Note

+ The Acceleration tab is only available if the processor of the host
system supports virtualization technology and the virtualization
setting is enabled in the BIOS of the host system.

« VirtualBox 6.0 and later automatically enables VT-x/AMD-V if the
processor of the host system supports virtualization technology and
the virtualization setting is enabled in the BIOS of the host system.

16. Go to Storage.
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@) Windows - Settings = o X
asic M Seorch settings D
L!J Generzl Storage
Devices Attributes
@ System & Controller SATA @B Name ISATA I
@ Display @ windows.vdi Type AHCI -
: @ Empty Port Count IZ «:

[] Use Host 0 Cache
@p auio
@1 Metwork
{5 seialports
& us eeB®C

D Shared Folders Audio

Enable Audio
User Intedface
Host Audio Driver | Default v

o ][ concet [ [ riee

FIGURE 3-35. Storage Screen

17. If Controller: SATA appears under Storage Devices, select the controller
and click €} to remove the SATA controller.

18. Add an IDE controller.
a. Click ¢ and select PIIX4 (Default IDE).
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(2 Windows - Settings

s M

EI General Storage

@ Devices ———
System

(] oispiay

(DJ Audio
WY Network
£ senslPors

Information

Storage tree can contain several controllers of
different types. This machine currently has no
controliers.

ﬁ use ¢

D Shared Folders Audio

[ Ensble Audio
E User Interface - [
Host Audio Driver | Default

FIGURE 3-36. Add Storage Controller

SOHOED

AHCI (SATA)
PIIX4 (Default IDE)
PIEG (1DE)

ICHS (IDE)

Lsilogic (Default SCSI)
BusLogic (SCSI) :I Sancd Hep

Controller: PIIX4 appears on the Storage Devices list.

b. Click the controller and change the Name attribute to IDE.
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(2 Windows - Settings - a X
@ General Storage

| sytem # Controlier: IDE
() oispiey

o v

B Newwork

£ sena Ports

[7] Use Host 170 Cache

P w eo@o |
[2] shared Folders Audio
[ Enable Audio
EI User Interface P P EE——
Hest Audio Dniver | Default v

o] [ | s

FIGURE 3-37. Controller IDE

c. Select Use Host I/0 Cache.

d. Click Controller: PIIX4 and then click (.
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The Hard Disk Selector window appears.

1] Windows - Hard Disk Selector

- a X
Medium Selector
—,E ~ |
Add Creste | Refresh
Hame Virtual Size Actual Size
Mot Attached
Windows.vdk 500068 200 M8
Sesech fiy Name | & &
Choose Cancel

FIGURE 3-38. Hard Disk Selector
Select the converted VMDK file you want to use and click Choose.

f. Click Controller: IDE and then click (g to create an optical drive.

g. Inthe Optical Disk Selector window, click Leave Empty.
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(22 Windows - Settings - ] X
E] General Starage
Devices —— = —— || Attibutes —————
[&] sitem @ Controlier: I0E Optical Drive | IDE Secondary Device0 v (&}
> B windows.vdi [ Live co/ovp
] oipiay .
Type -
le Audia St -
@ Location --
Metwork R
£ seriatPorts
£ uss doB@
[[] Shared Folders Audio
] enabie Audio
@ User Interface —
Host Audio Dnver | Default v
(oK ][ comet | Hew

FIGURE 3-39. Optical Disk Selector

h. Click the optical drive you created and verify the Optical Drive
attribute is set to IDE Secondary Device 0.

You should only have one Controller: IDE listed under Storage Devices.
If there are any other controllers listed, remove the extra controllers.

19. (Optional) Go to Audio and verify that Enable Audio is selected.
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&) Windows - Settings - m} X

E General Audio
Enable Audio

] ssien Host Audio Driver | Default v|
[ oisplay Audio Controller | ntel HD Audio |
Features [4] Audio Output
@ omge [ Audio Input
'I Audio
Network
) Network Adepter 1 Adapter2  Adapter3  Adapterd
@ Seial Ports Enzble Network Adapter
: Attached tc  NAT - f
£ us s
Gme
[L] shared Folders Adepter Type _Intel PRO/1000 MT Desktop (82540EM) v
eimiscuss Mode JeRop 3

E User Interface

MAC Address | 060027AGAGE4 | @

[Cox ]| concel || Help

FIGURE 3-40. Audio Options Settings

20. Go to USB.
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&) Windows - Settings - O X
B M Sesect ety )
l_!_’ General uss
Enable USE Controller
(@] sstem @ USB 1.1 [OHC)) Controlier
[:J Display (O USB 2.0 [OHC + EHCI) Controller
() USB 3.0 [xHCI) Controller
@ Storage USE Device Fitas —————————————————— =S
@
(b Audio @

@l Network
£ seialPorts

& use

D Shared Folders Shared Fold:

E Uaes bitcace Name Path Access Auto Mount At E
Global Folders a2

o] o | [
FIGURE 3-41. USB Settings
21. Select Enable USB Controller.
22. Select USB 1.1 (OHCI) Controller.

23. Go to Shared Folders and verify that no folders are shared.
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& Windows - Settings - a X
Genera Shared Folders
System Name Path Access Auto Mount At La
Global Folders R
L!J Display Machine Folders
Storage
@J Audio
@ hetwok User Interface
£ seriatPorts Iﬁk’Modina’View'lnpm'D:vkes'Debug’Hdp’ &=
éy use Appearance  Normal (window) ~
Mini ToclBar /] Show in Full-screen/Seamless
User nterface | FEIETEEWEENED]

| s

FIGURE 3-42. Shared Folders Settings

24. Click OK.

25. On the VirtualBox Manager screen, click ﬁ to power on the image.
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13 Oracle VirtualBex Manager - a X
File Machine Help

New Open Settings Uiscard  Start
| = P gs

i | Windows moes @ O = T
i © off =
S e - = General = Preview
] Nome: Windows
Qperating System: Windows 11 (64-bit)
[ (=] System
Base Memory: 4096 MB
Processors: 2
Boot Orden Floppy, Cptical, Hard Disk
o TPMTpe 20
EFl: Enzbled
SecurcBoot  Enzbled
Acceleration:  Nested Paging Hyper-¥
Paravirtualzation

] Dicplay

Video Memeory: 128 M8
Graphics Controlten VEoxSVGA
Remote Deskiop Server:  Disebled
Recording: Disabled

& Storage
= Contraller: IDE

FIGURE 3-43. VirtualBox Manager

The installation process starts.

26. Install Microsoft Office and other required software to achieve
satisfactory detection results.

@ Important
Verify there is at least 3072 MB free virtual disk space on the virtual
machine to ensure normal operation of Virtual Analyzer.

Configuring Virtual Machine Images

Configure virtual machine images that were created using converted virtual
hard disk drives to avoid importing issues.

« Configuring Virtual Machine Images (Windows XP and Windows Server
2003) on page 3-61
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* Configuring Virtual Machine Images (All Other Supported Windows Versions)
on page 3-64

Configuring Virtual Machine Images (Windows XP and Windows
Server 2003)

Procedure
1. On the guest operating system, click Start, right-click My Computer, and

then click Manage.

The Computer Management screen appears.

g Computer Management |=
=] Fie  Action View Window Hep &l

= B EFR @@

5 Computer Management (Local) Name

= ¥ §ystom Tools SSYQW Tools
S & SharedFoie Esorece
® s
G 8 Local Liser end Graupis_ || B orvms and Avlations
) Performance Logs and Alert:
A Device Manager
= S storage
* Removable Storage
Disk Defragmenter
Disk Management
@ [ Services and Appications

FIGURE 3-44. Computer Management

2. Inthe left pane, click Device Manager.
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A list of devices appears.

= Computer Management
B Fle Acion Vew Window Help

EEX
-lslx]

e W & 2m A

5 Computer Management (Local) =
= J System Tools
] ij Event Viewer
@ g Shored Folders
= ] Local Users and Groups
+ Performance Logs and Alert:

+ § Display adapters
+ .2 DVDJCD-ROM drives
+ 23 Human Interface Devices
4 () IDE ATAJATAPL controbers
# 1 Keyboards
+ T1) Mice and other pointing devices
= M) Network adapters
B9 AMD PCNET Famiy PCI Ethernet Adapter #2

=1 G Other devices
4. Base System Device
t4 Video Controller (VGA Compatible)
+ o Ports (COM&LPT)
+ @ Processors
+ @, Sound, video and game controllers
+ System devices
+ Universal Serial Bus controllers

FIGURE 3-45. Device Management - Network Adapter Window

3. Inthe right pane, click Network adapters and then verify that the
network adapter driver is ready.

4. Open a Command Prompt window (cmd . exe) using an account with
administrator privileges.

5. Disable the Found New Hardware Wizard by typing the following
commands:

« Windows XP 32-bit:

reg add
"HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\
Devicelnstall\Settings" /v SuppressNewHWUI /t

REG_DWORD /d 1 /f
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« Windows XP 64-bit or Windows Server 2003:

reg add
"HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Pl
ugPlay\Parameters" /v SuppressUI /t REG_DWORD /d 1 /f

Found New Hardware Wizard

Welcome to the Found New
Hardware Wizard

Wndows vall search for current and updated software by
looking on your computes, on the hacdware installabon CD, o on
the Windows Update Web ste [with your permission)

Blead ow pavacy policy

Can Windows connect 1o 'Windows Update to search for
software?

O Yes. this teme only
() ez, now and gvery tee | connect a davice
O No. net thes bme

Click Nesd to continue

FIGURE 3-46. Found New Hardware Wizard

6. Restart the image and then verify that the Found New Hardware Wizard
does not appear.

7. Power off the image.
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Configuring Virtual Machine Images (All Other Supported
Windows Versions)

Procedure

1. On the guest operating system, click Start, right-click Computer, and
then click Manage.

The Computer Management screen appears.

File Action View Help
(@ =]
‘E Cor'nputer Mamggn"_nml (chaii. Name
a [} System Tools |
(® Task Scheduler
Event Viewer
33| Shared Folders
@ Local Usess and Groups!
&) Perfermance
@ Device Manager
4 £ Storage
2¢ Disk Management
i Services and Applications

it System Tools
| £ storage

| By Services and Applications
‘

FIGURE 3-47. Computer Management

2. Inthe left pane, click Device Manager.




Windows OVA File Creation Using Converted Virtual Hard Disk Drives

4.

A list of devices appears.

[ e ST T T e ST
A Computer Management
File Action View Help

| 2@ 66D &

& Computer Management (Locaﬂ
a |} System Tools
(® Tosk Scheduler
Event Viewer
23 Shered Folders
& Local Users and Groups|
. () Performance
=5 Device Manager
4 5 Storage
= Dizk Management
p fq Services and Apphications

)
= EoR ™
-3 ténusbx-PC Actions
Battenes = x
MW -
& Computer T—
More Actions »

b Disk drives
» B2 Display adapters
o2 DVD/CD-ROM drives
07 Human Interface Devices
g IDE ATA/ATAPI controllers
» <= Keyboards
B Mice and other pointing devices
& Monitors
& Network adapters
&* Intel(R) PRO/1000 MT Desktop Adapter
3 Other devices
5 Base System Device
» § Perts (COM &LPT)
. B Processors
& System devices
¥ Universal Serial Bus controllers

-~

-~

FIGURE 3-48. Device Management - Network Adapter

In the right pane, click Network adapters and then verify that the
network adapter driver is ready.

Power off the image.

Exporting Virtual Machine Images to OVA Files

A virtual machine image comprises many uncompressed files. The files must
be combined into a single OVA file to avoid issues when importing.

o

Important

Verify that the size of the created OVA file is supported by your product.

For details, go to https://docs.trendmicro.com/en-us/home.aspx#Enterprise.
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Procedure

1. Onthe VirtualBox Manager screen, power off the virtual machine.

Note
Verify that the CD/DVD drive is empty before powering off and exporting.

2. Go to File > Export Appliance.
The Export Virtual Appliance window appears.

3. Select the virtual machine image to export and open the Format settings
section.

4. Configure the following:

« File: Accept the default name and path or click ![a] to selecta
different file.

« Format: Select Open Virtualization Format 1.0.

@ Important
Format options include OVF 0.9, 1.0 and 2.0. Virtual Analyzer does
not support OVF 2.0.

« MAC Address Policy: Select Include only NAT network adapter
MAC addresses.

5. Open the Appliance settings section.

6. Verify that the License field is empty and then click Finish.

VirtualBox creates the OVA file.




) TREND:

Chapter 4

Linux OVA File Preparation

There are two methods to prepare a Virtual Analyzer-supported Linux OVA
file.

+ Use the Predefined Linux Virtual Analyzer Image from Trend Micro.

Trend Micro provides pre-configured images with all required packages
installed and optimized system settings for the following operating
systems:

* CentOS 7.8
« Ubuntu 20.04.6

Download the Predefined Linux Virtual Analyzer Image from the Trend
Micro Download Center, or obtain a copy from your support provider.

After customization, use the tool to validate the image.

Note

The Predefined Linux Virtual Analyzer Image is not available for RHEL
7.9 or RHEL 8.3.

« Create your own Virtual Analyzer-supported Linux OVA file from
scratch.
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* Required Software on page 4-3

« Downloading and Installing VirtualBox on page 4-12

* Creating Linux Virtual Machine Images on page 4-13
 Modifying the Virtual Machine Environment on page 4-44
* Reducing the Size of VirtualBox Disk Images on page 2-44

« Exporting Virtual Machine Images to OVA Files on page 4-45
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Creating Linux OVA Files From Scratch

Procedure
1. Prepare the operating system and required applications.
For details, see Required Software on page 4-3.
2. Download and install VirtualBox.
For details, see Downloading and Installing VirtualBox on page 4-12.
3. Create a virtual machine image.
For details, see Creating Linux Virtual Machine Images on page 4-13.
4. Modify the environment of the virtual machine image.
For details, see Modifying the Virtual Machine Environment on page 4-44.
5. Reduce the size of the VirtualBox Disk Image.
For details, see Reducing the Size of VirtualBox Disk Images on page 2-44.
6. Export the virtual machine image to an OVA file.

For details, see Exporting Virtual Machine Images to OVA Files on page
4-45.

Required Software

The following software must be installed on the virtual machine to achieve
satisfactory detection results.

4 Note
[ él

Operating system, Office suite, and third-party software support may change

or end without prior notice from Trend Micro due to specification, license
model, and lifecycle changes.
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TABLE 4-1. Required Software

OPERATING SYSTEM

KERNEL VERSION

NOTES

Cent0S 7.8 3.10.0-1127.el7.x86_6
4

RHEL 7.9 3.10.0-1160.el7.x86_6
4

RHEL 8.3 4.18.0-240.el8.x86_64

Ubuntu 20.04.6

5.15.0-76-generic

=

Note

Image validation requires the
installation ISO to enable automatic
installation of missing Linux
packages.

For CentQS, the Cent0S 7.8.2003
Installation ISO Cent0S-7-x86_64-
Everything-2003.1sois required.

For RHEL 7.9, the RHEL 7.9
Installation ISO rhel-server-7.9-
x86_64-dvd. isoisrequired.

For RHEL 8.3, the RHEL 8.3
Installation ISO rhel-8.3-x86_64~
dvd.isois required.

Important

« Use a host name that reflects
your organizations' naming
scheme.

Trend Micro recommends using
the English version of the
operating system.

The Virtual Analyzer Image
Preparation Tool only supports
the specific kernel versions
listed. Make sure you are

using the exact kernel version
specified in this table.
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The following packages must be installed on the virtual machine to achieve
satisfactory detection results.

o

Important

« Do not install newer or older versions of the packages.

+ Do not install any VMware and VirtualBox tools to avoid triggering the
anti-virtual machine functions of some malware.

+ Do not install any anti-malware software on the virtual machine to ensure

normal operation of Virtual Analyzer.

TABLE 4-2. Required Packages for CentOS and RHEL

REPOSITORY

CENTOS 7.8

RHEL 7.9

RHEL 8.3

yum

.

bash-4.2.46-34.el7.
x86_64

binutils-2.27-43.ba
se.el7

dos2unix-6.0.3-7.el
7

file-5.11-36.el7
gce-4.8.5-39.el7

gee-c+
+-4.8.5-39.el7

glibc-2.17-307.el7.
1

glibc-2.17-307.el7.
1.i686

glibc-
common-2.17-307.
el7.1

glibc-
devel-2.17-307.el7.

1

at-3.1.13-24.el7

bash-4.2.46-34.el7.
x86_64

bind-
utils-9.11.4-26.P2.e
7_9.2

binutils-2.27-43.ba
se.el7

dos2unix-6.0.3-7.el
7

epel-release
file-5.11-36.el7
gcc-4.8.5-44.el7

gee-c+
+-4.8.5-44.el7

glibc-2.17-326.el7_
9

elfutils-devel

gcc-8.5.0-15.e(8.x8
6_64

gee-c+
+-8.5.0-15.el8.x86_
64

gettext

git
glibc-2.28-211.el8.
x86_64

glibc-
devel-2.28-211.el8.
x86_64

glog

kernel-
devel-4.18.0-240.el
8.x86_64

libcurl-7.61.1-14.el
8.x86_64
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REPOSITORY

CENTOS 7.8

RHEL 7.9

RHEL 8.3

yum

.

.

glibc-
devel-2.17-307.el7.
1.i686

kernel-
devel-3.10.0-1127.
el7.x86_64

libcurl-7.29.0-57.el
7

libcurl-
devel-7.29.0-57.el7

libgcc-4.8.5-39.el7

libpcap-1.5.3-12.el
-

libpcap-
devel-1.5.3-12.el7

libstdc+
+-4.8.5-39.el7

libstdc+
+-4.8.5-39.el7.i686

libstdc++-
devel-4.8.5-39.el7

libstdc++-
devel-4.8.5-39.el7.i
686

net-
tools-2.0-0.25.2013
1004git.el7

openssl-1.0.2k-19.
el7

python-devel

samba-4.10.4-10.el
7

glibc-
common-2.17-326.
el7_9

glibe-
devel-2.17-326.el7
9

glog
glog-devel

kernel-
devel-3.10.0-1160.
el7.x86_64

libcurl-7.29.0-59.el
-

libcurl-
devel-7.29.0-59.el7

libgcc-4.8.5-44.el7

libpcap-1.5.3-12.el
-

libpcap-
devel-1.5.3-12.el7

libstdc+
+-4.8.5-44.el7

libstdc++-
devel-4.8.5-44.el7

net-
tools-2.0-0.25.2013
1004git.el

nmap-6.40-19.el7

nmap-
ncat-6.40-19.el7

libgcc-8.5.0-15.¢l8.
x86_64

libpcap-1.9.1-5.el8.
x86_64

libpcap-
devel-1.9.1-5.el8.x
86_64

libstdc+
+-8.5.0-15.e18.x86_
64

openssl-1.1.1g-11.
el8.x86_64

procps-
ng-3.3.15-9.el8.x86
_64

python2
python2-devel
rkhunter

samba-4.16.4-2.el8
x86_64

samba-
client-4.16.4-2.el8.
x86_64

samba-
common-4.16.4-2.
el8.noarch

systemtap-4.7-1.el
8.x86_64

systemtap-
devel-4.7-1.el8.x86
_64

systemtap-
runtime-4.7-1.el8.x

86_64
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REPOSITORY CENTOS 7.8 RHEL 7.9 RHEL 8.3
yum + samba- + openssl-1.0.2k-19. « tcsh
client-4.10.4-10.el7 el7 .
« yum-utils

samba-
common-4.10.4-10
el7

systemtap-4.0-11.e
7

systemtap-
devel-4.0-11.el7

systemtap-
runtime-4.0-11.el7

sysvinit-
tools-2.88-14.dsf.el
7

tcsh-6.18.01-16.el7
unzip-6.0-21.el7
zip-3.0-11.el7
zlib-1.2.7-18.el7

python-devel
rsync-3.1.2-10.el7

samba-4.10.16-15.
el7_9

samba-
client-4.10.16-15.el
79

samba-
common-4.10.16-1
5.el7_9

systemtap-4.0-13.e
17

systemtap-
devel-4.0-13.el7

systemtap-
runtime-4.0-13.el7

sysvinit-
tools-2.88-14.dsf.el
7

tcsh-6.18.01
unzip-6.0-21.el7
zip-3.0-11.el7

zlib-1.2.7-18.el7.x8
6_64

» zlib-1.2.11-16.el8_

2.x86_64
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REPOSITORY CENTOS 7.8 RHEL 7.9 RHEL 8.3
debuginfo « glibc-devel » bash « bash
+ kernel-3.10.0-1127. » glibc « glibc
el7.x86_64 + kernel-3.10.0-1160. « kernel-
« libcurl el7.x86_64 debuginfo-4.18.0-2
« libgcc « libcurl 40.6(8.x86_64
« libstdc++ » libgcc  kernel-debuginfo-
common-
« openssl « libstdc++ x86_64-4.18.0-240.
. el8.x86_64
« zlib + openssl
. « libcurl
« zlib
« libgcc
+ libstdct++
« openssl

zlib
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TABLE 4-3. Required Packages for Ubuntu

REPOSITORY

UBUNTU 20.04.6

apt

bash-builtins=5.0-6ubuntul.2
bind9-utils

curl=7.68.0-1ubuntu2
gcc=4:9.3.0-1ubuntu2
g++=4:9.3.0-1ubuntu2

ipcalc
kernel-package=13.018+nmu2
libc6=2.31-Oubuntu9.14
libc6-dev=2.31-0ubuntu9.14
libcurl4=7.68.0-1ubuntu2
libcurl4-openssl-dev=7.68.0-1ubuntu2
libdw1=0.176-1.1build1
libdw-dev=0.176-1.1build1
libelf1=0.176-1.1build1
libelf-dev=0.176-1.1build1
libgcc1=1:10.5.0-1ubuntu1~20.04
libgoogle-glog-dev=0.4.0-1build1
libpcap0.8=1.9.1-3
libpcap0.8-dev=1.9.1-3
libprocps-dev=2:3.3.16-1ubuntu2.3
libstdc++6=10.5.0-1ubuntul~20.04
libstdc++-9-dev=9.4.0-1ubuntu1~20.04.1
linux-headers-5.15.0-76-generic
net-tools

network-manager

openssl=1.1.1f-1ubuntu2.20
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REPOSITORY UBUNTU 20.04.6

apt python-dev-is-python2=2.7.17-4

python2=2.7.17-2ubuntu4

python2-dev=2.7.17-2ubuntu4

rsync

samba

samba-common

« tcsh

zliblg=1:1.2.11.dfsg-2ubuntul.5
libucll_1.03+repack-5_amd64.deb

node-v8.15.0-linux-x64.tar.xz

upx-ucl_3.95-2build1_amd64.deb

configobj-5.0.8.tar.gz
dpkt-1.9.3.tar.gz

Python library

psutil-5.7.2.tar.gz

pypcap-1.2.2.tar.gz

setuptools-44.1.1.zip

yara-python-4.0.2.tar.gz
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REPOSITORY UBUNTU 20.04.6

bash-builtins-
dbgsym_5.0-6ubuntul.2_amd64.ddeb

debuginfo

bash-dbgsym_5.0-6ubuntul.2_amd64.ddeb

coreutils-dbgsym_8.30-3ubuntu2_amdé64.ddeb
libc6-dbg_2.31-0ubuntu9.14_amdé64.deb

libcurl3-gnutls-
dbgsym_7.68.0-1ubuntu2.16_amd64.ddeb

libcurl4-dbgsym_7.68.0-1ubuntu2_amd64.ddeb

libgcc-s1-
dbgsym_10.5.0-1ubuntul~20.04_amd64.ddeb

libpcap0.8-dbg_1.9.1-3_amdé64.deb

libstdc++6-9-
dbg_9.4.0-1ubuntul~20.04.2_amd64.deb

linux-image-5.15.0-76-generic-dbgsym

openssl-dbgsym_1.1.1f-1ubuntu2.20_amdé4.ddeb

zliblg-
dbgsym_1.2.11.dfsg-2ubuntul.5_amd64.ddeb

@ Important
+ Do not install newer or older versions of the packages.

+ Do not install any VMware and VirtualBox tools to avoid triggering the
anti-virtual machine functions of some malware.

+ Do not install any anti-malware software on the virtual machine to ensure
normal operation of Virtual Analyzer.
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Downloading and Installing VirtualBox

Procedure

1. Download the latest version of VirtualBox from https://
www.virtualbox.org/wiki/Downloads.

Note

The VirtualBox Open Source Edition is licensed under the GPL V2. The
full text of the license is available at https:/www.gnu.org/licenses/old-
licenses/gpl-2.0.html.

Trend Micro recommends using VirtualBox version 7.2 and later. The
procedures outlined in this user guide have been tested with Virtual Box
version 7.2.8.

2. Configure the language settings using one of the following methods:

« Install VirtualBox with English as the default language.

« After installation, go to File > Preferences > Language and then
select English.



https://www.virtualbox.org/wiki/Downloads
https://www.virtualbox.org/wiki/Downloads
https://www.gnu.org/licenses/old-licenses/gpl-2.0.html
https://www.gnu.org/licenses/old-licenses/gpl-2.0.html

Linux OVA File Preparation

& VirtualBox - Preferences - O X
BasicM Search settings £
M General Language
Default L)
& nput English (built-in)

Bahasa Indonesia

@ Update Catala

Cetina

» | Dansk
A Espariol

@ Display Euskara
Frangais

CIU NS 0 15 NI Y

Language: English (built-in)
@ Interface Author(s): Oracle Corporation

o] e 7]

FIGURE 4-1. Language Settings

Creating Linux Virtual Machine Images

Procedure

1. Open VirtualBox.
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2.

The VirtualBox Manager window opens.

File

!

o2

(]

=)

B O 6

=

15 Oracle VirtualBox Manager

Machine Help

) P, P~
G@% ¢ AR
New Open Preferences Import Export

Get started with VirtualBox

Configure VittualBox Manzger to werk with your computer

Create a new virtual mechine (VM)

Open a saved VintualBox VM
Imgort a VM from open vittualization or cloud formats
Refer to the VittualBex documentation or press F1 for help.

Visit virtualbox.org to downioad test builds, access the source code, and more.

FIGURE 4-2. VirtualBox Manager

Click New.
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The New Virtual Machine window opens. By default, Virtual Box opens
in Expert Mode. If you are in Guided Mode instead, click Expert Mode.

'U8 Mew Virtual Machine - a x

- Virtual machine name snd opersting system €3

VM Name | 53
VM Felder DAVirtualBox ViMs
150 Image  <not sclected> L4
OS Edition
05 Linux -
<~

05 Distribution  Red Hat
OS Version Red Hat (64-bit) v

Proceed with Unattended Instaifation
7 Set up unattended guest OS installation
4 Specify virtual hardware
> Specify virtual hard disk

Help Fiokh 8 Concs
-FIGURE 4-3, Create Virtual Machine - Expert Mode
3. Configure the Virtual machine name and operating system settings.
+ Type a permanent and unique VM Name for the virtual machine.
+ Specify the VM Folder to store the completed virtual machine.
+ Specify the ISO Image for the virtual machine.
« For the 0S, select Linux.
+ Select the OS Version based on your Linux OS:

« For CentOS 7.8, RHEL 7.9, and RHEL 8.3, select Red Hat (64-
bit)

« For Ubuntu 20.04.6, select Ubuntu (64-bit)

4. Open the Specify virtual hardware section.
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T3 New Virtual Machine = (]} x

O Virtual machine name and operating system <
' Set up unattended guest OS installation
~ Specify virtual hardware
Base tiemory —— ———— L0
amB 32768 MB
Number of cpus 1

s

1CPU 8CPUs
[ Use EFI
2 Specify virtual hard disk

Help Finith Cancel
FIGURE 4-4. Specify virtual hardware
5. Specify the recommended memory size for your operating system.
+ CentOS 7.8: 1024 MB
« RHEL 7.9: 1024 MB
+ RHEL 8.3: 1024 MB
+ Ubuntu 20.04.6: 2048 MB

6. Open the Specify virtual hard disk section.




Linux OVA File Preparation

15 New Virtual Machine — (m] X

 Virtual machine name and operating system <
2 Setup unattended guest 03 installation
2 Specify virtusl hardware
. Specify virtual hard disk
© Creste a New Virtual Hard Disk
Hard Dick File Location and Size

(7

D:\VirtualBox VMs\NewVirtualDisk 1 vdi ¢ |a
DisSize 2 150068

400 MB 20078

Hard Disk File Type and Format
VDI (VirtualBox Disk Image) ~ ) Pre-allocate Full Size

Spiit DiskInto 2 GB Pans

0 Use an Basting Virtual Hard Disk File
Nirsdowss.vdi (Normal. 50.00 GB)

3 Creste Virtual Machine Without a Virtual Hard Disk

Hep I
.FIGURE 4-5. Specify virtual hard disk
7. Select Create a Virtual Hard Disk.
8. Specify the hard disk settings.
+ Specify the location of the virtual hard disk on the host machine.

« Specify the size of the virtual hard disk according to your chosen
operating system:

+ For CentOS 7.8, RHEL 7.9, and RHEL 8.3, specify at least 15 GB.
+ For Ubuntu 20.04.6, specify at least 25 GB.

« For the Hard Disk File Type and Format, select VDI (VirtualBox
Disk Image) or VMDK (Virtual Machine Disk)
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,j Note

Specify additional virtual hard drive space if you plan to install additional
software.

For best results, Trend Micro recommends selecting VDI (VirtualBox
Disk Image).

@ Important
Do not select "Pre-allocate Full Size" or "Split into 2GB parts." The options
may cause the tool to fail.

9. Click Create.

VirtualBox creates the virtual machine. The new virtual machine
appears in the left pane of the VirtualBox Manager screen.

15 Oracle VirtualBox Manager - a X
File Machine Help

oG B D

I = New Open Settings Discard  Start

-
- gm m Details @ (0] = O
bl () Povrered Off e e
E] G ] @ Preview :
¥l Name: rhel™@ :
Operating System:  Red Hat [64-bit)
b Lﬂl_] System
A Base Memory: 1024 MB rhel79
; Boot Order.  Floppy, Optical, Hard Disk
] Acceleration:  Nested Paging, PAE/NX,
-~ KVM Paravirtualization
] Display
Video Memory: 16 MB
Graphics Controller: VMSVGA
Remote Desktop Server: Disabled
Recording: Disabled
Storage
Controller: IDE
IDE Primary Device O:  [Optical Drive] rhel-server-7.2-x85_64-dvd.iso (.22 GB)
i= Controller: SATA
SATA Port 0: thel73.vdi (Normal, 15.00 GB)

FIGURE 4-6. Newly-created Virtual Machine
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Ensure that the virtual machine is not in any group.
10. Click Settings.

The Settings window opens.

&) rhel?9 - Settings

s

o O X

Search settings &

Identity ~ Features  Description  Disk Encryption
@ System
VM Name rhel?

@ Display QS Linue

Korage OS Distribution Fed Hat
05 Version  Red Hat [64-bit)
G)J Audio

@ Network
System
@ Serial Ports Motherboard  Processor  Acceleration

‘;9 use Base Memory '

4MB

(] snared Folders ‘
Boot Device Order (BIOS only) | [} Floppy :
User Interface M@ Optical
A B Hard Disk

32768 MB

e

FIGURE 4-7. VirtualBox Settings

11. Go to System.
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& rhel?8 - Settings — O X
H General System
Motherboard  Processor  Acceleration
Bace Memory ' 1024 MB [T
D Display amMB 32768 M8
Boot Device Order (BIOS only)
g ) |2 5 Floppy
M @ Optical
q}: s (A B Herd Disk
[ &F Network
@J Network Chipset ‘FIDG |
TPM Version |None +
£ seiatpons
Pointing Device | USE Tablet ot
& us Features [ 10 APIC

Hard, Clock in UTC
D Shared Folders 4 Hardware Clock in

E] User Interfoce Sécure Boot

E‘ dncd i I;Hp

FIGURE 4-8. System Screen
12. Configure the settings on the Motherboard tab.
« For Chipset, select PIIX3.
« For Pointing Device, select USB Tablet

« Select the following Extended Features:
« 1/0 APIC
« UEFI (Optional)
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Note
Select UEFI if you want to create EFI-compatible images. EFI-compatible
images are only supported by the following Trend Micro products:

+ Deep Discovery Inspector 5.6 and later

+ Deep Discovery Email Inspector 3.6 and later
+ Deep Discovery Analyzer 6.8 and later

+ Deep Discovery Director 5.1 and later

+ Deep Discovery Web Inspector 2.5 and later

13. On the Processor tab, select PAE/NX.
14. On the Acceleration tab, select Nested Paging.

If you are using VirtualBox 5.2 and before, also select Enable VT-x/AMD-
V.

Note

+ The Acceleration tab is only available if the processor of the host
system supports virtualization technology and the virtualization
setting is enabled in the BIOS of the host system.

« VirtualBox 6.0 and later automatically enables VT-x/AMD-V if the
processor of the host system supports virtualization technology and
the virtualization setting is enabled in the BIOS of the host system.

15. Go to Storage.
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&) rhel?3 - Settings - m] »

Banc M Search settings £
! General Storage

e e [P e e

] syten @ Controlier: IDE Name [SATA |

@ Display @ rhel-server-7.9-x85_64-dvd.iso Type AHQ 7 -

& Controlier: SATA @ @ Dort Count |1 = I

(DJ Audio
@ Network

£ serial Ports
& s @eB@

D Shared Folders Audio

[ Enable Audio
User Interface [
Hest Audio Driver | Default v

Concel | | Hielp

FIGURE 4-9. Storage Screen

16. If Controller: SATA appears under Storage Devices, select the controller
and click €% to remove the SATA controller.

17. Add an IDE controller.
a. Click ¢ and then select PIIX4 (Default IDE).
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) thel?s - Settings - a X
) Geoerel Storage
== DS ——— — || e ——————————
m System Storage tree con contain several controllers of
different types: This machine currently has no
Display controllers.

({)J Audio

W Nework

£ seriol Ports

o 7

AHCI (SATA)
D Shared Folders Audio O PilNA Delo
[ Enable Audio PIIX3 (1DE)

&
.
Host Audio Driver Default @ Krey
¢
&

] vserintertace
LsiLogic (Default SCSI) =T

BusLogic (SCSI) Sonpel i

FIGURE 4-10. Add Storage Controller

b. Click the controller and change the Name attribute to IDE.
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@) theiT9 - Settings - a >
Basic M Search settings &
E General Storage
Devices Attributes
Systert <> Controller IDE @ Name llDﬂ
) oiscley Trpe Plix4 v
[ Use Hozt 1O Cache
@ Storage
(DJ Audio
@ Network
ﬁ Senal Ports
& s XY
D Shered Folders Audio
™ Ensble Audio
E’ User Interface g
Host Audic Driver  Default v

o]0 comeet || Hep

FIGURE 4-11. Controller IDE

c. Select Use Host I/O Cache.

d. Nextto Controller: PIIX4, click (& to create a virtual hard disk.
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The Hard Disk Selector window appears.

(@) thel72 - Herd Disk Sefector

- o X
Medium Selector
G ®
Add  Creaxte  Refresh
Neme VituslSze  ActuslSize
¥ Anached
the M. 1500 GB 200MB
> Not Attached
Search By Neme ~ | | &
| comea

FIGURE 4-12. Hard Disk Selector

Select the virtual hard disk file that you previously created and then
click Choose.

Click the hard drive you created and verify the Hard Disk attribute
is set to IDE Primary Device 0.
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&3 1helT3 - Settings — 0o X
g} General Storage
o Iy e e I A DN oA
LEJ System @ Controlier: IDE Hard Disk IDE Primary Device 0 02 °

) i () Solid-state Drve

E Dicplay

= —

Type (Fermat) Normal (VOI)

(- Virtual size 1500 G
Actual size 200 MB

ﬂ et Storage details Dynamically allocated storage

@ Sefial Porte Location Di\VirtualBox VMs\thel7% thel..,
Aftached to thel79

D") Uss o3 @ Encryption key --

[] shared Folders Audio

8 Enable Audic

E’ User Interface

Host Audio Driver Default

Ok | Cancel Help

FIGURE 4-13. IDE Primary Device 0

g. Click Controller: PIIX4 and then click (g} to create an optical drive.

h. Inthe Optical Disk Selector window, click Leave Empty.
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1! thel78 - Optical Disk Selector

Medium Selector

- o X
@Q @
Add Creste Refresh
Narme Virtuel Seze Actuel Seze
Attached
> Not Attached
Sesrch By Name | Q&
Ehoosm | [Leavempty] | Cancel
FIGURE 4-14. Optical Disk Selector

i.

Click the optical drive you created and verify the Optical Drive
attribute is set to IDE Secondary Device 0.
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@ thel73 - Settings - o X
Basic M Search settings D
H General Storage
Devices Attributes
] system | & controlter IDE Ogtical Drive |I0E Secondary Device 0~ | (&)
hel79; i
B Dpiey B rhemvd [ Live CO/DVD
@ emety
-
Type -
(‘DJ Audio Size --
@ Location --
Network Attached to -
£ seriel Ports
& ue euB@
[2] ‘shared Folders Audio
™ Enable Audic
ﬁ User Interface =
Hast Audio Driver | Default v
Concel | | Help

FIGURE 4-15. IDE Secondary Device 0
j- Click () and select Choose/Create a Virtual Optical Disk...

k. Select the ISO file containing the operating system installer.
The ISO file appears as an available device.

You should only have one Controller: PIIX4 listed under Storage
Devices. If there are any other controllers listed, remove the extra
controllers.

18. (Optional) Go to Audio and verify that Enable Audio is selected.
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&) rhel?9 - Settings = o X
Basic ” Search settings &
@ General Audic
M Enable Audio
@ il Host Audio Driver Default ~
By Audio Controller ICH ACS? vl
Features ] Audio Output
@ = ] Audio Input
Network
@ Network Adapter!  Adapter2  Adapter3  Adapterd
@ Serial Ports 4 Eneble Network Adepter
Attached to | NAT <
[] SnaredFolders Adapter Type |Intel PRO/1000 MT Desktop (32540EM) v
Sroniscurass Mode (e
E User Interfece
MAC Address [030027C91358 | @

[ox ]| cance | Heb

FIGURE 4-16. Audio Options Settings

19. Go to Network and click the Adapter 1 tab.
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&3 hel?3 - Settings - | X
E General Network

Adapter 1 Adapter 2 Adapter3  Adapter4

la] System

[ Enable Netwerk Adapter

@ Display Attached to | NAT v
@ Storage Peas - - - i
Adapter Type | Intel PRO/NXDMTDeshop (82540EM) v
(DJ el Eromiscucus Mode JEEE
= Network MAC Address [080027C91858 | @
T [4 Virtuel Ceble Connected

& i
@ Seral Ports |Port Forwarding
& use
[T shered Foldess et forts
: Pot1 Pot2 Portd Portd
[!j User Inteface

[] Enable Seriai Port

i e

FIGURE 4-17. Network Settings

a. Verify Enable Network Adapter is selected.
b. For Attached to, select NAT or Bridged Adapter.

20. Go to USB.
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@ rhei73 - Settings - o X

anic” Search ssttings £
E Genesal use

[/ Enable USB Controller

(=] sytem ® USB 1.1 (GHCI) Controller
] ciploy O USB 20 (CHCI + EHCI) Controfler

(O USB 30 (xHCI) Controller
75
@] storage USB Device Filters -~ ————————— —— =
([)J Audio g
[ Network

@ Serial Ports

[] snared Folders Shercd Folders

@ Userintesface Name Path Access Auto Mount At m
Global Folders

o | e
FIGURE 4-18. Enable USB Controller
21. Select Enable USB Controller.
22. Select USB 1.1 (OHCI) Controller.

23. Go to Shared Folders and verify that no folders are shared.
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&) rhel?3 - Settings - a X

Baznic M Search settings £
H General Shared Fold,

System Name Path Access Auto Mount At | L

= Global Folders :
@ Display Machine Folders

storge

(b Audio

@] feetnork User Interface

£ scilports I File ¥ Machine ¥ View ¥ Input . Devices ¥ Debug ¥ Help ™
ﬁ use Appearance ‘Nom\al [window)

Mini ToolBar V| Show in Full-screen/Seamiess
SIS
User Interface |= e REC]

Concel | | Help

FIGURE 4-19. Shared Folders Settings

24. Click OK.

25. On the VirtualBox Manager screen, click ;?‘ to power on the image.
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15 Oracle VirtualBox Manager - [m] X
ge

File Machine Help

TRl @ P

5 New Open Settings Dizcard  Start
I =) — -

SUW thel79 _ mioeais & @ = O
bl () Powered OFF —Q e —
il Name: thel79

Operating System: Red Hat (64-bit)
il @ System

Al Base Memory: 1024 MB rhel79
Boot Order: Floppy, Optical, Hard Disk
: Acceleration:  Nested Paging, PAE/NX
- KVM Paravirtualization

(=l

B Display

Video Memory: 16 MB
Graphics Centrolles: VMSVGA
Remote Desktop Server:  Disabled
Recording: Disabled

) Storage

Controller: IDE
IDE Primary Device 0« rhe(7%.vdi (Normal, 15.00 GB)
p: IDE Secondary Device 0:  [Optical Drive] thel-server-7,9-x86_64-dvd.iso (4.22 GB)
i

FIGURE 4-20. VirtualBox Manager

The installation process starts.

To install CentOS and RHEL, see CentOS and RHEL Installation on page
4-33.

To install Ubuntu, see Ubuntu Installation on page 4-38.

CentOS and RHEL Installation

& Note
The screenshots in this section use CentOS as the example. However, the steps
and settings also apply to RHEL.
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Procedure

1. Follow the on-screen instructions to install the guest operating system.

B Cent0S72_candbax [Running] - Oracle VM VirtualBox = m] b ¢

File Machine VYiew Input Devices Help

CENTOS 7 INSTALLATION

% B Help!

CentQS WELCOME TO CENTOS 7.

What language would you like to use during the installation process?

English English il English (United States)

English (United Kingdom)

Afrikaans Afrikaang
ATICT Ambharic English {kidia)
o At it
nglsi anada,

Rag i Assamese gA

English (Denmark)
Asturianu Asturian English (Ireland)
Benapycras Belarusiar  English (New Zealand)
Bvarapcku Bulgarian English (Nigeria)
JTeET Bengali English (Hong Kong SAR China)
- » . ~ - T v bl ATV i

a

Oun

Bongs B8 @G Rt

FIGURE 4-21. Operating System Installation Process

2. Select English and click Continue.
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B CentOs78 sandbox [Running] - Oracls VM VirtualBox = a x

Fie  Machne  View  Input  Devices  Help

INSTALLATION SUMMARY CENTOS 7 INSTALLATION?

Eus Help)

P to = J] LOCALIZATION

DATE & TIME KEYBOARD
Americas/New York timezone English (US)
E LANGUAGE SUPPORT

English (United States)

SOFTWARE
INSTALLATION SOURCE SOFTWARE SELECTION
Local media Minimal Install

SYSTEM
INSTALLATION DESTINATION KDUMP |
Automatic partitioning selected . Kdumpis enabled ;

Quit Baain Installatiar

< until you click Begin Installatiort

BOREs EBE] - @

FIGURE 4-22. Installation Summary

3. Configure kdump settings.
a. On the Installation Summary screen, click KDUMP
b. Disable Enable kdump.

¢. Click Done.
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a CentD578_sandbex [Running] - Oracle VM VinualBox = m] b3

file Machine View Input Devices Help

Kdump Is 3 kernel crash dumping mechanism. In the event of a system crash. kdump will capture infarmation from your system that
can be Invaluable In determining the cause of the crash. Note that kdump does reguire reserving a portion of system memory that
will be uravzilable for other uses.

| Enable kdump
Kdump Memory Reservation: (# Automati Manusl

Memaory

Bok@y ERUIGErRS

FIGURE 4-23. Installation Summary kdump
4. Configure network settings.

a. On the Installation Summary screen, click NETWORK & HOST
NAME.

b. Enable/turn on the network interface.
c. Configure the network settings.

d. Verify that the network interface is able to get an IP address and
connect to the network.

e. Click Done.
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E CentDS578 VAsandbox [Running] - Oracl= UM VirtualBor = m} X

File Machine View Input Devices Hep

NETWORK & HOST NAME

Dane

1 Ethernet (enp0s3)

Cannected

otet rabion 83540F) Ftheraet Controller ﬁ" Ethernet (Er\pOsB) m

Hardware Address 08:00:27:42:6C55
Speed 1000 Mbfs
P Address 10.0.2.15
Subnet Mask 255.255.255.0
Default Route 10.0.2.2
DNS 172220102 88388

Canfiqure..

Hest name:  localhost.localdomain Aoply Current host name:  localhost.localdomain

Qoo BiR PR st

FIGURE 4-24. Installation Summary Network & Host Name

5. After the Begin Installation screen, on the CONFIGURATION screen, set
the ROOT PASSWORD to 1111.
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CentOS78_sandnox [Running] - Oracle VM VirualBor - (m} X

File Machine View Input Devices Help

CONFIGURATION CENTOS 7 INSTALLATION
Bus Help! |

(SOl SER SETTINGS

ROOT PASSWORD USER CREATION
Root password is set No user will be created

) Installing python-linux-procfs (147/301)

ent0S Artwork SIG

1proving the user experience with high quality artworks

nterestGroun

BEUI S BRASBchcs |

FIGURE 4-25. Password Configuration

@ Important
The Linux Operating System root password must be setto 1111.

Ubuntu Installation

Procedure

1. Follow the on-screen instructions to install the guest operating system.
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E Ubuntu_20_04_6_Deasktop_25G (20.04.6) [Running] - Oracle VM VirtualBox - u] x

File Machine View Input Devices Hep

Jul 22 03:43

Install

Welcome

English |
Espanol

Esperanto

Euskara

Frangais

Gaeilge

Galego

Hrvatski e

islenska

ttaliano Try Ubuntu Install ubuntu

Kurdi

Latvisid You can try Ubuntu without making any changes to your computer, directly from
Lietuvikai R e GRS SRR COmp T S

Magyar

Or if you're ready, you caninstall Ubuntu alongside (or instead of) your current
Nederlands : :
operating system. This shouldn't take too long.

No localization (UTF-8)

Norsk bokmal
Marek nunarek You may wish to read the release notes.

QS 1EWI G & rata
FIGURE 4-26. Ubuntu Installation Process

2. Select English and click Install Ubuntu.

The Keyboard layout screen appears.

3. Select English (US) in both columns and click Continue.
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ﬂ Ubuntu_20_04_6_Deskrop_25G (20.04.6) [Running] - Oracle VM VirtualBox - [m] x

File Machine View Input  Devices  Heb

Jul22 03:50

Install

Keyboard layout

Choose your keyboard layout:

o o fengishes) |
English (Australian) English (US)

English (US) - Cherokee

English (Cameroon) : 3

English (Ghana) English (US) - Engl!sh (Colemak)

English (Nigeria) Engl!sh (us) -Engltsh (Dvorak) '

Enalish (South Africa) Englrsh (us) - Englfsh (Dvorak, .alt. mtl‘.)

English (UK) English (US) - English (Dvorak, intl., with dead keys)

£ S A S

English (US) - English (Dvorak, right-handed)

Esperanto i !
Estonian English (US) - English (Macintosh)

Faroese 5“9'!5" (us) - E"QI!Sh (NOfmarj)

Filipino Engl{sh (US) - English (US, alt. intL)

Finnish English (Us) - English (US, euro on 5)

French English (US) - English (US, intl., with dead keys)

Coanlinh 0101 Cmalich Atantommsal

Type here to test your keyboard

Detect Keyboard Layout

Nt Cnnrinie

143
GONSs EeUGEMmM
FIGURE 4-27. Keyboard Layout

4. Configure the Updates and other software settings to prevent updating
required packages.
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Ubunitu_20_04_6_Desktop_25G (20.04.6) [Rurring] - Oracle VM VirtualBox - (m} X

Fle Machne View Input Devices Hep

ul 22 03:50

Install

Updates and other software

What apps would you like to install to start with?

© Normalinstallation
Web browser, utilities, office software, games, and media players.
Minimal installation

Web browser and basic utilities
Other options

Download updates while installing Ubuntu

This saves time after installation.

Install third-party software for graphics and Wi-Fi hardware and additional media formats

This software ts subject to license terms included with its documentation. Some is proprietary.

onfinie

ik k
RORSS.  B@OGEmA

™

FIGURE 4-28. Updates and Other Software

a. Select Normal installation.

b. Under Other options, clear all selections.
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@ Important
Download updates while installing Ubuntu must be disabled to prevent
updating packages to versions not supported by the Virtual Analyzer.

Trend Micro recommends turning off network connections to prevent
auto-upgrade during installation.

3 Ubuntu_20_04_6_Deskiop_25G (20.04.6) [Running] - Oracle VM Virtualgox - o X

file Machine View Inpt Devices Heb

ul 22 04:06

Install
'l
Updates and other software
& Wired Connected -
What apps would you like to install to start with? usied
© Normal instaliation ® Power OFf/ Log Out .

Web browser, utilities, office software, games, and media players,
Minimal installation
Wweb browser and basic utilities.

Other options

Download updates while installing Ubuntu

This saves time aftar installation.

Install third-party software For graphics and Wi-Fi hardware and additional media formats

This software is subject to bcense terms included wath its documentation. Some is proprietary

Oulr Rark Continne

oo Bt

FIGURE 4-29. Turn off Network

5. Click Continue.

6. On the Installation type screen, select Erase disk and install Ubuntu.
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P4 Ubuntu_20 04 6 Deskiop_25G [20.04.5) [Running] - Oracle VM VirtualBox = o X
Fle Mechire Yiew Irput Devices Help

ul 22 04:05

Install

Installation type

This computer currently has no detected operating systems. What would you like to do?

© Erase disk and install ubuntu
warning: This will delete all your programs, documents, photes, music, and any other files in all operating systems.

Advanced features... Noneselected

Something else
You can create or resize partitions yourself, or choose multiple partitions for Ubuntu.

Nuit Rarck Install Nowa
GowFs il 6 rgat
FIGURE 4-30. Installation Type

7. Click Install Now.

Note

The root password for Ubuntu is set in a later step.

Modifying the Virtual Machine Environment

Modify the virtual machine environment to run Virtual Analyzer Sensors,
a collection of utilities that execute and detect malware, and record all
behavior in Virtual Analyzer.
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* Modifying the Virtual Machine Environment on page 4-44

Modifying the Virtual Machine Environment

Procedure

1. Open a Terminal window and perform the following tasks:

TAsSK

STEPS

Verify that the network
interface is able to get an IP
address and connect to the
network

+ For CentOS and RHEL, type nmcl1 to check the
network interface status.

« For Ubunut, type ip addr to check if the network
interface is able to get an IP address.

E Note

v If the network interface is disconnected, type
ifup "<network dinterface name>" to
connect the network interface.

Verify that the network
interface is enabled on boot

For CentOS, edit the network interface configuration

file /etc/sysconf dig/network-scripts/ifcfg-
<network interface name>,and modify the following
line:

ONBOOT=yes

Verfiy that the sshd is
installed and running with
configured settings

Type the following commands:

a. For Ubuntu 20.04.6, type sudo apt install -y
openssh-server to install OpenSSH.

b. Enable the SSH: systemctl enable sshd
c. Startthe SSH: systemctl start sshd
d. Verify the SSH status: systemctl status sshd

e. Open the SSH config file: sudo vi /etc/ssh/
shhd_config

f. Set PermitRootLogin to yes.
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TAsK STEPS

g. Verify Port is configured to 22.

h. Save changes and restart SSH with the command:
systemctl restart sshd

Verify that the ssh statusis active (running)

Disable SELinux on CentOS | Edit the SELinux configuration file /etc/selinux/
and RHEL config, and modify the following line:

SELINUX=disabled

Verify that all required Use Virtual Analyzer Image Preparation Tool to
packages are installed automatically install missing packages or manually install
them.

For details, see Required Software on page 4-3.

For RHEL 7.9 and RHEL 8.3, | Registration is required to enable automatic installation
register system of missing packages. Refer to documentation provided by
Red Hat to complete registration.

For Unbuntu 20.04.6, set Use the following commands to set the root password:

the root account password
untpassw a. Type sudo passwd root.

b. Type 1111 to set the root passwordto 1111.

c. Type the password again if prompted.

2. Restart the virtual machine.

Exporting Virtual Machine Images to OVA Files

A virtual machine image comprises many uncompressed files. The files must
be combined into a single OVA file to avoid issues when importing.

@ Important
Verify that the size of the created OVA file is supported by your product.

For details, go to https://docs.trendmicro.com/en-us/home.aspx#Enterprise.
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Procedure

1. Onthe VirtualBox Manager screen, power off the virtual machine.

Note
Verify that the CD/DVD drive is empty before powering off and exporting.

2. Go to File > Export Appliance.
The Export Virtual Appliance window appears.

3. Select the virtual machine image to export and open the Format settings
section.

4. Configure the following:

« File: Accept the default name and path or click ![a] to selecta
different file.

« Format: Select Open Virtualization Format 1.0.

@ Important
Format options include OVF 0.9, 1.0 and 2.0. Virtual Analyzer does
not support OVF 2.0.

+ MAC Address Policy: Select Include all network adapter MAC
addresses.

5. Open the Appliance settings section.

6. Verify that the License field is empty and then click Finish.

VirtualBox creates the OVA file.
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Chapter 5

Virtual Analyzer Image Preparation Tool

Learn how to use the Virtual Analyzer Image Preparation Tool in the
following topics:

 Overview on page 5-2
« Image Validation and Configuration on page 5-4
« System Requirements on page 5-3

» Using the Tool on page 5-6

* Troubleshooting Common Issues on page 5-30
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Overview

The Virtual Analyzer Image Preparation Tool facilitates the creation of
custom sandbox images.

TABLE 5-1. Features

FEATURE

DESCRIPTION

Image creation

Create custom sandbox images for the following products:

Deep Discovery Inspector 3.8 and later

Deep Discovery Email Inspector 2.1 and later

Deep Discovery Analyzer 5.1 and later

TippingPoint Advanced Threat Protection for Networks 3.8 SP2
and later

TippingPoint Advanced Threat Protection for Email 2.5 and later

TippingPoint Advanced Threat Protection Analyzer 5.5 and later

Deep Discovery Director 1.1 and later

Deep Discovery Web Inspector 2.0 and later

Image validation and
configuration

The tool validates and configures OVA files created using VirtualBox.
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System Requirements

TABLE 5-2. Virtual Analyzer Image Preparation Tool System requirements

REQUIREMENT

SPECIFICATION

Host operating
system

Build 3.8.1009 and later:
« Windows 7 (32-bit and 64-bit)
« Windows 8 (32-bit and 64-bit)
» Windows 8.1 (32-bit and 64-bit)
« Windows 10 (32-bit and 64-bit)
Build 3.8.1240 and later:
« Windows Server 2003/2003 R2
« Windows Server 2008/2008 R2
« Windows Server 2012/2012 R2
« Windows Server 2016
» Windows Server 2019
Build 7.0.1007 and later:
» Windows 11

Important
Microsoft .NET Framework 4.0 or later must be installed on the
host operating system.
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REQUIREMENT SPECIFICATION
Virtualization « Oracle™VM VirtualBox 4.3 or later (except 5.0.6)
application

« Oracle™ VM VirtualBox 7.0 or later for Windows 11 images

Important

@ The tool does not support VirtualBox 5.0.6 because a defect
prevents the first serial port from functioning properly. Trend
Micro recommends using VirtualBox 7.2 or later.

The tool only supports VirtualBox 7.0 or later for Windows 11
virtual machines.

Hardware The hardware virtualization in the motherboard BIOS of the host
virtualization operating system must be enabled to support Windows 8, 8.1, 10, 11 or
any 64-bit guest operating systems.

73 Note
The tool can detect hardware virtualization only on Windows
8,8.1,10, 11 hosts.

Image Validation and Configuration

The tool automatically validates and configures the following VirtualBox
image settings.

TABLE 5-3. Validating and configuring Windows image settings

SETTING CORRECT CONFIGURATION
Admin password 1111
Keyboard layout Enhanced keyboard layout: 101

Found New Hardware Wizard | Disabled

Disk defragmentation Disabled

.NET Optimization Disabled
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SETTING

CORRECT CONFIGURATION

CPU count

Memory size

« Windows XP or Windows Server 2003: 512 MB
« Windows 11: 2048 MB
« Other operating systems: 1024 MB

PAE/NX

Enabled

Hardware virtualization

VT-x/AMD-V and nested paging enabled

Microsoft Networks

Audio driver Enabled
Windows SMB service (TCP Enabled
port 445)

File and Printer Sharing for Enabled

AutoPlay

Enabled in Windows 7/8/8.1/10/11

Default web browser

Internet Explorer or Microsoft Edge (Chromium-based version)

Microsoft Office macros

Enabled

Network adapter settings

Obtain an IP address automatically

@ Important
The tool checks but does not modify the Windows and Office versions. Verify
that the image meets the requirements before running the tool.

TABLE 5-4. Validating and configuring Linux image settings

SETTING

CORRECT CONFIGURATION

CPU count

Memory size

« CentOS and RHEL: 1024 MB
« Ubuntu: 2048 MB
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SETTING CORRECT CONFIGURATION
PAE/NX Enabled
Hardware virtualization VT-x/AMD-V and nested paging enabled
Audio driver Enabled
Root password 1111

SELinux (CentOS and RHEL) Disabled

kdump (CentOS and RHEL) Disabled
sshd Enabled
Kernel update Disabled

@ Important
Image validation requires the installation ISO to enable automatic installation
of missing Linux packages.

For CentOS, the CentOS 7.8.2003 Installation ISO Cent0S-7-x86_64-
Everything-2003.so is required.

For RHEL 7.9, the RHEL 7.9 Installation ISO rhel-server-7.9-x86_64-
dvd.iso is required.

For RHEL 8.3, the RHEL 8.3 Installation ISO rhel-8.3-x86_64-dvd.isois

required.

Using the Tool

Procedure

1. Download SandboxWizard.zip from the Trend Micro Download Center,
or obtain a copy from your support provider.

2. Extract the package content to a local folder.
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3. Goto the folder you extracted the package to and run
SandboxWizard.exe.

The introduction screen appears.

Virtual Analyzer Image Preparation Tool - O X

Virtual Analyzer Image Preparation Tool

The Virtual Analyzer Image Preparation Tool facilitates the creation of custom sandbox images.
Important: Using this tool may decrement Windows and Office activations.

View the readme

v6.0.1042 (c) 2022 Trend Micro Inc

Cancel <Back Next>

FIGURE 5-1. Introduction screen

4. Click Next.
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&4 virtual Analyzer Image Preparation Tool = O X

License Agreement

Please read the following license agreement carefully.

TREND MICRO END USER AGREEMENT A
Software/Service: Trend Micro Tools and Services

Version: English/Multi-country

Date: May 2019

Important: These terms and conditions governs your use of the Trend Micro software ("Software")
and/or service ("Service") and any and all related documentation, and updates and upgrades that
replace or supplement the Software and/or Service in any respect and which are not distributed with
a separate license ("Agreement"). By downloading or otherwise accessing the Software and/or
Service, you agree to be bound by this Agreement and have reviewed our Global Privacy Notice at
https://www.trendmicro.com/en_us/about/legal/privacy-policy-product.html.

Trend Micro Incorporated (“Trend Micro") reserves the right to amend these terms at any time at
Trend Micro's sole and exclusive discretion by posting such changes on Trend Micro's website:
https://www.trendmicro.com/en_us/about/legal.html. The amended terms shall be effective as of
the date posted. It is your responsibility to check the website to learn of these modifications. You
agree to be bound to the terms of the Agreement, as modified.

YOU MUST BE AT LEAST 18 YEARS OLD AND HAVE ATTAINED THE AGE OF MAJORITY IN THE STATE,
PROVINCE OR COUNTRY WHERE YOU LIVE TO ENTER INTO THIS AGREEMENT. IF YOU DO NOT
AGREE TO THE TERMS OF THIS AGREEMENT, DO NOT INSTALL OR USE THE SOFTWARE.

| accept the terms of the license agreement

Cancel | <Back I Next>

FIGURE 5-2. License Agreement screen

5. Read the license agreement. If you agree with the terms, select I accept
the terms of the license agreement and then click Next.

The tool checks if the computer meets the system requirements. After
the check is complete, the System Requirements screen appears.
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& virtual Analyzer Image Preparation Tool

System Requirements

@ All requirements have been met. Click Next to continue using the tool.
Note:

o The tool can detect hardware virtualization only on Windows 8 or later hosts.
® The tool requires VirtualBox 7.0 or later for Windows 11 virtual machines.

VirtualBox 4.3 or newer: 7.08

CPU hardware virtualization: Enabled

Cancel |[ <Back | Next>

FIGURE 5-3. System Requirements screen

6. Click Next.
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Virtual Analyzer Image Preparation Tool - O X

Specify Virtual Machine

The tool will check the image for required applications, and then adjust settings if
necessary.

Important: Using this tool may decrement Windows and Office activations. It is
recommended to activate the products in the guest operating system to ensure normal
operation of the image.

(®) Use an OVA image (exported from VirtualBox)

() Select a VM on VirtualBox

OVA file: Browse

Note: The tool will import the selected OVA file into VirtualBox for validation
and preparation. Depending on the size of the OVA file, the resulting VM can
consume several gigabytes of disk space.

Cancel Next>

FIGURE 5-4. Specify Virtual Machine screen

7. Ifyou converted a Windows VMware image to an OVA file, perform the
following steps:

a. Select Use an OVA image (exported from VirtualBox).
b. Click Browse and select the OVA file you exported.

For more details about this option, see Windows OVA File Creation Using
Converted Virtual Hard Disk Drives on page 3-1.
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Important

@ Open Virtualization Format (OVF) is a cross-platform standard for
packaging and distributing software to be run in virtual machines.
OVF enables the creation of ready-to-use software packages (operating
systems with applications) that require no configuration or installation.

An OVF package consists of several files that can be packed into a single
archive file with the extension .ova. Virtual Analyzer supports only

image files in the OVA format.

8. Ifyou created a virtual machine on VirtualBox, perform the following
steps:

a. Select Select a VM on VirtualBox.
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Virtual Analyzer Image Preparation Tool - O X

Specify Virtual Machine

The tool will check the image for required applications, and then adjust settings if
necessary.

Important: Using this tool may decrement Windows and Office activations. It is
recommended to activate the products in the guest operating system to ensure normal
operation of the image.

() Use an OVA image (exported from VirtualBox)

® Select a VM on VirtualBox

VirtualBox VM: | win10_office_x64

Clone VM before processing

Cancel Next>

FIGURE 5-5. Specify Virtual Machine screen - Select a VM on VirtualBox

Select the virtual machine you want to use from the VirtualBox VM
list.

Select Clone VM before processing to create a new copy of the
virtual machine with its own set of individual snapshots..

Cloning allows quick creation of duplicate environments for testing.
You can run as many clones as the memory and processors on the
system allow.

9. Click Next.

The Sandbox Preparation screen appears and the tool begins preparing

the image.
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10.

If the Linux virtual machine network adapter is attached to NAT, the
tool automatically modifies settings using SSH.

If the Linux virtual machine network adapter is attached to Bridged
Adapter, the SSH Access dialog appears. Specify the IP address and port
the tool can use to access the virtual machine environment and then
click Connect.

SSH Access X

Specify the IP address and port the tool can use to access the virtual
machine environment.

|IP address:”

Port:* 22

Connect

FIGURE 5-6. SSH Access screen for Linux images

The tool modifies incorrectly configured settings. For a list of settings
that the tool validates, see Image Validation and Configuration on page 5-4.
For solutions to issues that occur during this phase, see Troubleshooting
Common Issues on page 5-30.

If the Sandbox Preparation Unsuccessful screen appears, click View
detailed log to see recommended actions.
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+ For missing software on Windows images, see Sandbox Preparation
Unsuccessful - Missing Windows Software on page 5-23.

For enabled BitLocker on Windows images, see Sandbox Preparation
Unsuccessful - BitLocker not disabled on page 5-25.

For missing packages on Linux images, see Sandbox Preparation
Unsuccessful - Missing Linux Packages on page 5-27.

For missing WMIC features on Windows images, see Sandbox
Preparation Unsuccessful - WMIC not installed on page 5-29

11. If the Products Not Activated screen appears, resolve the issue or click
Next.

For all other issues, see Troubleshooting Common Issues on page 5-30.
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(& virtual Analyzer Image Preparation Tool = O X

Products Not Activated

@ Windows and/or Office are not activated. It is recommended to activate the products in the

guest operating system to ensure normal operation of the image. Click Retry after activating
the products.

How to activate products

VM Name: win11_24h2_office2019_wmic -
Windows: Microsoft Windows 11 Pro SPQ Build 26100 64bit (not activated)

VM settings: Done

BitLocker: Disabled

WMIC: Ready

Browser: Microsoft Edge 149.0.4022.52

Office: Office 2019 (not activated)

Adobe Reader: Adobe Reader (Will be installed)

v
e Adol e Pl Pl A2 e Wi

View User's Guide View detailed log

Cancel I <Back I Next> |

FIGURE 5-7. Products Not Activated screen for Windows images

To resolve the issue, see Products Not Activated - Windows on page 5-21.

Note

Trend Micro recommends activating Windows and Microsoft Office to
ensure normal operation of the image.

12. Once the Sandbox Ready screen appears, click Next.

The Sandbox Ready screen appears when the tool has successfully
validated and configured all settings.
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(4 Virtual Analyzer Image Preparation Tool = m] X

Sandbox Ready

Original image file:
Windows:

VM settings:
BitLocker:

WMIC:

Browser:

Office:

Adobe Reader:

A om

@ A valid image has been prepared successfully. Export the image to an OVA file now or use
VirtualBox to export it later.

win11_23H2_English_x64v2_office2019_base.ova -
Microsoft Windows 11 Pro SPO Build 22631 64bit

Done

Disabled

Ready

Microsoft Edge 148.0.3967.54

Office 2019

Adobe Reader (Will be installed)

v
A Fmo o

View User's Guide View detailed log

Cancel <Back l Next>

FIGURE 5-8. Sandbox Ready screen for Windows images
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& Virtual Analyzer Image Preparation Tool — O X

Sandbox Ready

@ A valid image has been prepared successfully. Export the image to an OVA file now or use
VirtualBox to export it later.

VM Name; CentOS78_sandbox

Linux distribution: CentOS Linux release 7.8.2003 (Core)
VM settings: Done

Linux system settings: Done

Linux packages: Done

Linux debuginfo packages: Done

View detailed log
Cancel | [ <Back | Next»

FIGURE 5-9. Sandbox Ready screen for Linux images

Note

SandboxWizard.exe saves logs in the \ log folder where you
run the tool. Logs use the following naming convention:
d:\SandboxWizard\log\VATool-yyyymmddhhmmss.txt

For example: d:\SandboxWizard\log\VATool-20170925025520. txt
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& virtual Analyzer Image Preparation Tool

Specify the OVA image path and file name

Specify a path and file name for the new image. By default, the image is saved in the same folder
as the tool.

Pathiandlhilanare vE:\VAIPT\7A0\1 003\SandboxWizard\VATool-20230816113743.ova B
Estimated image size: 3G

Available disk space: 1158 GB on disk(C:\) )
391 GB on disk(E\)
158 GB on disk(Z})

Remove the image from VirtualBox after exporting
[T] Compress the image for uploading to Deep Discovery Director

Cancel |[ <Back | Next>

FIGURE 5-10. Specify the OVA image path and file name

13. Configure the settings on the Specify the OVA image path and file name
screen.

+ Specify the path and file name that the tool uses when saving the
OVA file.

Note

The tool uses the following naming convention when saving an OVA
file: VAToo1-20170925025520.0va

+ (Optional) Enable Remove the image from VirtualBox after
exporting.




Virtual Analyzer Image Preparation Tool

Trend Micro recommends removing unused images from
VirtualBox to help reduce storage usage and minimize performance
impact on the host system.

+ (Optional) Enable Compress the image for uploading to Deep
Discovery Director.

Important

@ Only Virtual Analyzer images compressed in TAR format by the
Virtual Analyzer Image Preparation Tool can be uploaded to and
deployed from Deep Discovery Director.

14. Click Next.

The Export the image to OVA screen appears and the tool exports the
OVA file.
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The OVA Image Ready screen appears when the export process

completes.

& virtual Analyzer Image Preparation Tool = (]

OVA Image Ready

@ The OVA image file has been created successfully. The image is ready for use in Virtual

Analyzer,

Image file:
Windows:

VM settings:
BitLocker:
WMIC:
Browser:
Office:

Adobe Reader:

Ar o m o

D:\output_ova\VATool_win11_bev_24h2_office2019_wmic_728.ova
Microsoft Windows 11 Pro SP0 Build 26100 64bit

Done

Disabled

Ready

Microsoft Edge 148.0.3967.54

Office 2019

Adobe Reader (Will be installed)

A om o o

View User's Guide

Back to Home [ <Back

FIGURE 5-11. OVA Image Ready screen for Windows images

Next>
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OVA Image Ready

Linux distribution:

& virtual Analyzer Image Preparation Tool - O

The OVA image file has been created successfully. The image is ready for use in Virtual

Analyzer.
VM Name; Cent0S78_sandbox
Image file: C\Users\Administrator\Desktop\SandboxWizard_571022

\CentOS78_sandbox.ova
CentOS Linux release 7.8.2003 (Core)

VM settings: Done
Linux system settings: Done
Linux packages: Done
Linux debuginfo packages: Done

Back to Home YA <Back i

FIGURE 5-12. OVA Image Ready screen for Linux images

15. Click the Close button in the upper right corner to exit the tool or click
Back to Home to prepare another image.

Products Not Activated - Windows

The Products Not Activated screen appears when the tool detects that
Windows and/or Microsoft Office are installed but not activated. You can
choose to activate the products or continue with image preparation.

Note

Trend Micro recommends activating Windows and Microsoft Office to ensure
normal operation of the image.
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& virtual Analyzer Image Preparation Tool

Products Not Activated

Windows and/or Office are not activated. It is recommended to activate the products in the
@ guest operating system to ensure normal operation of the image. Click Retry after activating

the products.

How to activate products

VM Name: win11_24h2_office2019_wmic -
Windows: Microsoft Windows 11 Pro SP0 Build 26100 64bit (not activated)

VM settings: Done

BitLocker: Disabled

WMIC: Ready

Browser: Microsoft Edge 149.0.4022.52

Office: Office 2019 (not activated)

Adobe Reader: Adobe Reader (Will be installed)

v
A A Adeb o Flecle Dl e AN a2 Mo

View User's Guide View detailed log

Cancel | <Back | Next> |

FIGURE 5-13. Products Not Activated screen for Windows images

To activate Windows and/or Microsoft Office, perform the following steps.

Procedure
1. Open VirtualBox and run the virtual machine.
2. Activate Windows and/or Microsoft Office.

3. After the software activates, go back to the tool and click Retry.
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Sandbox Preparation Unsuccessful - Missing Windows
Software

The Sandbox Preparation Unsuccessful screen appears when the tool is
unable to fix issues during preparation.

(4 Virtual Analyzer Image Preparation Tool = O X

Sandbox Preparation Unsuccessful

® One or more Office products are not installed. Trend Micro recommends installing all Office
products in the guest operating system to ensure normal operation of the image.

VM Name: win11_24h2_office2019_wmic -
Windows: Microsoft Windows 11 Pro Build 26100 64bit
VM settings: Done

BitLocker: Disabled

WMIC: Ready

Browser: Microsoft Edge 149.0.4022.52
Office: Office (not installed)

Adobe Reader: Adobe Reader (Will be installed)

View User's Guide View detailed log

A oFe o AT om0

| Cancel || <Back Next>

FIGURE 5-14. Sandbox Preparation Unsuccessful screen for Windows images

The most common reason for Windows preparation to fail is missing
software. To fix the issue, perform the following steps:

Procedure

1. Open VirtualBox and run the virtual machine.
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o & W N

Install the missing software.

Go back to the tool and click View detailed log.
Perform any recommended actions in the log.
Click Retry.

If any issues persist or continue to be unresolved, see Troubleshooting
Common Issues on page 5-30.

Note

SandboxWizard.exe saves logs in the \ log folder where you
run the tool. Logs use the following naming convention:
d:\SandboxWizard\log\VATool-yyyymmddhhmmss. txt

For example: d:\SandboxWizard\log\VAToo1-20170925025520. txt
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Sandbox Preparation Unsuccessful - BitLocker not disabled

The Sandbox Preparation Unsuccessful screen appears when the tool is
unable to fix issues during preparation.

Virtual Analyzer Image Preparation Tool = O X

Sandbox Preparation Unsuccessful

® Unable to fix issues related to the virtual machine. Please disable BitLocker on all encrypted
drives. Click Retry after verifying the settings.

VM Name:
Windows:
VM settings:
BitLocker:
WMIC:
Browser:

Office:

Adobe Reader:

A m o

win11_24h2 .
(not checked)

(not checked)

Enabled (BitLocker must be disabled)

Ready

(not checked)

(not checked)

(not checked)

e on

v

View User's Guide View detailed log

I Cancel || <Back | Next>

FIGURE 5-15. Sandbox Preparation Unsuccessful screen for Windows if BitLocker is enabled

This can occur if BitLocker is enabled on your drives. To fix the issue,
perform the following steps:

@ Important
Decryption and disabling of BitLocker is a resource intensive process which
might take some time to complete depending on the size of the target drive.
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Procedure

1. Open VirtualBox and run the virtual machine.

2. Disable BitLocker on all drives.
For details on how to disable BitLocker, please refer to the Microsoft
documentation for manage-bde.

3. Go back to the tool and click View detailed log.

4. Perform any recommended actions in the log.

5. Click Retry.

If any issues persist or continue to be unresolved, see Troubleshooting
Common Issues on page 5-30.

[ & Note
SandboxWizard.exe saves logs in the \ log folder where you

run the tool. Logs use the following naming convention:
d:\SandboxWizard\log\VATool-yyyymmddhhmmss. txt

For example: d:\SandboxWizard\log\VATool-20170925025520. txt



https://learn.microsoft.com/en-us/windows-server/administration/windows-commands/manage-bde
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Sandbox Preparation Unsuccessful - Missing Linux Packages

The Sandbox Preparation Unsuccessful screen appears when the tool is
unable to fix issues during preparation.

& virtual Analyzer Image Preparation Tool - O X

Sandbox Preparation Unsuccessful

® Unable to fix issues related to the virtual machine. Check the following: Linux packages

VM Name: CentOS78_sandbox

Linux distributiom: CentOS Linux release 7.8.2003 (Core)

VM settings: Done

Linux system settings: Done

Linux packages: | Browse ‘
Select a valid 1SO and click 'Retry’ to install the missing
packages.

Linux debuginfo packages: Done

View User's Guide View detailed log

I Cancel |[ <Back I Next>

FIGURE 5-16. Sandbox Preparation Unsuccessful screen for Linux images

The most common reason for Linux preparation to fail is missing packages.
To fix the issue, perform the following steps:

Procedure

1. To manually install the missing packages:
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a. Open VirtualBox and run the virtual machine.
b. Install the missing packages.
2. To install missing packages automatically with the tool:

a. For Red Hat Enterprise Linux, sign into the virtual machine register
a valid subscription account.

b. Onthe Sandbox Preparation Unsuccessful screen, click Browse.

¢. Locate and select the installation ISO file for the Linux distribution
used.

3. Click View detailed log and perform any recommended actions.
4. Click Retry.

If any issues persist or continue to be unresolved, see Troubleshooting
Common Issues on page 5-30.

~ 4% Note

SandboxWizard.exe saves logs in the \ log folder where you
run the tool. Logs use the following naming convention:
d:\SandboxWizard\log\VATool-yyyymmddhhmmss. txt

For example: d:\SandboxWizard\log\VAToo1-20170925025520. txt
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Sandbox Preparation Unsuccessful - WMIC not installed

The Sandbox Preparation Unsuccessful screen appears when the tool is
unable to fix issues during preparation.

&4 Virtual Analyzer Image Preparation Tool = a X

Sandbox Preparation Unsuccessful

® Unable to fix issues related to the virtual machine. WMIC is not installed. Install WMIC
manually. Click Retry after verifying the installation.

Original image file:  win11_24h2_no_office_no_wmic_base.ova

Windows: (not checked)
VM settings: (not checked)
BitLocker: (not checked)
WMIC: Failed (WMIC is not installed)
Browser: (not checked)
Office: (not checked)
Adobe Reader: (not checked)

A F L T

View User's Guide View detailed log

| Cancel || <Back | Next>

FIGURE 5-17. Sandbox Preparation Unsuccessful screen for WMIC not installed

The most common reason for Windows preparation to fail is missing
software. To fix the issue, perform the following steps:

Procedure

1. Open VirtualBox and run the virtual machine.
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2. Install the missing WMIC software.
a. Open command prompt.

b. Runthe command DISM /Online /Add-Capability /
CapabilityName:WMIC~~~~

c. Follow the Microsoft documentation to install WMIC if the feature
is not installed on your system: How to install WMIC Feature on
Demand on Windows 11.

3. Go back to the tool and click View detailed log.
4. Perform any recommended actions in the log.
5. Click Retry.

If any issues persist or continue to be unresolved, see Troubleshooting
Common Issues on page 5-30.

Troubleshooting Common Issues

TABLE 5-5. Common Issues When Using the Tool to Validate Windows Images

ISSUE CAUSE RECOMMENDED ACTION

Unable to upload an | The image does not Verify that the size of the OVA file is supported
OVAfile. meet the minimum by your product.

or maximum size
requirements.

Unable to prepare The image was Install a supported VirtualBox version. For
avirtual machine not created using details, see System Requirements on page 5-3.
image. VirtualBox.

VirtualBox is not
installed on the
computer.

VirtualBox version is
not supported for the
selected guest OS



https://techcommunity.microsoft.com/blog/windows-itpro-blog/how-to-install-wmic-feature-on-demand-on-windows-11/4189530
https://techcommunity.microsoft.com/blog/windows-itpro-blog/how-to-install-wmic-feature-on-demand-on-windows-11/4189530
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ISSUE

CAUSE

RECOMMENDED ACTION

The image uses
an unsupported

operating system.

Use a supported operating system. For
details, see Required Software on page 2-2.

VirtualBox is
unresponsive.

Refer to the VirtualBox documentation.

https://www.virtualbox.org/manual
ch12.html#idp54271008



https://www.virtualbox.org/manual/ch12.html#idp54271008
https://www.virtualbox.org/manual/ch12.html#idp54271008
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ISSUE

CAUSE RECOMMENDED ACTION
Unable to start Settings are Open the imported image using VirtualBox
the VirtualBox incorrectly and verify the following Storage settings.
installation CD/DVD. configured.

« Select Controller: IDE and verify that the
specified type is set to PIIX4.

© Windows - Setngs

- o st
P o

. O —

- oo e e 5
[ Use Host 170 Cache.

O Ao

& e

£ seiurons

8 X

[0 swedrottes Nt

Clensseuie
] et I
Host o v o

T |

FIGURE 5-18. Controller: IDE must be
set to PlIX4

Select the optical disc icon and verify
that the specified Optical Drive is set to
IDE Secondary Device 0.

™ o st

owem o
[ sotem 3 Conrterit Ol Dive D SeondiyDevees v @
P ‘ B ot Duvecomo

o] o | [

FIGURE 5-19. Optical drive is set to IDE
Secondary Device 0
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ISSUE CAUSE RECOMMENDED ACTION

Unable to enter the Group policy settings | Click OK on the Virtual Analyzer Image
desktop of the guest | are incorrectly Preparation Tool Test screen to enter the
operating system. configured. desktop of the guest operating system.
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ISSUE

CAUSE

RECOMMENDED ACTION

Unable to start
SandboxWizard.exe
in the guest image.

AutoPlay settings
are incorrectly
configured.

1. Open VirtualBox.

2. On the VirtualBox Manager screen, click

P t thei .
oy, [0 poweron theimage

3. On the guest operating system, perform
the following:

a.

Go to Control Panel > Hardware
and Sound > AutoPlay.

. Select Install or run program from

your media from the Software and
games drop-down menu.

. Click Save.
. Open the Local Group Policy

Editor.

. Go to Computer Configuration

> Administrative Templates >
Windows Components > AutoPlay
Policies.

. Select Not configured to disable

AutoPlay.
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ISSUE CAUSE RECOMMENDED ACTION

Unable to prepare Updates KB4474419 Manually install the updates.

aWindows 7 or and KB4490628 are Lo VirtualB

Windows Server 2008 | not installed. - Upenvirtuaibox.

R2 virtual machine 2. On the VirtualBox Manager screen, click
image.

£
Y to power on the image.
Start

3. On the guest operating system, perform
the following:

a. Open aweb browser and go to the
Microsoft Update Catalog site.

b. Search for KB4474419 and
KB4490628 and download the
correct update files for the guest
operating system.

c. Install the updates.

TABLE 5-6. Common Issues When Using the Tool to Validate Linux Images

ISSUE CAUSE RECOMMENDED ACTION
Unable to prepare The VirtualBox virtual | Use the correct virtual machine type.
avirtual machine machine type is not .
. » Type: Linux
image. supported.
« Version:

« CentOS and RHEL: Red Hat (64-bit)
« Ubuntu: Ubuntu (64-bit)

Unable to connectto | sshd is not running Start sshd in virtual machine environment.
the virtual machine in virtual machine
environment. environment.

The virtual machine | Verify network interface is connected on boot.
environment’s
network interface is
not connected.
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ISSUE CAUSE

RECOMMENDED ACTION

Unable to install
required packages
with specified ISO.

The specified 1ISO
is not the correct
installation 1SO.

Download the installation ISO from the official
website.

« For CentOS 7.8, download the CentOS
7.8.2003 Installation ISO Cent0S-7-
x86_64-Everything-2003.17so

« For RHEL 7.9, download the RHEL
7.9 distribution ISO rhel-server-7.9-
x86_64-dvd.iso

« For RHEL 8.3, download the RHEL
8.3 distribution ISO rhel-8.3-x86_64-
dvd.1iso

The ISO file can be verified by checking the
hash value. If the issue persists, contact your
support provider for assistance.
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Sample Logs

Windows image preparation successful. Missing app detected.

Trend Micro Inc(TM) Virtual Analyzer Image Preparation Tool

Detailed Log

Result
Completed

Virtual machine name

2. Hardware settings

Preparation successful
2019-12-13 ©3:43:13
VAT001-28191213832810(in VirtualBox)

Processor Count
Memory Size
Host Audio Driver
Audic Controller
Nested Paging
Large Page

CPU Executlon Cap
PAE/NX

ACPT

HPET

170 APIC

Use UTC

Chipset

use

USB ECHI

VT-x

Pointing Device
NIC

IDE Controller
CD/DVD drive
VMDK /VDT

3. Windows and applications™

1024
"dsound”
“dsound”
“on

on
100
"on™
on
“off"
"on
"off"
"ich9"
“on"
“off"
"on™
“usbtablet"
“nat”

RRRIRRIIIIIIIRRIRKRRRKR

Windows
Office
2@13

2816

JNET

Internet Explorer
Adobe Flash
Adobe Reader

Microsoft Windows 16 Enterprise Build 17134 32bit - OK

Microsoft Excel 2013

Microsoft PowerPoint 2013
Microsoft Word 2013

Microsoft Publisher 2813
Microsoft Excel 2016

Microsoft PowerPoint 2016
Microsoft Word 2016

Microsoft Publisher 2816

JNET Framework 4.7.03856
Internet Explorer 11.112.17134.8
Adobe Flash Player Actlive X 30.2.0.113
Adobe Reader

RR

RRAIRRRIIR

- will be installed
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Windows image preparation unsuccessful. Some items must be fixed
manually.

Trend Micro Inc(TM) Virtual Analyzer Image Preparation Tool
Detailed Log

1. Overview

Result Preparation unsuccessful. Some items need to be fixed manually.
Error Reason One or more Office products are not installed.

Completed 2019-12-13 @9:44:45

Virtual machine name VATe01-28191213092157(in VirtualBox) - 0K

2. Hardware settings

Processor Count 1 - 0K
Memory Size 1024 - 0K
Host Audio Driver "null" - 0K
Audio Controller “null” - 0K
Nested Paging “on™ - 0K
Large Page "off" - 0K
CPU Execution Cap 100 - 0K
PAE/NX “on” - 0K
ACPI "on™ - 0K
HPET "on™" - 0K
1/0 APIC “on" - 0K
Use UTC “off” - 0K
Chipset "1ch9" - 0K
use “on" - 0K
USB ECHL “off” - 0K
VT-x "on™ - 0K
Pointing Device "usbtablet” - 0K
NIC “natnetwork” - 0K
NAT Network “Natletwork™ - 0K
IDE Controller - 0K
CD/DVD drive - 0K
VMDK/VDL - 0K

3. Windows and applications”

Windows Microsoft Windows 10 Enterprise Bulld 17134 64bit - Installed
Office
2819 Microsoft Excel 2819 - Installed

Microsoft PowerPolnt 2819 - Error: not installed
Microsoft Word 2019 - Error: not installed
Microsoft Publisher 2019 - Installed

LNET NET Framework 4.7.03056 - 0K

Internet Explorer Internet Explorer 11.112.17134.0 - 0K

Adobe Flash Adobe Flash Player Active X 32.0.0.207 - 0K

Adobe Reader Adobe Reader - will be installed
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Linux image preparation successful.

Trend Micro Inc(TM) Virtual Analyzer Image Preparation Tool
Detailed Log

Result Preparation successful
Completed 2021-61-01 12:00:00|
Virtual Machine Name Cent0S78_sandbox(in VirtualBox) - 0K

2. Hardware Settings

Processor count 1 - 0K
Memory size 1024 - 0K
Host Audio Driver null - 0K

Audio Controller

11 - 0K
"-t/‘9t"vfllltI;‘IIIAIIAAIIIhvtttt!l't#l‘

NP A

IDE Controller - 0K

CD/DVD Drive - 0K

VMDK/VDI - 0K

3. Linux system settings

SELinux off - oK

SSHD on - 0K

Kdump off - 0K

NTP off - 0K

Grub Timeout 1 - oK

0S Auto Update off - 0K

4.0perating System and Packages

Linux distribution Cent0S Linux release 7.8.2883 (Core) - 0K
Kernel-3.108.8-1127.e17.x86_64 Kernel-3.108.8-1127.e17.x86_64 - 0K

libpcap-1.5.312.e17.x86_64 libpcap-1.5.312.e17.x86_64 - 0K
Rl ST S UG P R S SV o o T SISl STV Y S S S SV S SV S S S S

.4 [N [
kerneldebuginfo-3.16.01127.e17.x86_64 kerneldebuginfo-3.16.01127.e17.x86_64 - 0K
gcedebuginfo-4.8.539.e17.x86_64 gccdebuginfo-4.8.539.e17.x86_64 - 0K
openssldebuginfo-1.0.2k19.e17.x86_64 openssldebuginfo-1.0.2k19.e17.x86_64 - 0K
curldebuginfo-7.29.057.e17.x86_64 curldebuginfo-7.29.057.e17.x86_64 - 0K
zlibdebuginfo-1.2.718.e17.x86_64 z1libdebuginfo-1.2.718.e17.x86_64 - 0K

glibcdebuginfo-2.17367.e17.1.x86_64 glibcdebuginfo-2.17367.e17.1.x86_64 - 0K
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Linux image preparation unsuccessful. Missing packages detected. Manual fix

required.

Trend Micro Inc(TM) Virtual Analyzer Image Preparation Tool

Detailed Log

1. Overview

Result

Error Reason
Completed

Virtual Machine Name

2. Hardware Settings

Processor count
Memory size

Host Audio Driver
Audio Controller

Preparation unsuccessful. Some items need to be fixed manually.
Check the following: Linux packages

2021-91-81 12:96:01

En_Cent05_7_DVD Minimal(in VirtualBox) - 0K

1 - 0K

1024 - 0K

null - 0K

null

- 0K
L " ST S S S S SV S o a aY o O S S S S S S LS S S S

IDE- Cor;troller
(D/D\D Drive
VMK /VDI

3. Linux system settings

SELinux

SSHD

Kdump

NTP

Grub Timeout
05 Auto Update

4.0perating System and Packages

Linux distribution
nodejs-6.17.11.e17.x86_64
yara-4.0.2

i
- 0K
- 0K
- 0K

off - 0K

on - OK

off - 0K

off - 0K

1 - 0K

off - 0K

Cent0S Linux release 7.8.2003 (Core) - K
nodejs-6.17.11.e17.x86_64 - 0K
yara-4.8.2 DK

P2 PPN ANLLLLLLPLLNNSe

B T IS
glibc-2.17307.e17.1.x86_64
gocc++-4.8.539. 217 .xB6_64
gec-4,8,539,017,x86_64
glibc-2.17307.e17.1.1686
libgcc-4.8.539.e17.x86_64
libstdc++-4.8.539.e17.x86_64
openssl-1.8.2k19.el17.x86_64
z2ip

strings

pidof

sh

readelf

1dd

objcopy

tesh

unzip

bash

file

N el v e oD L
glibc-2.17307.e17.1.x86_64 - 0K
not installed - Requires manual fix
not installed - Requires manual fix
glibc-2.17307.e17.1.1686 - 0K
1libgcc-4.8.539.e17.%86_64 - 0K
libstdc++-4.8.539.e17.x86_64 - K
openssl-1.08.2k19.e17.x86_64 - 0K
not installed - Requires manual fix
strings - K
pidof - K
sh - K
readelf _ K
1dd - K
objcopy - K
tcsh - K
unzip - 0K
bash - K
file - K
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