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SEHIC DV T, 27 R—2 D TSyslog O
FUYIYE VY -LEEF) #BRBL TR
Z_k b\o

IBM Security QRadar FBICRIR S Nfc1r R >
FMERXTY,

Deep Discovery Inspector Tl& LEEF 7+ 7
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SEMICDOWVWTIE, 53 R—2 D Tsyslog AV
FUYRIVE VY -TMEF) #BBL T
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FUZ & D Deep Discovery Inspector h* 512
BINZBEEARY b EH—FRN—FT1D
Syslog BIEMBET L DRIUCHIETET 3 &
SICHEDET,




Trend Micro Deep Discovery Inspector Syslog A>T YR wEY T HA R

A&

FAsE ErER
CEF Common Event Format (FLBAARY T 4+ —<T v )
LEEF Log Event Extended Format (O 4 XY MEERT7 +—<w )
TMEF Trend Micro Event Format (kL > R4 0D R MER)
CCCA Comma}rld and Control Contact Alert (AY > F&O> bO—)LOAVE T
7Z—h)




¢/ TrendAl

Eo=

eXET

N—=Ta v 7.0 DRETIEH D FHA,






¢’ TrendAl

FIE

Syslog A>T YN¥vE>Y - CEF
RD#FIE. Deep Discovery Inspector D 1 771 & CEF JERXD > X7 4t
naZeparyyrryyey Yy ZERLTVWET,

6 RX—YD ICEF EXDEH

c 11 =YD ICEFBFROEFET SV r—>arnr)

c 14XR—=YD [CEFIERD Web L 27— avru |

18 R—=YD ICEFERD AT 2177

+ 19—V ICEFBERDRE T F o4 nr: 77 4 V54X b
« 21 R=Y D ICEF BRI 7 F 740 a 7 FLWREA RS b

+ 23R=YD [CEFIBRORET F 74 Fn iRV R b b T 05
22 4R b



Trend Micro Deep Discovery Inspector Syslog A>T >YXwEY T HA R

R3LCEFEROBREOY

CEF XD ERO S

CEF F— ELL] fi&
Header (logVer) CEFFERD/N— 3> CEF: 0
Header (vendor) TTISATYRADRYA | Trend Micro
Header (pname) TTS5A4T7 > REH Deep Discovery Inspector
Header (pver) TTIS5AT7ADN— | fl:3.8.1181
E
Header (eventid) ARk ID fl: 8
Header (eventName) SRR f51l: Packed executable file copied to
a network administrative share
Header (severity) BEXE . 2: 153k
. 41K
< 6:F
-8 :
act AR ~DILIE blocked F 7zl not blocked
app ZOok3al Bl HTTP
c6al AR IARE IPv6 f5ll: 2001:0:0:1::21
c6allabel ABIANE IPve Interested|Pv6
c6a2 XETTIPve 7 R L X fll: 2001:0:0:1::21
c6a2Label EETTIPVe 7 RL X EETTIPVe P RL X
c6a3 EEFLIPve 7 RFL X f4ll: 2001:0:0:1::21
c6a3Label REFT IPv6 7 R L X EEfK IP6 7 RL R
c6a4 E7 1pve 7 R L X fll: 2001:0:0:1::21

c6adlabel

E7 IPv6 7R L X

PeerlPv6
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CEF ¥ — ELE fig
cat ARV EDATIY f: File
ent g Bl:1
cnl CCCA DR 0 F7cld1
cnllabel CCCA D& CCCA_Detection
cn3 BROES cOREHRIVTIY
« L RIEREME
- 2. REEE
«3tEFaUToR—ILEHA
e 4L —xT
cn3Label BROES ThreatType
csl A=)l DEH fl: hello
csllabel X=)LDOH%5 MailSubject
cs2 FETOY S L% fl: HEUR_NAMETRICK.A
cs2Label RETOY S L% DetectionName
cs3 KR L4 Bl CLIENT1
cs3Label KR+ HostName_Ext
cs4 T—h1TADT 71l | fl: mtxlegih.dll
%
cs4lLabel T—HAATADT 71)L | FileNamelnArchive
%
cs5 CCCA O DT £l:
GLOBAL_INTELLIGENCE & 7ci&
VIRTUAL_ANALYZER & 7cld
USER_DEFINED
cs5Label CCCA OJ DT CCCA_DetectionSource
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CEF ¥ —

Slullé

2|

fig

cs6

WERERPE

Intelligence Gathering

Point of Entry

Command and Control
Communication

Lateral Movement

Asset and Data Discovery
Data Exfiltration

Nil (B2 2ERRELL)

cs6Label

WEREPE

pAttackPhase

destinationTranslatedAddr
ess

E7IP7RLZR

f51l: 10.1.144.199

deviceDirection

NTw b DR

o 0: XKETTHER
o LEXETTHNER
. 2: RER

deviceExternalld

TTSAT 2 RAD GUID

fl: 6B593E17AFB7-40FBBB28-
A4CE-0462-A536

devicePayloadid JEERATREAR 7+ —JL K, | i
R {threat_type}: « PCAP 7 71 LHEES N B
{log_id}:{with pcap file e 2:10245:P
captured}H{:extensions}* . PCAP 7 7 A LABE T N

WS8R 2:10245:

dhost EERFR M f: dhost1

dmac X{E5% MAC f1l: 00:0C:29:6E:CB:F9

dpt EEHXR—F 0~65535 Dl

dst REFXIPTRLZR fil: 10.1.144.199

duser X—LZEH f: duserl
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CEF ¥— SR &
dvc TFZATRDOIP 7 | f1:10.1.144.199
FLR
dvchost TF7S5AT72ADEX L | Fl: localhost
%
dvemac TFTZ4T > XD MAC f51l: 00:0C:29:6E:CB:F9
T7ERELX
fileHash SHAL £i:
1EDD5B38DE4729545767088C5CAB
395E4197C8F3
filePath T7AILINR f): SHARE\\
fileType REDOT7AILEZALT | fl: 1638400
flexNumber1 vLANId 5l: 4095
flexNumberlLabel vLANId vLANId
fname T71IL% f5]: excel.rar
fsize Tr7AIILYAR fll: 131372
oldFileHash X=IMIT771ILD £l:
SHA-1 1EDD5B38DE4729545767088C5CAB
395E4197C8F3
oldFileName X=ILMI 7 71L& f5ll: excel.rar
oldFileSize X=)LEH 7 70 LD | Fl: 150000
14X
oldFileType X=)LHIF T 71 ILDAR | fl: 1638400
17
requestClientApplication | I—HI—> x> bk fl: 1

request URL f3: http://1.2.3.4/query?term=value
rt mEde a2 fll: Mar 09 2015 17:05:21 GMT+08:00
shost EETHRA NG f3ll: shost1
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10

CEF % — SR &
smac IR{E7T MAC f: 00:0C:29:6E:CB:F9
sourceTranslatedAddress | JEB T ARF IP f5]: 10.1.144.199

src

EETIPTRLR

fl: 10.1.144.199

spt *ETR— b 0~65535 DB
suid d—H4% 5 User1
suser X—)LiXEE&E 5: suser1

o 7' O

CEF:0|Trend Micro|Deep Discovery Inspector|5.0.1329]|0]

Eicar_test_file

- HTTP (Response) |8|dvc=172.22.9.32

dvcmac=00:50:56:AD:03:BD
dvchost=localhost deviceExternalId=E9A3FA433916-—
4738984C-A4BF-84A0-D603
rt=Jun 22 2017 09:42:47 GMT+08:00 app=HTTP

deviceDirection=1

dhost=172.22.9.5 dst=172.22.9.5 dpt=57908
dmac=00:50:56:82:e7:a9
shost=172.22.9.54 src=172.22.9.54 spt=80
smac=00:50:56:82:c6:ae
cs3lLabel=HostName_Ext ¢s3=172.22.9.54 cs2lLabel=

DetectionName

cs2=Eicar_test_file fname=eicarcom2.zip fileType=

262340608

fsize=308 requestClientApplication=Wget/1.12 (linux-gnu)

act=not blocked cn3Label=Threat Type cn3=0
destinationTranslatedAddress=172.22.9.5
fileHash=BEC1B52D350D721C7E22A6D4BBOA92909893A3AE
cs4lLabel=FileNameInArchive cs4=eicar.com

sourceTranslatedAddress=172.22.9.54




Syslog A>T Y wE > - CEF

cnt=1 cat=Malware cs6Label=pAttackPhase cs6=Point
of Entry flexNumberllLabel=vLANId flexNumberl1=4095
request=http://172.22.9.54/eicarcom2.zip

devicePayloadId=0:143:P

CEF ERDEFET TV r—>a3>nd

K32 CEFEEROEBFE7 U r—>a>nsd

CEF ¥— ErER fig
Header (logVer) CEFFEDoN—C 3> CEF:0
Header (vendor) TIS5ATYADARYA | Trend Micro
Header (pname) TFSAT 2 R8E Deep Discovery Inspector
Header (pver) TISATADN— | #:3.8.1181
E
Header (eventid) E41D 100120
Header (eventName) Bl Deep Discovery Inspector detected
this protocol in your monitored
network.
Header (severity) BEAE . 2: 1B
- 4B
« 6
< 8:
app paull Py fl: HTTP
c6al EBITARE IPv6 fil: 2001:0:0:1::21
c6allabel FEIARE IPv6 Interested|Pv6
c6a2 EETIPve 7 RL X fil: 2001:0:0:1::21
c6a2label EETIPve 7 RL X EETIPV6e PRL R
c6a3 EEFIPve TRL X fll: 2001:0:0:1::21

11
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ess

CEF ¥ — ELE fig
c6a3Label EEZIPE T RLR REFL IPv6e 7KL R
c6a4 E7 IPve 7KL X fll: 2001:0:0:1::21
c6adlabel E7Ipve 7 RL R Peer|Pv6
cnt e Bll: 1
cn3 BREOER 6
cn3Label ZRODES ThreatType
destinationTranslatedAddr | E7 IP 7 R L X f51: 10.1.144.199

deviceDirection

NTy b DR

o 0: XETTHER
« LEETTHNER
. 2: 7EH

deviceExternalld

TTSAT 2 AD GUID

f51): 6B593E17AFB7-40FBBB28-
A4CE-0462-A536

%

devicePayloadId WARATRER T« —IL R, | fl:
F22L: {threat_type}: « PCAP 7 7T LBEIG SN D
{log_id}:{with pcap file 281 2:10245:P
captured}H{:extensions} . PCAP 7 7 A LABE S N

W5 & 2:10245:

dhost EEXRKRIA NG f5ll: dhost1

dmac X5 MAC f: 00:0C:29:6E:CB:F9

dpt EERR— K 0~65535 DB

dst RELIPTRLR f1:10.1.144.199

dvc FFZATADIP T | f:10.1.144.199
FLX

dvchost TTSATADEKRR L | Fl: localhost

12
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CEF ¥ — PR fié

dvemac TFZAT7>RADMAC | fl: 00:0C:29:6E:CB:F9
TRLZ

flexNumber1 VLANId f): 4095
flexNumberlLabel vLANId vLANId
rt mEgen sl f5l: Mar 09 2015 17:05:21 GMT+08:00
shost EETTRA MR f: shost1
smac IRIETT MAC f4l): 00:0C:29:6E:CB:F9
sourceTranslatedAddress | S EETARE IP f51: 10.1.144.199
spt RIETR—F 0~65535 (D1l
src EETIPTRLZR fll: 10.1.144.199
v 7 Dl

CEF:0|Trend Micro|Deep Discovery Inspector|5.0.1329]|

100120 | Deep

Discovery Inspector detected the protocol 1in your
monitored network.|2|dvc=172.22.9.32 dvcmac=

00:50:56:AD:03:BD

dvchost=1localhost deviceExternalId=E9A3FA433916-—
4738984C-A4BF-84A0-D603
rt=Jun 22 2017 10:06:24 GMT+08:00 app=eDonkey
deviceDirection=1 dhost=10.1.100.223 dst=10.1.100.223
dpt=4662 dmac=00:0c:29:a7:72:74 shost=10.1.117.231
src=10.1.117.231 spt=39933 smac=00:30:da:2d:47:32
cn3Label=Threat Type cn3=6 sourceTranslatedAddress=

10.1.117.231

destinationTranslatedAddress=10.1.100.223 cnt=1
flexNumberllLabel=vLANId flexNumber1=4095
devicePayloadId=6:11:P




Trend Micro Deep Discovery Inspector Syslog A>T >YXwEY T HA R

CEFFcxXdD web LEAFT—S T

14

R33.CEFFEXD Web LEaF—> 304

\J

>vAaJ

CEF F— ELL] fi&
Header (logVer) CEFFERD/N— 3> CEF: 0
Header (vendor) TTISATYRADRYA | Trend Micro
Header (pname) TTS5A4T7 > REH Deep Discovery Inspector
Header (pver) TTI2ATADIN— | f:3.8.1181
EPpY
Header (eventid) Z% 1D 100101
Header (eventName) SRR fll: Dangerous URL in Web
Reputation Services database -
HTTP (Request)

Header (severity) BEXE . 2: 18R

4K

. 6:

. 85
app Zak3al fBl: HTTP
c6al FEBTARE IPv6 fll: 2001:0:0:1::21
c6allabel ABRTARE IPv6 InterestedIPv6
c6a2 XETTIPVve 7 R L X f3ll: 2001:0:0:1::21
c6a2label EETTIPV6e 7 R L X XIETTIPV6 7 F LR
c6a3 EEFIPve 7 RL X Il 2001:0:0:1::21
c6a3Label KEFIPve 7 RL X EEZIP6 TRLR
c6a4 E7 Ipve 7 KL X f51l: 2001:0:0:1::21
c6adLabel E7 IPv6 7 RL X PeerlPv6
enl CCCA DRI 0 Ffcld1




Syslog A>T Y wE > - CEF

CEF ¥ — ELE fig
cnllabel CCCA D& CCCA_Detection
cn2 237 fil: 49
cn2label A7 WRSScore
cn3 BROER Bl: 5
cn3Label BROEE ThreatType
csl X=)LOH% f: hello
csllabel X=)LDOHZ MailSubject
cs2 A7V fl: Gambling
cs2Label A7V URLCategory
cs3 RZA MG f5l: CLIENT1
cs3Label R A HostName_Ext
cs4 I ER B « Intelligence Gathering
+ Point of Entry
+ Command and Control
Communication
+ Lateral Movement
+ Asset and Data Discovery
+ Data Exfiltration
 Nil (ZE Y 2HERELL)
cs4label WEE R pAttackPhase
destinationTranslatedAddr | E7 IP 7 KL X f: 10.1.144.199

ess

deviceDirection

NT Yy b DR

o 0: XS TTHAER
o LEXETTHNER
. 2: RER

15
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16

CEF ¥ —

8

fig

deviceExternalld

TFTZA4T>AD GUID

fl: 6B593E17AFB7-40FBBB28-
A4CE-0462-A536

devicePayloadId ILARATEER 7 v —IL R, | fl:
F22X: {threat_type}: « PCAP 7 71 LH'ERIGE N B
{log_id}:{with pcap file e 2:10245:P
captured}{:extensions} . PCAP 7 7 1 JLABE T A

WIBE: 2:10245:

dhost FEFXRA M fll: dhost1

dmac RS 5T MAC f: 00:0C:29:6E:CB:F9

dpt EEFLAR—F 0~65535 Dl

dst RELXIPTRELZR f4: 10.1.144.199

duser X—=ILZEE fll: duserl

dvc TISATADIPT | fl:10.1.144.199
FL X

dvchost TF7Z2AT7>ADEX | fl: localhost
%

dvcmac TFZATAD MAC | fl: 00:0C:29:6E:CB:F9
T7RLXR

flexNumber1 vLANId f51]: 4095

flexNumberlLabel vLANId vLANId

request URL f5l: http://1.2.3.4/query?term=value

requestClientApplication

AI-—HI-JI>h

fl: 1E

rt O £ %) fl: Mar 09 2015 17:05:21 GMT+08:00
shost FETHRA M fll: shost1

smac IX{ETT MAC f5: 00:0C:29:6E:CB:F9
sourceTranslatedAddress | JEE I ARE IP f51: 10.1.144.199




Syslog A>T Y wE > - CEF

CEF ¥ — e &
spt RETR—k 0~65535 Dl
src EETIPT7RLR f:10.1.144.199
suser X—JLXEE fll: suser1
o 7 O

CEF:0|Trend Micro|Deep Discovery Inspector
|5.0.1329|100101|Ransomware

URL in Web Reputation Services database - HTTP
(Request) |8|dvec=172.22.9.32 dvcmac=00:50:56:AD:03:BD
dvchost=localhost deviceExternalId=E9A3FA433916-4738984
C-A4BF-84A0-D603

rt=Jun 22 2017 10:00:17 GMT+08:00 cs3Label=HostName_Ext
cs3=ca95-1.winshipway.com cn2Label=WRSScore cn2=49
cn3Label=Threat Type cn3=5 dmac=00:16:c8:65:98:d5
shost=172.22.9.5 src=172.22.9.5 spt=41757
smac=00:50:56:82:e7:a9
sourceTranslatedAddress=172.22.9.5
cnllLabel=CCCA_Detection

cnl=1 request=http://ca95-1.winshipway.com/
requestClientApplication=Wget/1.12

(linux-gnu) app=HTTP deviceDirection=1
dhost=150.70.162.115

dst=150.70.162.115 dpt=80 cs2Label=URLCategory
cs2=Ransomware destinationTranslatedAddress=
150.70.162.115

cs4label=pAttackPhase cs4=Command and Control
Communication flexNumberllLabel=vLANId flexNumberl=4095
request=http://ca95-1.winshipway.com/
devicePayloadId=5:17:

17



Trend Micro Deep Discovery Inspector Syslog A>T >YXwEY T HA R

CEFFeXD X T L0

R34 CEFEROS X FLOY

18

CEF F— ELL] fi&
Header (logVer) CEFFERD/N— 3> CEF: 0
Header (vendor) TTISATYRADRYA | Trend Micro
Header (pname) TTS5A4T7 > REH Deep Discovery Inspector
Header (pver) TTIS5AT7ADN— | fl:3.8.1181
EPpY
Header (eventid) Z% 1D + 300102
» 300999
Header (eventName) EiiE] fl: The system time setting has
been changed.
Header (severity) BRE - 2: 1B
4 EH
-6 BE
#: 2
c6a2 EETIPe 7R LR fll: 2001:0:0:1::21
c6a2label EETIPve 7R LR EETIP6 TRLR

deviceExternalld

T TSAT 2 AD GUID

f5ll: 6B593E17AFB7-40FBBB28-
A4CE-0462-A536

duser ThHIY b fll: admin

dvc TPISATADIPT | $:10.1.144.199
RLX

dvchost TTS5AT7RADKEZ L | i localhost
%

dvemac TFTZ4T>AD MAC f51l: 00:0C:29:6E:CB:F9
T7RLZXR




Syslog A>T Y wE > - CEF

CEF ¥ — ELE fig
outcome ER « Success
+ Failure
fl: Success
rt mErgeSnd:sE Il Mar 09 2015 17:05:21 GMT+08:00
src dI—HDIPF7RLZ fil: 10.1.1.1
eventDetail AR ~DOFM f5ll: Enable Virtual Analyzer. Type:
internal.
a7 O

CEF:0|Trend Micro|Deep Discovery Inspector|3.8.1175|300999|T
he system time setting has been changed.|2|dvc=10.201.156.14
3 dvcmac=00:0C:29:A6:53:0C dvchost=ddi38-143 deviceExternall
d=6B593E17AFB7-40FBBB28-A4CE-0462-A536 rt=Mar 09 2015 16:46:

08 GMT+08:00

CEF ERDRET7FSA5FO5: 771 ILDRAA

>k
KR35 CEFERD T 7 1L R b
CEF ¥ — ELL] fi&

Header (logVer) CEFFERoN—C 3y CEF: 0

Header (vendor) TISATYADARYA | Trend Micro

Header (pname) TFAT > RBE Deep Discovery Inspector
Header (pver) TISATADN— | #:3.8.1181

Ep
Header (eventid) E% 1D 200119
Header (eventName) Bl Sample file sandbox analysis is

finished.

19
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20

CEF ¥ — Bl 18
Header (severity) BEAE 3 (EE1E)
cnl GRID MEE L HI 5N T s O RERTFAIL
ws C LREEBT7AI
c LEERT7AI
cnllabel GRID BMEZE LM S5NT | GRIDIsKnownGood
W3
cn2 ROZL—F1 Y c0:JRUBRL
c LUK
22U
c3URIG
cn2Label ROZL—FTa4 T ROZRating
cn3 PcapReady fl: 0
cn3Label PcapReady PcapReady
csl YRRy I RAX= | fll:win?
DiEsE
csllabel YRRy I XA X— | SandboximageType
DEE
cs2 VAL 2R% f: HEUR_NAMETRICK.A
cs2Label TAILR%E MalwareName
cs3 EfID sHA1 Bl:
1EDD5B38DE4729545767088C5CAB
395E4197C8F3
cs3Label LI SHA-1 ParentFileSHAL

deviceExternalld

TTSAT 2V RAD GUID

f5ll: 6B593E17AFB7-40FBBB28-
AA4CE-0462-A536

dvc

FISATVRADIPT
FLZX

f51l: 10.1.144.199




Syslog A>T Y wE > - CEF

CEF ¥ — Bl 18
dvchost TTS5AT7RADKEZ L | i localhost
%
dvemac TTSAT 2 AD MAC f51l: 00:0C:29:6E:CB:F9
7RLX
fileHash SHA-1 L
1EDD5B38DE4729545767088C5CAB
395E4197C8F3
fileType KEBEOT7AILEZALT | Fl: WIN32 EXE
fname T771IL% 51): excel.rar
fsize T771IT1=X ;131372
rt wariivisz2 f: Mar 09 2015 17:05:21 GMT+08:00
a7 Ol

CEF:0|Trend Micro|Deep Discovery Inspector|3.8.1181|200119]|S
ample file sandbox analysis is finished|3| rt=Mar 11 2015 06
:51:46 GMT-04:00 dvc=10.201.156.143 dvchost=ddi38-143 dvcmac
=00:0C:29:A6:53:0C deviceExternalId=D2C1D6D20FF8-4FC98F92-25
EB-D7DA-AFOE fname=Tomb Raider.rar fileHash=1E4677A1EF1FBAD1
1F8DO6A9DAD8103C2CE861A9 fileType=RAR fsize=131372 csllabel=
SandboxImageType csl=MAK_win7splen_offices_noab_TL cn2Label=
ROZRating cn2=1 cnllLabel=GRIDIsKnownGood cnl=-1 cs2Label=Mal
wareName cs2=HEUR_NAMETRICK.A cn3Label=PcapReady cn3=0

clfF ERDIRETFSFO57: ELVFEIRY

R 3-6. CEFERDEL VARV +
CEF ¥— SHER &

Header (logVer) CEFFERD/N—T 3> CEF: 0

21
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22

CEF ¥— B! fig
Header (vendor) TTZ2ATADAR>A | Trend Micro
Header (pname) TTIAT 2 RBE Deep Discovery Inspector
Header (pver) TISATADN— | #:3.8.1181
E
Header (eventid) E41D 200127
Header (eventName) AR Notable Characteristics of the
analyzed sample
Header (severity) BEAE 6 (EEfE)

csl BRRUS—% f: Suspicious network or
messaging activity

csllabel EBRRUI—% PolicyCategory

cs2 EBRARY SO f: Uses spoofed version
information

cs2Label > ~ DI PolicyName

deviceExternalld

BRA
7

/\\
T5A4F7 XD GUID

f5l): 6B593E17AFB7-40FBBB28-
A4CE-0462-A536

dvc TTSAT7ROIPT | $:10.1.144.199
rFLX
dvchost TTS5AT7RADBEZ L | i localhost
%
dvemac TTSAT 2 AD MAC f51l: 00:0C:29:6E:CB:F9
7RLX
fileHash SHA-1 LR
1EDD5B38DE4729545767088C5CAB
395E4197C8F3
fileType KEOT7AILEZAT | Fl: WIN32 EXE
fname T771I% 51): excel.rar
fsize T71IT1=X ;131372




Syslog A>T Y wE > - CEF

CEF ¥ — Bl 18
msg 3 f5ll: The file has no company
information.
rt pariiis3 fll: Mar 09 2015 17:05:21 GMT+08:00
a7 Dl

CEF:0|Trend Micro|Deep Discovery Inspector|3.8.1181|200127|N
otable Characteristics of the analyzed sample|6|rt=Mar 11 20
15 05:00:26 GMT-04:00 dvc=10.201.156.143 dvchost=ddi38-143 d
vcmac=00:0C:29:A6:53:0C deviceExternalId=D2C1D6D20FF8-4FC98F
92-25EB-D7DA-AFQE fname=DTAS_WIN32_07 fileHash=672B1A8ADB412
C272CCA21A214732C447B650349 fileType=WIN32 EXE fsize=290304
csllabel=PolicyCategory csl=Deception, social engineering ms
g=The file has no company information. cs2Label=PolicyName c
s2=Uses spoofed version information

CEF eRXDRBET7FSrFOJ 68V AXA NS Y
HFooaoARV b+

RITCEFEROIET VRSO ISaVARY

CEF F— ELL] fi&
Header (logVer) CEFFERDN— 3> CEF: 0
Header (vendor) TTISATYRADRYA | Trend Micro
Header (pname) TTS5A4T7 > REH Deep Discovery Inspector
Header (pver) FTTISATAON— | #:3.8.1181

=

Header (eventid) EZID 200120
Header (eventName) B! Deny List updated
Header (severity) BEKRE 3 (EEE)

23
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24

CEF ¥ — ELE fig
act ARy ~DOIIE Add F7zld Remove
csl ) « Deny List IP/Port
« Deny List URL
+ Deny List File SHA1
+ Deny List Domain
csllabel BE type
cs2 DRI LAIL + Low
+ Medium
» High
+ Confirmed malware
cs2Label R LRI RiskLevel

deviceExternalld

TTSATVRD GUID

f5ll: 6B593E17AFB7-40FBBB28-
AACE-0462-A536

dhost RELRRZ MR f: iplasticalsex.ru
dpt FEEFAR— b 0~65535 Dl
dst EELIPTRLZR f:10.1.144.199
dve FTSATVADIPT | $:10.1.144.199
RLZX
dvchost TIS5AT72VADKR R | fi:localhost
%
dvcmac TTSAT 2V RD MAC f51]: 00:0C:29:6E:CB:F9
T7ERELX
end LR— METEZ) fll: Mar 09 2015 17:05:21 GMT+08:00
fileHash SHA-1 Bl
1EDD5B38DE4729545767088C5CAB
395E4197C8F3
request URL f3ll: http://1.2.3.4/query?term=value




Syslog A>T Y wE > - CEF

CEF ¥ —

Slu"’:

BH &

rt variinisl f5ll: Mar 09 2015 17:05:21 GMT+08:00
o 7 O

CEF:0|Trend Micro|Deep Discovery Inspector|3.8.1181|200120|D
eny List updated|3|rt=Mar 11 2015 07:15:45 GMT-04:00 dvc=10.
201.156.143 dvchost=ddi38-143 dvcmac=00:0C:29:A6:53:0C devic
eExternalId=D2C1D6D20FF8-4FC98F92-25EB-D7DA-AFOE csllLabel=ty
pe csl=Deny List Domain end=Apr 10 2015 07:15:35 GMT-04:00 a
ct=Add dhost=plasticalsex.ru cs2Label=RiskLevel cs2=Medium

25






¢’ TrendAl

BaE

Syslog A>T YN Y E>Y - LEEF
RD4FIE. Deep Discovery Inspector D1 7 1 /) & LEEF JERD > A 7 A
mazZeparysryy<ey By 7B RLTVET,

« 28 R—Y D LEEF FERDEE R 7 |

« 35—y LEEF EROEFET SV r—>aru)

+ 38 R—Y®D ILEEF JEAD Web L ¥ 27— a>r |

« 42 _=Y0 [LEEF RO X721 7]

« 43— ILEEF JEROMHBEEROH 21 > F > a7

« 46 R—Y D [LEEF RO EE 7 F 74 F a2 7 7 A AL5HA X b
« 48 XR—Y D TLEEF JERDIRAE 7 F 5 4 a7 FH LU WREA XY b

ﬁ AR

LEEF 0 X Tld, A XV MNElr X 7RI DS 1<009>) TRYID £5,

27
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LEEF FeXDERE O

28

R a1, LEEF EROERO Y

LEEF ¥ — rER fig
Header (logVer) LEEF FsRRD/N—2 3> | LEEF: 1.0
Header (vendor) TTISATYRADRYA | Trend Micro
Header (pname) TTS5A4T7 > REH Deep Discovery Inspector

Header (pver)

TISATRAON=

3

f51l: 3.8.1181

Header (eventName) IRV « MALWARE_DETECTION

« MALWARE_OUTBREAK_DETECT

ION

» SECURITY_RISK_DETECTION
act ARV ~DILE blocked % 7zi& not blocked
aggregatedCnt S5 il 1
aptRelated APTEEEARY hERT |0 £kl
botCommand BOT ATV R fll: commIT
botUrl BOT URL f51l: trend.com
cccaDestination CCCAT7 RL R f51: 10.1.144.199
cccaDestinationFormat CCCA DFELR « IP_DOMAIN

« |P_DOMAIN_PORT

« URL

« EMAIL
cccaDetection CCCA DI&H 0 F7zld1

cccaDetectionSource

CCCA OF D& T

* GLOBAL_INTELLIGENCE
» VIRTUAL_ANALYZER
» USER_DEFINED




Syslog AV T Y wE > - LEEF

LEEF ¥ — Bz fig
cccaRiskLevel CCCA U RU LRI . 0: NER
< LK
. 2:F
35
channelName FyrILg f: IRCChannell
chatUserName Zwox—L f: IRCUser1
cnt s fl: 1
compressedFileName %’—7347?\]0)7 7L | fl: mtxlegih.dll
detectionType B OER - 0: BRI
« L RHDORH
- 2:OPS D&

deviceDirection

Ty EDFHE

. 0: XETTHNER
. LEETTH RER
. 2: RBY

deviceGUID

fl): 6B593E17AFB7-40FBBB28-

A4CE-0462-A536

deviceMacAddress TFSAT XD MAC | fll: 00:0C:29:6E:CB:F9
T7ELR
deviceRiskConfidencelLeve | ¥IE DFER M =3
: « 2:Fh
. 3K
A S
devTime m B n sl f5l: Mar 09 2015 17:05:21 GMT+08:00
devTimeFormat Bzl Dz MMM dd yyyy HH:mm:ss z

dhost

EERTR

ll: dhost1

29
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30

LEEF F— SR &
dOSName EEXRRZA D OS f5ll: Android
dst REXIPTRLZR f:10.1.144.199
dstGroup EEFARR MIBIDHT | B monitorl
5NTWERyY kT—2
TN—7
dstMAC IX{E5E MAC fl: 00:0C:29:6E:CB:F9
dstPort REFAR— 0~65535 DE
dstZone RELRY —> « 0:BERERRY FO—OH
LERRRRY - A
1.:.?53’6
 2BERNRRY FT—TR.
FELAEV
duser X—LZEE fll: duserl
dUserl EEXI-HH1 l: admin

dUserlloginTime

FEEI-HYoOs 4>
Bl 1

f: Mar 09 2015 17:05:21 GMT+08:00

dUser2

XERI-Y4H2

fll: admin

dUser2LoginTime

REEI-HFoOs+y
Bl 2

f5]: Mar 09 2015 17:05:21 GMT+08:00

dUser3

EfERI-Y43

5]: admin

dUser3LoginTime

FERaA—Yoas Ay
Bzl 3

f5ll: Mar 09 2015 17:05:21 GMT+08:00

dvc FFSAT7ROIP7 | f:10.1.144.199
RLZX

dvchost TFTZ2AT7>ADEKRI | fl: localhost
%

evtCat ARV bOATIY fll: Suspicious Traffic




Syslog AV T Y wE > - LEEF

LEEF ¥ — Bz fig

evtSubCat AR bOYTHTIY | Fl:Email

fileHash SHA-1 £l:
1EDD5B38DE4729545767088C5CAB
395E4197C8F3

filePath T7AIINR fl: SHARE\\

fileType KEDT7AILEZAT | F: 1638400

fname 771I%E £ excel.rar

fsize T7AIILTAX f5ll: 131372

hackerGroup Ny h—=TN—TF f5ll: Comment Crew

hackingCampaign Ny £ THREDEIR fll: Aurora

hostName R MG f5l: CLIENT1

interestedIp ARIREIP f: 10.1.144.199

mailMsgSubject X=ILDE5 f: hello

malFamily REZOYSL77=1) | fl:Duqu

malName REZFOTS L% f: HEUR_NAMETRICK.A

malType REFOUSLOEE | Bl MALWARE

mitigationTaskld

Mitigation D1 X~ k&
A7 1D

f5]: dc036ach-9a2e-4939-8244-
dedbda9ec4ba

msg HiiE f5: HEUR_NAMETRICK.A - SMTP
(Email)
oldFileHash X—=IE 7 71ILD £l:
SHA-1 1EDD5B38DE4729545767088C5CAB
395E4197C8F3
oldFileName X—=ILMI 7 71L& 151): excel.rar
oldFileSize X—ILFME 7 71 )LD | Fl: 150000

1X

31
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LEEF ¥ — Bz fig
oldFileType X=ILHME T 71 ILDAR | Hl: 1638400
17
pAttackPhase — IR EG P « Intelligence Gathering
+ Point of Entry
« Command and Control
Communication
» Lateral Movement
+ Asset and Data Discovery
+ Data Exfiltration
« Nil (29 2HERRELL)
pComp Rt fll: VSAPI
peerlP E7IPT7RLZR f:10.1.144.199
proto Okl fl: sMTP
protoGroup JaraNgn—=> l: SMTP
ptype FTVr— 3> OfFEE | IDS
requestClientApplication | A—HI—S x> bk Bl 1E
riskType BENGZU R c0:BtRion) =R o
- LBENBRY R
ruleld JL=JLID i 52
sAttackPhase ORI RSP f: Point of Entry
sev BXRE . 2: 158
c 418
« 6
85
shost EETRR b f): shostl

32



Syslog AV T Y wE > - LEEF

LEEF F— SR &
sOSName FEETHRA RD 0S f5ll: Android
src REETIP7RLZXR f:10.1.144.199
srcGroup EETTARR MIBEID HT | B monitorl
5NTWERyY kT—2
TN—7
srcMAC EfE7T MAC f51l: 00:0C:29:6E:CB:F9
srcPort FETHR— b 0~65535 D&
srcZone FETY — > c 0:BERRRY FO—OH
 LERANRRY R,
893
 2BERNRRY FT—TR.
FELAEV
suid d—%4% f5: User1
suser X—LXEE f: suserl
sUserl EETI—H41 l: admin

sUserlLoginTime

FEExIA-YoOsA4>
Bzl 1

fl: Mar 09 2015 17:05:21 GMT+08:00

sUser2

EfEma—v4%2

fll: admin

sUser2LoginTime

EEmTA—Yoas+>
Bl 2

f5]: Mar 09 2015 17:05:21 GMT+08:00

sUser3

FETI—H4 3

5]: admin

sUser3LoginTime

RETI-FoOs+>
Bzl 3

fl: Mar 09 2015 17:05:21 GMT+08:00

33
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LEEF ¥ — Bz fig
threatType BROEE c ARERIAVTIY
o L FIEREME
« 2. RNEEE
X EFaUToR-ILER
c&aJL—Ux7T
url URL f3l: http://1.2.3.4/query?term=value
vLANId VLAN ID 0~~4095 DfE
a7 O

ﬁ AR

LEEF 0 #2258, A XV MNettr 2 7XUI DS 1<009>) T
X F3,

LEEF:1.0|Trend Micro|Deep Discovery Inspector|3.8.1175|SECUR
ITY_RISK_DETECTION|devTimeFormat=MMM dd yyyy HH:mm:ss z<009>
ptype=IDS<009>dvc=10.201.156.143<009>deviceMacAddress=00:0C:
29:A6:53:0C<009>dvchost=ddi138-143<009>deviceGUID=6B593E17AFB
7-40FBBB28-A4CE-0462-A536<009>devTime=Mar 09 2015 11:58:24 G
MT+08:00<009>sev=6<009>protoGroup=HTTP<O09>proto=HTTP<O09>VvVL
ANId=4095<009>deviceDirection=1<009>dhost=www. freewebs.com<0
09>dst=216.52.115.2<009>dstPort=80<009>dstMAC=00:1b:21:35:8b
:98<009>shost=172.16.1.197<009>src=172.16.1.197<009>srcPort=
12121<009>srcMAC=fe:ed:be:ef:5a:c6<009>malType=MALWARE<QO9>s
AttackPhase=Point of Entry<009>fname=setting.doc<009>fileTyp
€=0<009>fsize=0<009>ruleId=20<009>msg=HEUR_NAMETRIC

K.A - SMTP (Email)<009>deviceRiskConfidencelLevel=2
<009>url=http://www.freewebs.com/setting3/setting.doc
<009>pComp=CAV<009>riskType=1<009>
srcGroup=Default<009>srcZone=1<009>dstZone=0<009>dete
ctionType=1<009>act=not blocked<009>threatType=1<009>interes

34




Syslog AV T Y wE > - LEEF

tedIp=172.16.1.197<009>peerIp=216.52.115.2<009>hostName=www.
freewebs.com<009>cnt=1<009>aggregatedCnt=1<009>cccaDestinati
onFormat=URL<009>cccaDetectionSource=GLOBAL_INTELLIGENCE<Q09
>cccaRiskLevel=2<009>cccaDestination=http://www.freewebs.com
/setting3/setting.doc<009>cccabDetection=1<009>evtCat=Callbac
k evtSubCat=Bot<009>pAttackPhase=Command and Control Communi

cation

LEEF ERXDEXET7 IV r—oa>nd

R a2 LEEFEROBZIE7 SV r—v 304

LEEF ¥ — PR fig
Header (logVer) LEEF el /N— 3> | LEEF: 1.0
Header (vendor) TTISATUADRUA | Trend Micro
Header (pname) FTTZAT7 2 RE M Deep Discovery Inspector

Header (pver)

TISATADN=

3

fl: 3.8.1181

Header (eventName) IR R DISRUPTIVE_APPLICATION_DETECTI
ON

aggregatedCnt S5 .1

cnt T fl: 1

deviceDirection

NTy b DR

o 0: XS TTHER
o LEXETTHNER
. 2: RER

deviceGUID

f1): 6B593E17AFB7-40FBBB28-
A4CE-0462-A536

deviceMacAddress

f51]: 00:0C:29:6E:CB:F9

devTime

f51]: Mar 09 2015 17:05:21 GMT+08:00
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%

LEEF F— SR &
devTimeFormat Bzl o= MMM dd yyyy HH:mm:ss z
dhost FEFRRA N fll: dhost1
dOSName EEXRZA D OS fl: Android
dst REFLIPTRLR f1: 10.1.144.199
dstGroup EERRZMIBID HT | Al monitorl
5NTWERy kT—2
JgI—-7
dstMAC X5 MAC f: 00:0C:29:6E:CB:F9
dstPort EERR— K 0~65535 DB
dstZone RELY—> c CESRERRY bT—o4
c LESRERRY bTO—0R.
895
 2BERERRY FT—0R,
FELAEV
dvc FPFZAT7ROIPT | f:10.1.144.199
RLX
dvchost T7S5AT72ADBR b | Fl: localhost

interestedIp ERTARETIP f1:10.1.144.199

msg B fll: Deep Discovery Inspector
detected the protocol in your
monitored network.

pComp Rt Bll: VSAPI

peerlP E7IPT7RLZR f: 10.1.144.199

proto paull Py Bl: SMTP

protoGroup Joransgn—-= Bl: SMTP

ptype FTVr— 3> OFEE | IDS
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LEEF ¥ — BLEE fis

sev BEXE . 2: 158
. 4K
. 6/
=

shost EETHRR M fl: shost1

sOSName EETTRR FD 0S fil: Android

src EKETIP7RLZR fil: 10.1.144.199

srcGroup EETTRR MMIEID HT | f: monitorl

SNTVWESxRY hT—7
TN—7

srcMAC IXE7T MAC f1l: 00:0C:29:6E:CB:F9

srcPort EETR— b 0~65535 DE

srcZone EETY -V c 0:BERNRRY -4
- LERNERY FU—TR.

(ELEER)
c 2BERENRRY FT—OR,
BRELAEL

threatType EZRoEE 6

vLANId VLAN ID 0~4095 DfE

1 7 Dl

AE
ﬁ LEEF 0 7SI 2T 25813, ARV MNEMR X 7XY)h &5 <009>) T

XY1H 9,

LEEF:1.0|Trend Micro|Deep Discovery Inspector|3.8.1175|DISRU
PTIVE_APPLICATION_DETECTION|devTimeFormat=MMM dd yyyy HH:mm:
ss z<009>dvc=10.201.156.143<009>deviceMacAddress=00:0C:29:A6
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:53:0C<009>dvchost=ddi38-143<009>deviceGUID=6B593E17AFB7-40F
BBB28-A4CE-0462-A536<009>ptype=IDS<009>devTime=Mar 09 2015 1
4:20:38 GMT+08:00<009>sev=2<009>protoGroup=STREAMING<009>pro
to=WMSP<009>VLANId=4095<009>deviceDirection=1<009>dhost=12.1
90.48.13<009>dst=12.190.48.13<009>dstPort=80<009>dstMAC=00:1
7:9a:65:f3:05<009>shost=192.168.33.2<009>src=192.168.33.2<00
9>srcPort=35125<009>srcMAC=00:16:6f:al:3d:7a<009>msg=Deep Di
scovery Inspector detected the protocol 1in your monitored ne
twork.<009>pComp=CAV<009>threatType=6<009>srcGroup=Default<0
09>srcZone=1<009>dstZone=0<009>interestedIp=192.168.33.2<009
>peerIp=12.190.48.13<009>cnt=1<009>aggregatedCnt=1

LEEF s Web L E 2 FT—> 305

K43 LEEFFERD Web LE 27— 3>0O4

38

LEEF F— rER fig
Header (logVer) LEEF FeRRD/N—2 3> | LEEF: 1.0
Header (vendor) TTISATIRADRYA | Trend Micro
Header (pname) TTS5AT7 > REH Deep Discovery Inspector

Header (pver)

TFISATVRAON=

3/

f5l: 3.8.1181

Header (eventName)

IRV b

WEB_THREAT_DETECTION

cccaDetection

CCCA D&

0Fflx1

cccaDetectionSource

CCCA O Di&HTT

» GLOBAL_INTELLIGENCE
» VIRTUAL_ANALYZER
» USER_DEFINED

cccaRiskLevel

CCCAURTLARIL

. 0: REH
- LK
« 2.

3=




Syslog AV T Y wE > - LEEF

LEEF £ —

Slullé

2|

fig

deviceDirection

NTy b DR

o 0: XETTHER
o LEXETTHNER
. 2: RER

deviceGUID TTZAT>AD GUID | fll: 6B593E17AFBT-40FBBB28-
AA4CE-0462-A536
deviceMacAddress TTSAT 2V RD MAC f51]: 00:0C:29:6E:CB:F9
T7RELX
devTime 04 £ %) fll: Mar 09 2015 17:05:21 GMT+08:00
devTimeFormat ESAlo) v MMM dd yyyy HH:mm:ss z
dhost EEHHRI A f5ll: dhost1
dOSName FEEHLER FD 0S {51l: Android
dst RELIPTRLZR f: 10.1.144.199
dstGroup EEFAR MMIEID HT | Bl monitorl
5NTWEHRy kT—2
gI—-=
dstMAC ZE(S5E MAC f1: 00:0C:29:6E:CB:F9
dstPort FEFAR— b 0~65535 D1l
dstZone EER—> ¢ 0:BERRERRY FO—OH
 LERERRY FO—JR.
893
 2ERNRRY NT—TR.
LBV
duser X—=ILZEE 5l]: duser1
dvc TTSAT7AOIP T | $:10.1.144.199
FLX
dvchost TTS5AT7RADBXE | i localhost
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LEEF ¥ — Bz fig
hostName R M f: CLIENT1
interestedIp ERTARETIP f1: 10.1.144.199
mailMsgSubject X=ILDH%4 f: hello
msg B f: Dangerous URL in Web

Reputation Services database -
HTTP (Request)

pComp BT Bll: VSAPI
peerlP E7IP7RLZX f511: 10.1.144.199
proto paull Suply Bl: SMTP
protoGroup Joragn—-=7+ %l: SMTP
ptype FTVr—3 > 0OFEE | IDS
requestClientApplication | I—HI—> x> bk fl: 1
riskScore 237 . 49
sev BXRE . 2: 158

- 418

. 6.

-85
shost EETRR b f: shost1
sOSName EETHRR D 0S f: Android
src EETIPTRLR f1l: 10.1.144.199
srcGroup EETARR MIBID HT | Bl monitorl

S5NTVWERY kT—7
gnN—=7

SrcMAC XfE7T MAC f5: 00:0C:29:6E:CB:F9
srcPort EfETTR— k 0~65535 DfE
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LEEF F— B! fig
srcZone EETY—> 0 BERENRRY -4
- LERNRRY FT—TR.
ERT 3
« 2EBERNRRY FT—TR,
EELAEL
suser X—JLXEE f: suser1
threatType ZRDES 5
url URL f3l: http://1.2.3.4/query?term=value
urlCat A7V f: Gambling
vLANId VLAN ID 0~4095 DfE
a7 Dl

ﬁ AR

LEEF 0 J#XEHHT 355813, 41XV FMElE2 2 TXKEI Y5 <009>) T

XEIH £5,

LEEF:1.0|Trend Micro|Deep Discovery Inspector|3.8.1175|WEB_T
HREAT_DETECTION |devTimeFormat=MMM dd yyyy HH:mm:ss z<009>dvc
=10.201.156.143<009>deviceMacAddress=00:0C:29:A6:53:0C<009>d
vchost=ddi38-143<009>deviceGUID=6B593E17AFB7-40FBBB28-A4CE-0
462-A536<009>ptype=IDS<009>devTime=Mar 09 2015 14:06:36 GMT+
08:00<009>sev=6<009>protoGroup=HTTP<OO9>proto=HTTP<O09>VLANI
d=4095<009>deviceDirection=1<009>dhost=www. freewebs.com<009>
dst=216.52.115.2<009>dstPort=80<009>dstMAC=00:1b:21:35:8b:98
<009>shost=172.16.1.197<009>src=172.16.1.197<009>srcPort=121
21<009>srcMAC=fe:ed:be:ef:5a:c6<009>hostName=www. freewebs.co
m<009>msg=Dangerous URL in Web Reputation Services

database - HTTP (Request)<009>url=http:

//www . freewebs.com/setting3/setting.doc<009>
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pComp=TMUFE<009>srcGroup=Default<009>

srcZone=1<009>dstZone=0<009>urlCat=
Disease Vector<009>riskScore=49<009>threatTy
pe=5<009>interestedIp=172.16.1.197<009>

peerIp=216.52.115.2

LEEF s> XF.L0%

R a4 LEEFEROS X T L0OY

42

LEEF ¥ — Bz fig
Header (logVer) LEEF el /N— 3> | LEEF: 1.0
Header (vendor) TTIS2ATYADARA | Trend Micro
Header (pname) FTTo2AT 2 RE M Deep Discovery Inspector

Header (pver)

TISATADN=

3

fl: 3.8.1181

Header (eventName)

IRV L&

+ PRODUCT_UPDATE
+ SYSTEM_EVENT

deviceGUID

f5l: 6B593E17AFB7-40FBBB28-
A4CE-0462-A536

deviceMacAddress TTS5AT >V AD MAC f51]: 00:0C:29:6E:CB:F9

T7RLX
devTime O 4 R f5ll: Mar 09 2015 17:05:21 GMT+08:00
devTimeFormat ESAllo)iva MMM dd yyyy HH:mm:ss z

dvc FTISATVADOIP T | f:10.1.144.199
FL X
dvchost TFZATADKRR L | fl: localhost
%
msg B f): The system time setting has
been changed.
ptype FFVr—a>nf@EE | DS




Syslog AV T>YIwEYY -

LEEF

LEEF ¥ — Bz fig
sev BRE . 2: 158
4 EH
6 EBE
Bl: 2
usrName THAOY f: admin
eventDetail AR ~DOFFM f5ll: Enable Virtual Analyzer. Type:
internal.
a7 O
AR

4

LEEF 0 X EHHT 355813, AXV MElhE2 X TRYI Y5 <009>) T

XY1h %5,

LEEF:1.0|Trend Micro|Deep Discovery Inspector|3.8.1175|SYSTE
M_EVENT |dvc=10.201.156.143<009>deviceMacAddress=00:0C:29:A6:
53:0C<009>dvchost=ddi38-143<009>deviceGUID=6B593E17AFB7-40FB
BB28-A4CE-0462-A536<009>ptype=IDS<009>devTimeFormat=MMM dd y
yyy HH:mm:ss z<009>sev=2<009>msg=The system time setting has
been changed.<009>devTime=Mar 09 2015 16:46:08 GMT+08:00

LEEF e DHEHBERERDOHZ 17> hOd

5K 4-5. LEEF XX OMEBEEROHZ 1 > TF > ~OY

LEEF F— ErER fig
Header (logVer) LEEF FsZD/N—2 3> | LEEF: 1.0
Header (vendor) TTIS5ATYADARYA | Trend Micro
Header (pname) TF5AT R Deep Discovery Inspector
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44

LEEF ¥ — B &
Header (pver) FTTISATAON— | #l:3.8.1181
EPZ
Header (eventName) AR+ SUSPICIOUS_BEHAVIOUR_DETECTI

ON

data0 HERFRT—%0 Additional attribute values
datal HHEERERT—4% 1 Additional attribute values
data2 HERAREMR T — & 2 Additional attribute values
data3 1ERAERT— 42 3 Additional attribute values
data4 1ERARER T — R 4 Additional attribute values
data5 1ERARER T — 4 5 Additional attribute values
data6 1ERARER T — 4% 6 Additional attribute values
data7 BRI —4% 7 Additional attribute values
data8 HERERRT— 4% 8 Additional attribute values
data9 HEERRT—% 9 Additional attribute values

deviceDirection

NTw b DR

. 0: IXETTHAER
. LIXETTHRER

. 2: REH
deviceGUID TTZAT>AD GUID | fll: 6B593E17AFB7-40FBBB28-
A4CE-0462-A536
deviceMacAddress TT5AT 2V RD MAC f51]: 00:0C:29:6E:CB:F9
T7RELX
devTime O % L fll: Mar 09 2015 17:05:21 GMT+08:00
devTimeFormat ESAlo) v MMM dd yyyy HH:mm:ss z

dvc

TISATADIPT
FLX

f51l: 10.1.144.199




Syslog AV T Y wE > - LEEF

LEEF F— SR &
dvchost TFIZ2AT7ADEX | fl: localhost
%
interestedHost BRI DR+ f5ll: trend.net

interestedlp

EEHIAREIP

f51]: 10.1.144.199

interestedMacAddress ABHTBMAC 7 RLX | fl:00:0C:29:6E:CB:F9
interestedUser ABT31-HE1 Bll: user1
interestedUser2 pe = e Y Ry W) Bll: user2
interestedUser3 ABT31—%43 Bll: user3
pComp 7T Correlation
proto paull Suply fl: SMTP
ptype FTVr— 3> OfFEE | IDS
ruleld JL=JLID f: 52
ruleName =% fll: This host has responded to DNS
queries.

sev BXRE . 2: 158

- 418

< 6:F

-8
threatName BRI f): Malicious Bot
threatType BROESE f: Malware-related
userGroup a1—4¥INL—-7 f5l: Default
a7 Ol
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3B
—4 LEEF 0 ZHt 2l 25813, 41> NEMR X 7RYID 08 <0095 T
ECIDES M

LEEF:1.0|Trend Micro|Deep Discovery Inspector|3.8.1181|SUSPI
CIOUS_BEHAVIOUR_DETECTION|devTimeFormat=MMM dd yyyy HH:mm:ss
z<009>deviceMacAddress=00:0C:29:A6:53:0C<009>dvchost=ddi38-
143<009>pComp=Correlation<009>dvc=10.201.156.143<009>ptype=1
DS<009>deviceGUID=D2C1D6D20FF8-4FC98F92-25EB-D7DA-AFQE<009>d
evTime=Mar 11 2015 22:05:50 GMT-04:00<009>sev=2<009>1interest
edIp=172.16.0.100<009>1interestedHost=172.16.0.100<009>1intere
stedMacAddress=00:0c:29:70:45:...36<009>ruleld=47<009>ruleNa
me=This host has responded to DNS queries.<009>threatType=Un
registered Service<009>threatName=Unregistered DNS Server<Q0
9>proto=DNS Response<009>userGroup=Default<009>deviceDirecti
on=1

LEEF e DIRE T FS5r¥OJ: 72 71 IV thA
N>k
R 4-6. LEEFFERD 7 7 A ILPIRARY b

LEEF F— ER fig
Header (logVer) LEEF el /N— 3> | LEEF: 1.0
Header (vendor) TISATIADRUA | Trend Micro
Header (pname) TrS5A4T7 > RBEH Deep Discovery Inspector
Header (pver) TTSAT7RADN— | fi:3.8.1181
E
Header (eventName) ARV M FILE_ANALYZED
deviceGUID TTSAT XD GUID | fl: 6B593E17AFB7-40FBBB28-
A4CE-0462-A536
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LEEF £ —

8

fig

deviceMacAddress

TTZ4T > AD MAC
T7RLZX

f51]: 00:0C:29:6E:CB:F9

deviceOSName

BYRRY T ZA A=Y
DEE

SandboxlmageType

deviceProcessHash LEfID SHA-1 £l:
1EDD5B38DE4729545767088C5CAB
395E4197C8F3

devTime PHTEFZY fll: Mar 09 2015 17:05:21 GMT+08:00

devTimeFormat Bzl DRz MMM dd yyyy HH:mm:ss z

dvc FPTZAFTVADIPT | 5:10.1.144.199
FL X
dvchost TFIZ2AT7ADEZX L | fl: localhost
%
fileHash 7 71 I)L®D SHA-1 £l:
1EDD5B38DE4729545767088C5CAB
395E4197C8F3
fileType REOT7AILEAT | Hl: WIN32 EXE
fname T71IL% f5ll: excel.rar
fsize T71IT1X 5: 131372
gridlsknownGood GRID WMEE L HSNT O RERT 7L
\
wa LRI AL
s LEERT A
malName DA1ILRE f5: HEUR_NAMETRICK.A
pcapReady PCAP fEFE ] BE fl: 1
pComp R + Sandbox

« UDSO (A—HI8EDFRBEA T
U k)
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LEEF F— ELE fig
rozRating ROZ L—F 1> «c0: URT%L
cLURVE
« 2 RUH
<X URIE
sev BEXRE 3 (EE1E)
o 7 Dl

ﬁ AR

LEEF 0 72 E T 35813, ARV Mattd g 77X h s <009>) T
Xbh %3,

LEEF:1.0|Trend Micro|Deep Discovery Inspector|3.8.1181|FILE_
ANALYZED|devTime=Mar 11 2015 07:36:27 GMT-04:00<009>devTimeF
ormat=MMM dd yyyy HH:mm:ss z<009>sev=3<009>pComp=Sandbox<009
>dvc=10.201.156.143<009>dvchost=ddi38-143<009>deviceMacAddre
$5=00:0C:29:A6:53:0C<009>deviceGUID=D2C1D6D20FF8-4FC98F92-25
EB-D7DA-AFQE<Q09>fname=mwsoemon.exe<009>fileHash=89DE67C5220
91EE259533D9CBDDF37DDB8C8D636<009>malName=Possible_Virus<009
>fileType=WIN32 EXE<009>fsize=59392<009>device0SName=MAK_win
7splen_offices_noab_TL<009>gridIsKnownGood=-1<009>rozRating=
1<009>pcapReady=1

LEEF EXNDRET7 F 51 OJ: ZELWFEIA
>k
K47 LEEF FZROZE L VIRV b
LEEF F— £HEE (=
Header (logVer) LEEF el /N— 3> | LEEF: 1.0
Header (vendor) TTISATADAR>A | Trend Micro
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LEEF F— SR &
Header (pname) TIIAT R Deep Discovery Inspector
Header (pver) TISATADN— | #:3.8.1181
EPZ
Header (eventName) AR+ NOTABLE_CHARACTERISTICS
deviceGUID TT7ZA4T7>AD GUID | fll: 6B593E17AFB7-40FBBB28-
A4CE-0462-A536
deviceMacAddress T FZAT>AD MAC | fl: 00:0C:29:6E:CB:F9
7RLR

deviceOSName

B RRY IR A=Y
DIELE

f: win7

devTime B f): Mar 09 2015 17:05:21 GMT+08:00
devTimeFormat ESAlo) v MMM dd yyyy HH:mm:ss z
dvc FFZATADIP T | f:10.1.144.199
FLX
dvchost TTSATADEKRR L | Fl: localhost
%
fileHash 7741 ILD SHA-1 £l
1EDD5B38DE4729545767088C5CAB
395E4197C8F3
fileType REDT7AILEZALT | fFl: WIN32 EXE
fname T771IL% f: excel.rar
fsize e 1% R 4 fll: 131372
msg S f5ll: www.chapisteriadaniel.com
pComp BT Sandbox

ruleCategory

BRRUS—%4

fl: Internet Explorer Setting
Modification

ruleName

EBERANY ~ODH

fll: Modified important registry
items
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LEEF F— B &
sev EXE 6 (EEfE)

o 7 Dl

ﬁ AR

LEEF n ZHXZ2H T 25813, A XY MNEltze 2 7XYID s <009>) T
XEIH £5,

LEEF:1.0|Trend Micro|Deep Discovery Inspector|3.8.1181|NOTAB
LE_CHARACTERISTICS |devTime=Mar 11 2015 05:00:26 GMT-04:00<00
9>devTimeFormat=MMM dd yyyy HH:mm:ss z<009>sev=6<009>pComp=S
andbox<009>dvc=10.201.156.143<009>dvchost=ddi38-143<009>dev1i
ceMacAddress=00:0C:29:A6:53:0C<009>deviceGUID=D2C1D6D20FF8-4
FC98F92-25EB-D7DA-AFOE<009>fname=DTAS_WIN32_07<009>fileHash=
672B1A8ADB412C272CCA21A214732C447B650349<009>fileType=WIN32
EXE<009>fsize=290304<009>ruleCategory=Suspicious network or
messaging activity<009>ruleName=Queries DNS server<009>msg=0
12webpages.com<009>deviceOSName=MAK_win7splen_offices_noab_T
L

LEEF FERDRET7F>1/FOJ I E5VX NS
VL) RS A KA o

K48 LEEFIERDIET VA M SIS avAARY

LEEF F— ErER fig
Header (logVer) LEEF FERD/N— 3> | LEEF: 1.0
Header (vendor) TTSATVRADARA | Trend Micro
Header (pname) TFAT 2 R8E Deep Discovery Inspector
Header (pver) FTISATAON— | #l:3.8.1181
E
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LEEF ¥ — Bz fig
Header (eventName) ARV M DENYLIST_CHANGE
act AR DR « Add
* Remove
deviceExternalRiskType 2o LRI + Low
+ Medium
« High

« Confirmed malware

deviceGUID

f5ll: 6B593E17AFB7-40FBBB28-
A4CE-0462-A536

deviceMacAddress TTSAT 2 AD MAC f51]: 00:0C:29:6E:CB:F9
T7RLZX
devTime axiin:=3 f5]: Mar 09 2015 17:05:21 GMT+08:00
devTimeFormat Bzl DRz MMM dd yyyy HH:mm:ss z
dhost FEHLHRA M f3ll: insta-find.com
dpt DE—FR—F 0~65535 DB
dst DE—FIPF7RLZR f51l: 10.1.144.199
dvc TPITSATADIPT | #:10.1.144.199
RLX
dvchost TTS5AT7RADEZ L | i localhost
%
end L7 R— METEFZ) fll: Mar 09 2015 17:05:21 GMT+08:00
fileHash 7 7LD SHA-1 £l:
1EDD5B38DE4729545767088C5CAB
395E4197C8F3
pComp - dasban Sandbox
sev BEAE 3 (EEfE)
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52

LEEF ¥ — Bz fig
type BT X ~OEE « Deny List IP/Port
« Deny List URL
+ Deny List File SHA1
+ Deny List Domain
url URL Bl http://1.2.3.4/
a2 O fl:

ﬁ AR

LEEF n XA T 25581k, A XY FEMEE2 2 XU D E <009>) T
Xt 3,

LEEF:1.0|Trend Micro|Deep Discovery Inspector|3.8.1181|DENYL
IST_CHANGE |devTime=Mar 11 2015 05:00:42 GMT-04:00<009>devTim
eFormat=MMM dd yyyy HH:mm:ss z<009>sev=3<009>pComp=Sandbox<0
09>dvc=10.201.156.143<009>dvchost=ddi38-143<009>deviceMacAdd
ress=00:0C:29:A6:53:0C<009>deviceGUID=D2C1D6D20FF8-4FC98F92-
25EB-D7DA-AFOE<Q09>end=Apr 10 2015 05:00:26 GMT-04:00<009>ac
t=Add<009>dhost=ourdatatransfers.com<009>deviceExternalRiskT
ype=High<009>type=Deny List Domain
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54 R—T D
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80 R—I D

ITMEF XD & n 7

TMEF B EFET SV r—yarvn)

TMEF JERRD Web L ¥ 27— a>m )

TMEF 6D > 27 21 2

ITMEF JEXOMHBERROH 2 4 > F >~ br )

ITMEF TGO 7 F 74 a2 7 7 A VoA X b
ITMEF FEROIREE 7 F 7 4 a7 FLWRHEA RV b
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arsARY ]
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TMEF oD ERE O S

R 5-1. TMEFFER DB O

TMEF ¥ — rER fig
Header (logVer) TMEF FERXD/N—2 3> | CEF:0
Header (vendor) TTISATYRADRYA | Trend Micro
Header (pname) TTS5A4T7 > REH Deep Discovery Inspector
Header (pver) TTIS5AT7ADN— | fl:3.8.1181
=
Header (eventid) AR KID + 100100
» 100118
« 100119
Header (eventName) IRV N « MALWARE_DETECTION

MALWARE_OUTBREAK_DETECT
ION

SECURITY_RISK_DETECTION

Header (severity) BEXE . 2: 18R
< 4R
. 6
85
act ARy ~DIIE blocked 7z ld not blocked
app paull Suply fl: HTTP
appGroup JaraNgn—=> fl: HTTP
compressedFileHash E#E7 71 )LD SHA-1 Ai:
1EDD5B38DE4729545767088C5CAB
395E4197C8F3
compressedFileName ;’—73*(7[7\]0)7 7L | fl: mtxlegih.dll
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TMEF F— Bz fig
compressedFileType KEOT7AINERATS fl:0
ent g Bl:1
cnl CCCA DR 0 F7id1
cnllabel CCCA D& CCCA_Detection
cn2 APTEBEANY bZTRY | 0 FflF1
cn2Label APT BB N> b %R | APT Related
cn3 BENGR R - 0:BfHIDU XU
- LBENBRY R
cn3Label BEWNRY R Deep Discovery_PotentialRisk
cn4 ZROES O RERIAVTIV
o L FIERENME
- 2 REBEE
«3tFaUToR—ILER
c&aJL—Ux7T
cn4Label ZRDESR Deep Discovery_ThreatType
cn5 S5 f: 1
cn5Label S5 AggregatedCnt
cné CCCAURTLARIL . 0: ~BH
. LK
o 2:FR
3 E
cnéLabel CCCA ) R LANJL CCCA_RiskLevel
cn? Ea—-URF1vI75 0 EEa-URTrvIERH

7

clbEa—URTavI&EE
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TMEF & — B fig
cn7label Ea—URFT«1vT7T3 | HeurFlag
5
csl FyvRILEA fll: IRCChannell
csllabel FryxILg IRCChannelName
cs2 R SN f5l: IRCUser1
cs2Label ZwoxR—L IRCUserName
cs3 KR+ fl: CLIENT1
cs3Label KA+ HostName_Ext
cs4 FEETRA MMZEID HT | f: monitorl
S5NTWVWE3Ry kT—7
JgI—=
cs4label RETTR R MMIEID HT | Deep Discovery_SrcGroup
S5NTWVWExRy kT—7
gIn—-7
cs5 EETY —> . 0:BERERRY hO—04
s LESRWRRY hTO—JRA.
5893
 2EBERERARY =R,
FELEWV
cs5Label EETY—> Deep Discovery_SrcZone
cs6 mEDEE . 0: BXRn s
. LERHOES
. 2:OPS DIRH
cs6Label RHOREE Deep Discovery_DetectionType
cs7 BOT OVY K fl: COMMIT
cs7Label BOT AN >V K BOT_CMD
cs8 BOT URL f5]: trend.com
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TMEF F— Bz fig
cs8Label BOT URL BOT_URL
cs9 RIEEFARR MMIBID HT | F: monitorl
S5NTVWBRY hT—7
gI—7
cs9Label RIEHAR R MMIBID HT | Deep Discovery_DstGroup
S5NTWVWBRY hT—7
TIN—7
cs10 EERY—> - 0:EERNR R Y bTU—U4
« LERWRRY FT—-TRA.
()
« 2ERNRRY FT—-TAL
ERELBV
csl0Label EERY—> Deep Discovery_DstZone
csll CCCA OY DiEHTT + GLOBAL_INTELLIGENCE
» VIRTUAL_ANALYZER
« USER_DEFINED
« RELEVANCE_RULE
cslllabel CCCA O DRt TT CCCA_DetectionSource
cs12 CCCATRLZR fll: 10.1.144.199
cs12Label CCCA7 FL X CCCA_Destination
csl3 CCCA DF&EE « IP_DOMAIN
» [P_DOMAIN_PORT
« URL
« EMAIL
cs13Label CCCA DFEHA CCCA_DestinationFormat
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TMEF ¥ —

Slullé

2|

fig

deviceDirection

NTy b DR

o 0: XETTHER
o LEXETTHNER
. 2: REH

f5l: 6B593E17AFB7-40FBBB28-

deviceGUID T FZA4T > RD GUID
A4CE-0462-A536
deviceMacAddress TTZAT XD MAC | fl: 00:0C:29:6E:CB:F9
TRELR
devicePayloadId YLERATBER 7 r —IL N, | fAl:
FZ2K: {threat_type}: « PCAP 7 71 LH'ERIG SN B
{log_id}:{with pcap file e 2:10245:P
captured}{:extensions}* . PCAP 7 7 LABES Ns
VIS E: 2:10245:
deviceRiskConfidenceLeve | ¥IEDRERM 13
l «2:8h
- 3R
. 0: KER
dhost EEFXKRR b f: dhost1
dmac X{S5% MAC f5ll: 00:0C:29:6E:CB:F9
dOSName EEFARR D 0S f: Android
dpt EERR—H 0~65535 DB
dst EERIPTRLR f1l: 10.1.144.199
duser X—IZEE f: duserl
dUser1 XEXI-—HY41 f: admin

dUserlloginTime

XEkZ1I—HYons4y
Bzl 1

fl: Mar 09 2015 17:05:21 GMT+08:00

dUser2

XExRI-Y4H2

5: admin
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TMEF ¥ —

Slullé

2|

fig

dUser2LoginTime

ek -—FoOs+>
Bl 2

fl: Mar 09 2015 17:05:21 GMT+08:00

dUser3

REEI—YH 3

fll: admin

dUser3LoginTime

EERI-—FoOos+y
Bl 3

f5]: Mar 09 2015 17:05:21 GMT+08:00

dvc TISATYADIPT | f:10.1.144.199
FLXR
dvchost TIZATRADKR L | fl: localhost
4
evtCat ARV bOATIY f: Suspicious Traffic
evtSubCat AR OHTHFIY | Fl: Email
externalld mEZR o} f: 11
fileHash SHA-1 B
1EDD5B38DE4729545767088C5CAB
395E4197C8F3
filePath T7AIINR ffll: SHARE\\
fileType EBOT7AINEAT | Bl 1638400
fname T71IL%E f5): excel.rar
fsize TZ7AIYAX f: 131372
hackerGroup Ny h—=TN—7F f5ll: Comment Crew
hackingCampaign Ny F I TREDOLIR | fl: Aurora
hostSeverity KA SDEKE B 4
interestedIp ABREARETIP f1: 10.1.144.199
mailMsgSubject X—LOH$ f: hello
malFamily REZFOYIS LT 7= | Hl:Duqu
malName RETOTS L% f5: HEUR_NAMETRICK.A
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TMEF % — SHBR &
malType RAEZOYZLDOEE | f: MALWARE
messageld XytE—2 1D £l):

<20090130042416.7060505@jovenci
tasvirgenes.com.ar>

mitigationTaskld

Mitigation D1 X~ k&
A7 1D

f5]: dc036acb-9a2e-4939-8244-
dedbda9ec4ba

oldFileHash A=A T 7LD | Bl
SHA-1 1EDD5B38DE4729545767088C5CAB
395E4197C8F3
oldFileName A=ILANT 71 % f5): excel.rar
oldFileSize X=ILARI 7 7 ILDY | f: 150000
1
oldFileType X=)LHM T 71 ILDA | Fl: 1638400
17
pAttackPhase — R ERRE « Intelligence Gathering
+ Point of Entry
+ Command and Control
Communication
+ Lateral Movement
« Asset and Data Discovery
+ Data Exfiltration
 Nil (ZEY 2HEERMELL)
pComp 7T f: VSAPI
peerlP E7IP7RLZX f511: 10.1.144.199
ptype FTVr— 3> O | IDS
reason b=z fl: ["Protocol: 4"]
request URL f3: http://1.2.3.4/query?term=value

requestClientApplication

dA—H%I—ozz>hk

fl: 1
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TMEF F— Bz fig
rt mEgen iS¢ ) Mar 09 2015 17:05:21 GMT+08:00
ruleld JL—JLID i 52
ruleName Bl f5ll: Email message sent through an
unregistered SMTP server
sAttackPhase /@427 « Intelligence Gathering
« Point of Entry
« Command and Control
Communication
+ Lateral Movement
+ Asset and Data Discovery
+ Data Exfiltration
* Nil (29 2HERRBELL)
shost EETRR M f5: shost1
smac XfE7T MAC fll: 00:0C:29:6E:CB:F9
sOSName RETHRR MD 0S f: Android
spt EETR—F 0~65535 D1l
src EETIPTRLR f1l: 10.1.144.199
suid -4 f: Userl
suser X—JLXEE f: suser1
sUserl XETI-—HY41 fl: admin

sUserllLoginTime

XET1I—Yons4y
Bzl 1

f5ll: Mar 09 2015 17:05:21 GMT+08:00

sUser2

BT~ 2

f5l: admin

sUser2LoginTime

RETI-HFoOs+>
Bzl 2

f5]: Mar 09 2015 17:05:21 GMT+08:00

sUser3

EETI—TE3

5]: admin
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TMEF ¥ —

%Il

A

fig

sUser3LoginTime

FExA-YoOsA4>
BFZ 3

fl: Mar 09 2015 17:05:21 GMT+08:00

vLANId

VLAN ID

0~4095 DB

a 7 Dl

CEF:0|Trend Micro|Deep Discovery Inspector |

5.0.1329|100100 |

MALWARE_DETECTION|8]| ptype=IDS dvc=172.22.9.32
deviceMacAddress=00:50:56:AD:03:BD dvchost=1localhost
deviceGUID=E9A3FA433916-4738984C-A4BF-84A0-D603

rt=Jun 22 2017 09:42:47 GMT+08:00 appGroup=HTTP
app=HTTP VvLANId=4095 deviceDirection=1 dhost=172.22.9.5
dst=172.22.9.5 dpt=57908 dmac=00:50:56:82:e7:a9

shost=172.22.9.54

smac=00:50:56:82:c6:ae

cs3Label=HostName_Ext

malName=Eicar_test_file
malType=Virus fname=eicarcom2.zip fileType=262340608
fsize=308 ruleld=0 ruleName=Eicar_test_file -

HTTP (Response) deviceRiskConfidencelLevel=0 cn3Label=Deep

Discovery_PotentialRisk cn3=0

Discovery_SrcGroup

€s3=172.22.9.54

src=172.22.9.54 spt=80

cs4lLabel=Deep

cs4=Default cs5Label=Deep Discovery_SrcZone cs5=1
cs9Label=Deep Discovery_DstGroup cs9=Default

cslOLabel=Deep

Discovery_DstZone cs10=1 cs6lLabel=Deep
Discovery_DetectionType
cs6=0 request=http://172.22.9.54/eicarcom2.zip

requestClientApplication=Wget/1.12

(Linux-gnu)

pComp=VSAPI act=not blocked cn4Label=Deep
Discovery_ThreatType
cn4=0 peerlIp=172.22.9.5
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fileHash=BEC1B52D350D721C7E22A6D4BBOA92909893A3AE
compressedFileName=eicar.com interestedIp=172.22.9.54
cnt=1 dOSName=Linux cn5Label=AggregatedCount

cn5=1 evtCat=Malware evtSubCat=Trojan cn2lLabel=APT
Related cn2=0 pAttackPhase=Point of Entry externalId=143

cn7Label=HeurFlag cn7=0 compressedFileType=327680

compressedFileHash=3395856CE81F2B7382DEE72602F
798B642F14140 hostSeverity=8 reason=["Malware:

Eicar_test_file'"]

devicePayloadId=0:143:P

TMEFFERROEZXET7 IV r—>a>nsd

K52 IMEFIEROEZE7 S r—>3>04

TMEF F— Bz fig
Header (logVer) TMEF XD /N— 3> | CEF:0
Header (vendor) TTI52ATADAR>A | Trend Micro
Header (pname) FTTo2AT 2 RE M Deep Discovery Inspector
Header (pver) TTSAT7RADN— | fi:3.8.1181
E Y
Header (eventid) ZZ1D 100120
Header (eventName) IRV N DISRUPTIVE_APPLICATION_DETECTI
ON
Header (severity) BEXE - 2: 155
c 41K
. 6:
85
app paull Suply fl: HTTP
appGroup JOoransn—-=-= fl: HTTP
cnt e fl: 1
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TMEF ¥ — B! fig
cn4 BROESR 6
cn4label BROES Deep Discovery_ThreatType
cn5 £ Bll: 1
cn5Label S5 AggregatedCnt
cs4 EETTRRA MIBID HT | fl: monitorl
LbNTWVWBRY bT—7
JI—=
cs4label RETTARR MMIEID HT | Deep Discovery_SrcGroup
B5NTWVWE3Ry hT—7
JI—=
cs5 EETY - « ERNRRY hT—o5
- LERENRRY FT—TRA.
BT 3
 2BERNRRY FT—TR.
EREL AL
cs5Label EETY—> Deep Discovery_SrcZone
cs9 EEFAR MMIEID HT | Bl monitorl
SNTWVWExRy hT—7
TN—
cs9Label REHAR R MMIEID HT | Deep Discovery_DstGroup
S5NTWVWERy =7
gI—=7
cs10 EELRYV—> 0 BERNRRY -4
 LERANRRY FT—JR.
R
c 2BEHRNRRY FT—TR.
EELAZL
cs10Label EEHRY—> Deep Discovery_DstZone
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TMEF ¥ —

Slullé

2|

fig

deviceDirection

NTy b DR

. 0: IXETTHAER
. LIXETTHRER

. 2: 7BH
deviceGUID TTZAT>AD GUID | fll: 6B593E17AFBT-40FBBB28-
A4CE-0462-A536
deviceMacAddress TTSAT 2V RD MAC f51]: 00:0C:29:6E:CB:F9
T7RELX

devicePayloadld

LARAJAER 7 ¢ —IL R,

FZ2K: {threat_type}:
{log_id}:{with pcap file
captured}{:extensions}*

£l:

« PCAP 7 71 ILHEIE SN B
me: 2:10245:P

« PCAP 7 71 LA ERE S N
WISE: 2:10245:

dhost FEFXRA N fll: dhost1
dmac RIS 5T MAC f: 00:0C:29:6E:CB:F9
dOSName EEXRZA D OS f5ll: Android
dpt EEFLR—k 0~65535 Dl
dst RELXIPTRELZR f4: 10.1.144.199
dvc TISAT7ADIPT | fl:10.1.144.199
FL X
dvchost TTSATVADEKEX L | Hl:localhost
%
externalld a4 Ip fl: 11
interestedIp ABREARETIP f:10.1.144.199
msg B fll: Deep Discovery Inspector
detected the protocol in your
monitored network.
pComp RHETT fl: VSAPI

65



Trend Micro Deep Discovery Inspector Syslog A>T WYX wvEY T HA R

TMEF F— PR fié
peerlP E7IPT7RLZR f:10.1.144.199
ptype FTVr—a3 > 0%EE | IDS
rt O &R f4): Mar 09 2015 17:05:21 GMT+08:00
shost FETTRA M fll: shost1
smac IX{E 7T MAC f5: 00:0C:29:6E:CB:F9
sOSName EETRR MDD 0S fl: Android
spt EETR— bk 0~65535 DB
src EETIPPRLR f4il: 10.1.144.199
VLANId VLAN ID 0~4095 D&

v 7 D

CEF:0|Trend Micro|Deep Discovery Inspector|5.0.1329]|
100120
DISRUPTIVE_APPLICATION_DETECTION|2|dvc=172.22.9.32
deviceMacAddress=00:50:56:AD:03:BD dvchost=1localhost
deviceGUID=E9A3FA433916-4738984C-A4BF-84A0-D603
ptype=IDS rt=Jun 22 2017 10:06:24 GMT+08:00 appGroup=P2P
app=eDonkey VLANId=4095 deviceDirection=1
dhost=10.1.100.223

dst=10.1.100.223 dpt=4662 dmac=00:0c:29:a7:72:74
shost=10.1.117.231 src=10.1.117.231 spt=39933
smac=00:30:da:2d:47:32 cn5Label=AggregatedCount
cn5=1 msg=Deep Discovery Inspector detected the
protocol 1in your monitored network. cn4lLabel=Deep
Discovery_ThreatType cn4=6 cs4lLabel=Deep
Discovery_SrcGroup

cs4=Default cs5Label=Deep Discovery_SrcZone cs5=1
cs9Label=Deep Discovery_DstGroup cs9=Default
cslOLabel=Deep
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Discovery_DstZone cs10=1 interestedIp=10.1.117.231
peerIp=10.1.100.223 pComp=CAV cnt=1 externalld=11
devicePayloadId=6:11:

TMEF 2D Web L E 25— 3045

KR53 TMEFFEEXD Web LE 2 F—>a>0O4

TMEF ¥ — ELL] fig
Header (logVer) TMEF XD /N— 3> | CEF:0
Header (vendor) TTISATUADRUA | Trend Micro
Header (pname) FTTZAT7 A& Deep Discovery Inspector
Header (pver) TTSAT7RADN— | fi:3.8.1181
E
Header (eventid) Z41D 100101
Header (eventName) ARV M WEB_THREAT_DETECTION
Header (severity) BERE . 2: 158
. 41K
. 6: 00
)
app Okl Bl: HTTP
appGroup JOcaNTIL—TF Bl: HTTP
cnl CCCA DRI 0 F7ld1
cnllabel CCCA D& CCCA_Detection
cn2 237 fil: 49
cn2label A7 Score
cn4 BROER 5
cn4Label ZROESE Deep Discovery_ThreatType
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68

TMEF & — B fig
cné CCCA U RU LRI « 0: RBF
« LK
« 2:F
3
cnéLabel CCCA U RI LRI CCCA_RiskLevel
cs3 KR+ f5l): CLIENT1
cs3Label KA L& HostName_Ext
cs4 EETTRR MMIEID HT | f: monitorl
S5NTVWExRy hJ—2
JgI—-=7
cs4label PFEIETTAR R MMCE)D HT | Deep Discovery_SrcGroup
5N TVWExRy hJ—2
TgN—7
cs5 EETY—> cESEERRY =04
s LESAWERRY hTO—0RA.
538893
c 2ESEERRY FTO—0R.
BERELAZV
cs5Label EETY —> Deep Discovery_SrcZone
cs9 FEFARRZ MMIEID HT | fl: monitorl
BNTWVWEdxRYy hTJ—7
TN—7
cs9Label RIEHAR R MMIEBID HT | Deep Discovery_DstGroup
BNTWBxRY hTJ—7
TgN—7
cs10 EEFRY—> - 0:BERERRY hT—04

 LERERRY FO—TJ R
53893

« 2ERWRRY FTO—JR.
FELAEV
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TMEF & — B fig
cs10Label RERY—> Deep Discovery_DstZone
csil CCCA OY DR TT « GLOBAL_INTELLIGENCE
« VIRTUAL_ANALYZER
« USER_DEFINED
« RELEVANCE_RULE
cslllabel CCCA O Di&HTT CCCA_DetectionSource
deviceGUID FPTZAT>ADGUID | fl: 6B593E17AFB7-40FBBB28-

A4CE-0462-A536

deviceMacAddress

17 > 2D MAC

73
FLX

NN

f51]: 00:0C:29:6E:CB:F9

devicePayloadld

HRERFTRER 7 1 —IL Ko

FZ2t: {threat_type}:
{log_id}:{with pcap file
captured}:extensions}*

£l:

« PCAP 7 71 L EB SN B
e 2:10245:P

« PCAP 7 71 ILH B SN
LB E: 2:10245:

dve TFZAT7VRDOIP T | f1:10.1.144.199
RLX

dvchost TTS5AT72ADERE | Fl: localhost
%

deviceDirection

NIy b DR

. 0:XXfETTHYINER
. LXfETTH AR

.« 2: 7NEH
dhost RELERA MG fl: dhost1
dmac IX(S5E MAC f5i]: 00:0C:29:6E:CB:F9
dOSName REFHARR BD OS f: Android
dpt EELRKR—H 0~65535 DE
dst EEFXIPTRLZR f4l): 10.1.144.199
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70

TMEF F— Bz fig
duser X—LZEH f: duserl
externalld aZ' b f: 11
hostSeverity KRR SDEKE fl: 4
interestedIp ARIARETIP f: 10.1.144.199
mailMsgSubject X—LOH% fl: hello
msg B fll: C&C Server URL in Web
Reputation Services database -
HTTP (Request)
pAttackPhase — IR B EG P « Intelligence Gathering
+ Point of Entry
+ Command and Control
Communication
+ Lateral Movement
» Asset and Data Discovery
» Data Exfiltration
o Nil (%29 2HERRELL)
pComp Rt fll: VSAPI
peerlp E7IP7RLZX f: 10.1.144.199
ptype FTVr—a3 > 0FEE | IDS
reason TEH f5ll: ["Protocol: 4"]
request URL f3l: http://1.2.3.4/query?term=value

requestClientApplication

AI-—HI-TIoh

fl: 1

rt O £ %) fl: Mar 09 2015 17:05:21 GMT+08:00
sAttackPhase TORBEERPE f: Point of Entry
shost FETHRA M f5ll: shost1
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TMEF F— PR fié
smac IXR{ETT MAC f4lJ: 00:0C:29:6E:CB:F9
sOSName EETTRR FD 0S fl: Android
spt RETR—k 0~65535 D1l
src EETIPPRLR f: 10.1.144.199
suser X—)LEEE fl: suserl
urlCat URL A7V f4ll: C&C Server
vLANId VLAN ID 0~-4095 D&

a7 O

CEF:0|Trend Micro|Deep Discovery Inspector|5.0.1329]|
100101 |WEB_THREAT_DETECTION|8|dvc=172.22.9.32
deviceMacAddress=00:50:56:AD:03:BD dvchost=1localhost
deviceGUID=E9A3FA433916-4738984C-A4BF-84A0-D603
ptype=IDS rt=Jun 22 2017 10:00:17 GMT+08:00
cs3Label=HostName_Ext

cs3=ca95-1.winshipway.com cs4lLabel=Deep
Discovery_SrcGroup

cs4=Default cs5Label=Deep Discovery_SrcZone cs5=1
cslOLabel=Deep Discovery_DstZone cs10=0 cn2Label=Score
cn2=49 cn4lLabel=Deep Discovery_ThreatType cn4=5
dmac=00:16:c8:65:98:d5 shost=172.22.9.5 src=172.22.9.5
spt=41757 smac=00:50:56:82:e7:a9 interestedIp=172.22.9.5
cnllabel=CCCA_Detection cnl=1 msg=Ransomware URL

in Web Reputation Services database - HTTP (Request)
request=http://ca95-1.winshipway.com/
requestClientApplication=Wget/1.12

(Linux-gnu) pComp=TMUFE appGroup=HTTP app=HTTP
VLANId=4095 deviceDirection=1 dhost=150.70.162.115
dst=150.70.162.115 dpt=80 urlCat=Ransomware
peerIp=150.70.162.115
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sOSName=Linux cn6Label=CCCA_RiskLevel cn6=3
cslllLabel=CCCA_DetectionSource
cs11=RELEVANCE_RULE externalId=17 hostSeverity=8
reason=["URL: http://ca95-1.winshipway.com/"]
pAttackPhase=Command and Control Communication
devicePayloadId=5:17:P

TMEFFERRD X F L0

K54 TMEFERD > X7 L0

TMEF ¥ — Bz fig
Header (logVer) TMEF FERXD/N— 3> | CEF:0
Header (vendor) TIS5ATYADARYA | Trend Micro
Header (pname) TTS5AT 2 R8E Deep Discovery Inspector
Header (pver) TISATADN— | #:3.8.1181
E
Header (eventid) E41D + 300102
» 300999
Header (eventName) ARV & + PRODUCT_UPDATE
« SYSTEM_EVENT
+ PRODUCT_UPDATE
Header (severity) BEXE . 2: 158
- 4 EE
6. EE
Bl 2
deviceGUID TFISAT XD GUID | fll: 6B593E17AFB7-40FBBB28-
A4CE-0462-A536
deviceMacAddress T T4 T > AD MAC f1l: 00:0C:29:6E:CB:F9
7ELR

72



Syslog A>T >V wE>Y - TMEF

TMEF ¥ — B! fig
duser THIY f: admin
dvc TFSATZADIPT | $:10.1.144.199
FLZX
dvchost TFIZATVADKRR | fl: localhost
4
engType IVIVH f: Advanced Threat Scan Engine for
Deep Discovery (Linux, 64-bit)
engVer IV2YDN—23> | £1:10.300.1040
msg Bl f5ll: The web console timeout setting
has been changed.
outcome R « Success
« Failure
f5l): Success
patType NZ—>% f5l: Deep Discovery Malware Pattern
patVer NE—>DN—2 3> fll: 14.271.92
ptype FTVr—a3 > 0FE | DS
rt (mErge 357537 fll: Mar 09 2015 17:05:21 GMT+08:00
src aA—-HDIPF7RLR $:10.1.1.1
eventDetail AR S D fl: Enable Virtual Analyzer.Type:
internal.
a7 Dl

CEF:0|Trend Micro|Deep Discovery Inspector
|3.85.1156|300999 | SYSTEM_EVENT |2 |ptype=IDS
dvc=172.22.9.12 deviceMacAddress=00:50:56:

AD:CC:EE dvchost=localhostdeviceGUID=
DBD38FFC70B4-41C792BE-D671-0040-8B1D

rt=Mar 10 2017 17:03:31 GMT+08:00
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msg=The threat detection setting

has been changed. duser=admin
outcome=Success src=172.17.0.250

TMEF T XNDMEBIRERODH 31> 57> Oy

K55 HEEAKROHZ>>T> OY

OS5 L7 71 ILE

TMEF ¥ — ELL] fig
Header (logVer) TMEF XD /N— 3> | CEF:0
Header (vendor) TTISATUADRUA | Trend Micro
Header (pname) FTTZAT7 A& Deep Discovery Inspector
Header (pver) TTSAT7RADN— | fi:3.8.1181
E
Header (eventid) Z41D 100127
Header (eventName) IRV & SUSPICIOUS_BEHAVIOUR_DETECTI
ON
Header (severity) BEXE . 2: 15
c 418
. 6.
85
app paull =Py fl: HTTP
csl ABTBIIN-T f: Default
csllabel ABTB3UIL—F DD_InterestedGroup
cs2 REZFOY S LDOH—/\ | £:10.1.144.199
D7 EFLR
cs2Label REFOY S LOY—/\ | Malware_Server_IP_Address
DT LR
cs3 Ao>vO—RENERE | fi1




Syslog A>T >V wE>Y - TMEF

TMEF F— Bz fig
cs3Label A >O— R ENFARIE | Number_of Malware_Files_Downlo
TOTSLT7AILE | aded
cs10 REFOT S L% f5: HEUR_NAMETRICK.A
csl0Label REFOYZ L% Malware_Name

deviceDirection

INT Y LDAE

. 0: IXIETTHYANER
« 1XETHNER
.« 2: NEH

deviceGUID

f5ll: 6B593E17AFB7-40FBBB28-
AACE-0462-A536

deviceMacAddress TTISAT 2 ADMAC | fl:00:0C:29:6E:CB:F9
T7RLZR
dvc TISATYZADIPT | f:10.1.144.199
FLX
dvchost TIZATRADKER L | fl: localhost
4
interestedHost AETAREIERZ L f: trend.net
interestedIp ABREARETIP f1:10.1.144.199
interestedMacAddress EB 93 MAC f51): 00:0C:29:6E:CB:F9
interestedUser ABT 3141 fll: userl
interestedUser2 ABT 3142 f: user2
interestedUser3 ABT 3143 Bll: user3
pComp BT Correlation
peerHost E7RI - fl: 10.1.144.199
peerlp E7IP7RLZX f1): 10.1.144.199
ptype FTVr— 3> 0OFEsE | IDS
rt B £z f3ll: Mar 09 2015 17:05:21 GMT+08:00
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.16.1.141
TMEF ISR DIRET7 F 519 07: 7 71 I3 hA
Rk

R56. TMEFFERD T 7 1 LA AR b+
TMEF F— Bl fi&

Header (logVer) TMEF FEZD/N— 3> | CEF:0

Header (vendor) TTSATVRADARA | Trend Micro

Header (pname) TI5AT 2 RBE Deep Discovery Inspector

Header (pver) TISATADN— | #:3.8.1181

=

76

TMEF F— Bz fig
ruleld JL—JLID fi: 52
ruleName Bl f5ll: Email message sent through an
unregistered SMTP server
threatName BZREO%GH f5ll: Malware File Downloaded
threatType ZRIOESR f: Malware-related
v 7 Dl

CEF:0|Trend Micro|Deep Discovery Inspector|3.8.1181|100127|S
USPICIOUS_BEHAVIOUR_DETECTION|2|dvc=10.201.156.143 deviceMac
Address=00:0C:29:A6:53:0C dvchost=ddi38-143 pComp=Correlatio
n ptype=IDS deviceGUID=D2C1D6D20FF8-4FC98F92-25EB-D7DA-AFQE
rt=Mar 11 2015 22:05:50 GMT-04:00 deviceDirection=1 -interest
edIp=172.16.0.100 interestedHost=172.16.0.100 interestedMacA
ddress=00:0c:29:70:45:36 ruleld=47 ruleName=This host has re
sponded to DNS queries. threatType=Unregistered Service thre
atName=Unregistered DNS Server app=DNS Response csllLabel=DD_
InterestedGroup csl=Default peerHost=172.16.1.141 peerlIp=172




Syslog A>T >V wE>Y - TMEF

TMEF F— Bz fig
Header (eventid) ZZ1D 200119
Header (eventName) ARV M FILE_ANALYZED
Header (severity) BEXE 3 (EIEf#)
cnl GRID BMEE L HISNT c REBRT7AIL
wd CLREBT AL
c LEERT7AI
cnllabel GRID MEE L HSMNT | GRIDIsknownGood
w3
cn2 ROZ L—F 7> < 0: URUBL
- LURVE
« 2RO
- 3xUZRVEB
cn2Label ROZL—FTa > ROZRating
cn3 PCAP fEFRTBE 0 F7cid1
cn3Label PCAP fEFEATAE PcapReady
deviceGUID TT7Z2A4T>AD GUID f5l: 6B593E17AFB7-40FBBB28-

A4CE-0462-A536

deviceMacAddress FPTZAT>ADMAC | $: 00:0C:29:6E:CB:F9
7RLR

deviseOSName YRRy I RAX—= | F:win?
DiEE

deviceProcessHash 10D SHA-1 ):

1EDD5B38DE4729545767088C5CAB

395E4197C8F3

dvc

TISATVRADIPT

f51l: 10.1.144.199
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TMEF ¥+ — e &
dvchost TTS5AT7RADKEZ L | i localhost
%
fileHash 771 JL®D SHA-1 £l:
1EDD5B38DE4729545767088C5CAB
395E4197C8F3
fileType REODT7AILEALT | H: 1638400
fname T71I% 5]: excel.rar
fsize e 0% 4 5]: 131372
malName REFOTS L% 51]: SWF_Lfm.926
pComp U dasban « Sandbox
« UDSO (A—HIEEDREA T
oIV
rt variinisz/| f: Mar 09 2015 17:05:21 GMT+08:00
o 7 Ol

CEF:0|Trend Micro|Deep Discovery Inspector|3.8.1181|200119|F
ILE_ANALYZED|3|rt=Mar 11 2015 07:38:04 GMT-04:00 pComp=Sandb
ox dvc=10.201.156.143 dvchost=ddi38-143 deviceMacAddress=00:
0C:29:A6:53:0C deviceGUID=D2C1D6D20FF8-4FC98F92-25EB-D7DA-AF
OE fname=multiple_mask.swf fileHash=643DBF968EF3BECD9A73CF1D
CF44006BC46E15F7 malName=SWF_Lfm.926 fileType=Macromedia Fla
sh fsize=9400 deviceOSName=MAK_win7splen_offices_noab_TL cn2
Label=R0ZRating cn2=3 cnllLabel=GRIDIsKnownGood cnl=-1 cn3Lab

el=PcapReady cn3=1




Syslog A>T >V wE>S - TMEF

TM|EF BRADRETFS450O05: FLWEFHEIA
v

R 5-7. TMEF FERDE L VFHE1r R b

TMEF ¥— Bz fig
Header (logVer) TMEF FERRD/N— 3> | CEF:0
Header (vendor) TIS5ATYADARA | Trend Micro
Header (pname) TTAT > RBE Deep Discovery Inspector
Header (pver) TISATADN— | #:3.8.1181

E

Header (eventid) E41D 200127
Header (eventName) AR M NOTABLE_CHARACTERISTICS
Header (severity) BEAE 6 (EE1E)

deviceGUID

TTZ2A4T>AD GUID

f): 6B593E17AFB7-40FBBB28-
A4CE-0462-A536

deviceMacAddress

TSA4T 2V AD MAC
RLZX

z
L

fll: 00:0C:29:6E:CB:F9

deviceOSName

BYRRY I RA A=Y
DIELE

B: win7

dvc TIS2ATVADIPT 5:10.1.144.199
FLX
dvchost TTSATVADEKRR L | Fl: localhost
%
fileHash 771 )L®D SHA-1 Al:
1EDD5B38DE4729545767088C5CAB
395E4197C8F3
fileType KEOT7AILEAT | fl: 1638400
fname T771IL% 5]: excel.rar
fsize TP 14X f5ll: 131372
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TMEF F— Bz fig

msg =S 5ll: www.chapisteriadaniel.com

pComp BT Sandbox

rt papsE2l fll: Mar 09 2015 17:05:21 GMT+08:00

ruleCategory BRR)S—% f: Internet Explorer Setting
Modification

ruleName BRARY OO f: Modified important registry
items

7 O

CEF:0|Trend Micro|Deep Discovery Inspector|3.8.1181|200127|N
OTABLE_CHARACTERISTICS|6|rt=Mar 11 2015 05:00:26 GMT-04:00 p
Comp=Sandbox dvc=10.201.156.143 dvchost=ddi38-143 deviceMacA
ddress=00:0C:29:A6:53:0C deviceGUID=D2C1D6D20FF8-4FC98F92-25
EB-D7DA-AFOE fname=DTAS_WIN32_07 fileHash=672B1A8ADB412C272C
CA21A214732C447B650349 fileType=WIN32 EXE fsize=290304 ruleC
ategory=Suspicious network or messaging activity ruleName=Qu
eries DNS server msg=012webpages.com deviceOSName=MAK_win7sp
len_offices_noab_TL

TMEF ERXDRET7TFS1/FOJ I E5VX NS

b

80

HFooarAR> bk
K58 IMEFZROIEFI X b bFoH o> avI RV b
TMEF F— Bz fig
Header (logVer) TMEF XD /N— 3> | CEF:0
Header (vendor) TTSATYRADRYA | Trend Micro
Header (pname) FTTZAT7 A& Deep Discovery Inspector
Header (pver) TTSATRADN— | fi:3.8.1181
=




Syslog A>T >V wE>Y - TMEF

TMEF F— Bz fig
Header (eventid) ZZ1D 200120
Header (eventName) ARV M DENYLIST_CHANGE
Header (severity) BEXE 3 (EIEf#)
act ARY b DILE Add % 7=13 Remove
csl ETU X ~OREE « Deny List IP/Port
+ Deny List URL
+ Deny List File SHA1
+ Deny List Domain
csilabel BT X ~OEE type
deviceExternalRiskType )X LARIL . Low
+ Medium
+ High

« Confirmed malware

deviceGUID

fl: 6B593E17AFB7-40FBBB28-
A4CE-0462-A536

deviceMacAddress TTSAT 2V RAD MAC f51]: 00:0C:29:6E:CB:F9
T7RELX
dhost EEERI NG f3ll: insta-find.com
dpt DE—FR—F 0~65535 DA
dst DE—FIPT7RLZR 151: 10.1.144.199
dvc TISATADIPT | $:10.1.144.199
FLXR
dvchost TIZ5A4T7ADEX | fl: localhost
%
end LAR— METER f5ll: Mar 09 2015 17:05:21 GMT+08:00
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TMEF ¥+ — e &
fileHash 7 74 )LD SHA-1 £l:
1EDD5B38DE4729545767088C5CAB
395E4197C8F3
pComp RHT Sandbox
request URL f5l: _http://1.2.3.4/query?
term=value
rt variiviszl| f: Mar 09 2015 17:05:21 GMT+08:00
o 7 Ol

CEF:0|Trend Micro|Deep Discovery Inspector|3.8.1181|200120]|D
ENYLIST_CHANGE|3|rt=Mar 11 2015 07:15:45 GMT-04:00 pComp=San
dbox dvc=10.201.156.143 dvchost=ddi38-143 deviceMacAddress=0
0:0C:29:A6:53:0C deviceGUID=D2C1D6D20FF8-4FC98F92-25EB-D7DA-
AFOE csllabel=type csl=Deny List URL end=Apr 10 2015 07:15:3
5 GMT-04:00 act=Add request=http://zalepivmordu.ru:80/ devic
eExternalRiskType=Medium

TMEF 2 D Retro Scan L7K— kO 4

3R 5-9. TMEF F2E{ D Retro Scan L7R— +O%'

TMEF F— B fig
Header (logVer) TMEF XD /N— 3> | CEF:0
Header (vendor) TTISATADRUA | Trend Micro
Header (pname) FTTZAT A& Deep Discovery Inspector
Header (pver) TTSAT7RADN— | fi:3.8.1181

=

Header (eventid) Z41D 100133
Header (eventName) ARV M RETROSCAN_REPORT
Header (severity) BERE 8




Syslog A>T >V wE>Y - TMEF

TMEF F— Bz fig
callback_attempt_num d—)LNw 7sTE#E | Bl:20
cnc_host_num C&C KRR ~ D fl: 1
compromised_client_num | REI AT O | Fl:1

deviceGUID

TTSAT 2 RD GUID

f5l: 6B593E17AFB7-40FBBB28-
A4CE-0462-A536

firstCallbackTime

BNOI—ILINy IBZ

f5ll: Mar 09 2015 17:05:21 GMT+08:00

lastCallbackTime

BEOI—ILINy IBEZ

fl: Mar 09 2015 17:05:21 GMT+08:00

report_id

LAR—kID

fBll: 74c15fe0-90c9-446b-
abc4-379d6d7213e7

report_ts

LAR—~BE

f5]: Mar 09 2015 17:05:21 GMT+08:00

report_url

L7R— bk URL

fll: https://
retroscan.trendmicro.com/
retroscan/scanDetails.html?
reportlD\=1e84c77b-0452-4f00-
b5b8-e41c0eadefla
&reportType\=standard

o 7 Dl

CEF:0|Trend Micro|Deep Discovery Inspector|3.8.1200|100133|R
ETROSCAN_REPORT | 8| guid=906A61690458-4099A441-898C-BDD2-C7C1
report_ts=Mar 29 2015 03:14:27 GMT+02:00 report_id=ffa9474d-
6d72-44f7-299c-c0d230feclf3 report_url=https://retroscan.tre
ndmicro.com/retroscan/scanDetails.html?reportID\=1e84c77b-04
52-4f00-b5b8-e41cOea9efla&reportType\=standard compromised_c
lient_num=1 cnc_host_num=1 callback_attempt_num=20 firstCall
backTime=Mar 29 2015 03:04:27 GMT+02:00 lastCallbackTime=Mar
29 2015 03:09:27 GMT+02:00
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TMEF F2Z{ D Retro Scan R O%

5K 5-10. TMEF IS D Retro Scan #&H0O2

84

TMEF ¥ — rER fig
Header (logVer) TMEF FERXD/N—2 3> | CEF:0
Header (vendor) TTISATYRADRYA | Trend Micro
Header (pname) TTS5A4T7 > REH Deep Discovery Inspector
Header (pver) TTIS5AT7ADN— | fl:3.8.1181

=

Header (eventid) Z% 1D 100134
Header (eventName) IR RETROSCAN_DETECTION
Header (severity) BEKRE 8

callback_address

d—LUNyITF7RLR

B: http://1.2.3.4/

callback_time

d—JLINy Z8)

f5ll: Mar 09 2015 17:05:21 GMT+08:00

category

HhF3V

f51): Reference

cnc_host

C&CRA BT FLX

f51: 10.1.144.199

compromised_client

BEEISATVETEL

f51): 10.1.144.199

deviceGUID TTSAT XD GUID | fl: 6B593E17AFB7-40FBBB28-
A4CE-0462-A536

protocol ZOral fl: HTTP

rating L—=Fa1 >y f): Suspicious

related_attacker_group &Y 3HEESIL—7 | fl: Elise|Taidoor

related_malware BEY 3RETOY 5 L | fl: fosniw|ge|palevo

report_id LAR—kID f: 74c15fe0-90c9-446b-
abc4-379d6d7213e7

scan_category ®ERHATIV f5: C&C Server




Syslog A>T >V wE>Y - TMEF

TMEF ¥+ — SEER &
scan_rating BRL—Ta>7 f: Dangerous
scan_ts NS f: Mar 09 2015 17:05:21 GMT+08:00
o 7 O

CEF:0|Trend Micro|Deep Discovery Inspector|3.8.1200|100134|R
ETROSCAN_DETECTION|8|guid=906A61690458-4099A441-898C-BDD2-C7
Cl report_id=0938508b-ec47-47al-80ea-cd8e3b747822 scan_ts=Ma
r 29 2015 03:14:31 GMT+02:00 callback_time=Mar 29 2015 03:04
:31 GMT+02:00 callback_address=http://app2.winsoft98.com/app
.asp?prj\=4&pid\=hahal&logdata\=MacTryCnt:0&code\=&ver\=1.0.
0.45&appcheck\=1 compromised_client=59.125.99.235 cnc_host=

app2.winsoft98.com protocol=HTTP rating=Suspicious category

=Reference scan_rating=Dangerous scan_category=C&C Server r

elated_malware=fosniw|ge|mactrycnt|palevo related_attacker_

group=Elise|Taidoor
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