@ TREND?

Trend Micro Apex One
Service Pack 1 Patch 3
Z2 8 H 4k 1

TEENZ 2R



Trend Micro Incorporated {R & E I B IR IR R 2 EE MRAVIER] » KRS
178K - ZRERFERAERZA > 557HE Readme 1§ ~ FRAE N /SERR
BRHARXHF o {88 E Trend Micro AJuLES LB -

https://docs.trendmicro.com/en-us/enterprise/apex-one.aspx

Trend Micro * Trend Micro t-ball #F5& ~ Trend Micro Apex One * Trend
Micro Apex Central » OfficeScan ~ Control Manager ~ Damage Cleanup
Services * eManager * InterScan * Network VirusWall + ScanMail ~
ServerProtect #l TrendLabs & Trend Micro Incorporated FYEI#ZE Lz 7
R o FRE HM B2 R E R BRI A HER A E AR ER -

RR#EFfAE © 2024 © Trend Micro Incorporated ° fREEFrEREF] o
X1H4RSE | APTM39910/240621

ZITHHE 1 2024 F 6 B

REEEF(RE 0 EFMRIR - 5,951,698


https://docs.trendmicro.com/en-us/enterprise/apex-one.aspx

AXHNET EmBEEINGE » Ui /SR EFRIRIBHILERA - TRENER
Al > sAICRIEIE X o

MEARUAERZE RS EREEFAE > 5528 Trend Micro 48 LEREA
1ILVM/3 Trend Micro & RREIREEE o

Trend Micro +2ERXHFmEREF o WREH WA EM Trend
Micro XfF B EAIME - BRIER © FEKFIWHE - EFHIHERS

docs@trendmicro.com °
BHE NP4 F IS E G EER ¢

https://www.trendmicro.com/download/documentation/rating.asp



mailto:%20docs@trendmicro.com
https://www.trendmicro.com/download/documentation/rating.asp

RIEEHNEASERERE

BERE TR IS DI G RE L ERERAMERERMNER » 1
RfFERLIRGEERE - VHEEMEORZEBENEZR TERASEAER
F o IREARZEEBRLRELCRBAEN > BIZRCH e B AR L D
L ERPMERTNEE

LU E4E 5 Trend Micro Apex One i RENBE LR > WRMHB RIS
P45 E BN EI BRI BERYEFABERER ©

https://success.trendmicro.com/data-collection-disclosure
BERETRENER B EEERREEMEIEEEFNATE -

https://www.trendmicro.com/privacy



https://success.trendmicro.com/data-collection-disclosure
https://www.trendmicro.com/privacy

) TREND:

F=
BB coreetentetete sttt ettt ettt ettt b et b et 1
Trend Micro Apex One S ...c.coccvievieriieenieeieenieerieesee e 2
R s 2
STIETB oottt et aa e e s e e e s aaa s 3
T = PY 4

5 1% : #2! Trend Micro Apex One ZEMF4k

Apex One fAARBEEEK .eevveerieeeeteeeee e 1-2
TEERIZIR oo 1-2
SQL Server FE3K ..vviiiieiieeeecieee e e 1-3
Security Agent ST, ...eeeeevueerienieneee e 1-4
ZHEERTE oo 15

Apex Central HEFEINBERIZESK .oovereiiieieeeeeereceeeeee 1-6
Apex One Application Control ..........ceeevvveemnceerieeeeinennnn. 1-6
Apex One Endpoint SEnsor ......cceevvvevmneerieeeeiieemnnieereeenens 1-9
Managed Detection and Response BRFE .....c.ccccvvevueennenn. 1-13
Apex One Vulnerability Protection ..........ccccceevuueeerieenens 1-14

ZEEANFHRIEETTE .oovovoveeeeereeeeeeeeeeeeeeeeeeeerene e 1-16

ERIRIMEBMERIE ..o 1-20
Microsoft Lockdown Tool 1 URLScan .......ccceeeveeerueennee. 1-20

BELLE A P - Rl AR 83 85 BT URLScan FH& ............. 1-20
Microsoft Exchange Server .........cceeeeeeeveeeneneeennennnnes 1-21
BRBEMAARES ..o 1-21
55 2 | &8 Trend Micro Apex One

BIIREZE s 2-2
Trend Micro Apex One fAIARZIIE .......ccooevvvivvinrninnnn, 2-2
FAIARBERIAE ..o 2-3

(A RS oot aaeeaaens 2-3




Trend Micro Apex One™ Service Pack 1 Patch 3 Z8EFNF 44 F

ELEHARIEPE IR TTE oo, 2-3
FBEERREE oot 2-3
BRI oo 2-3
BB T IETBE oo 2-4

ABBEAEE ..o et 2-4
ToF AT R AOABEREE ..o 2-5
BB AARREE ..o, 2-5
Trend Micro Apex Central FIATREIEE .........eeoveennenne 2-6

BB REL RIS ..o 2-6

ACtiVe DITCIOTY vevuuueiiiiiiiiiieiiiiiieieecttteiecee e eeeeeeenaees 2-6

LRI o 2-6

EEETETE e 2-7

1 R HERR AR RSSO ER BT FERE .o 2-7

BATENEZEE (e 2-8

BEEIRTC 2-8

PRBEEHT oot 2-9

T T EERTHBEE oo 2-9

Proxy fABARES - eooveeeeeeeeeee e 2-10

BETREEN oo 2-10
BETRARZS oottt 2-10

PRRERBFIRRENAS oo 2-11

BRI et 2-11

Gl e 1 USSR 2-11

Web fRIARBR «ooovveeeniee ettt 2-12
HTTP TR oo 2-12
SSL TR oottt 2-13
Web fRIAREREETR oo 2-13

Endpoint Sensor T8 .......ccoeevievienienieneeeeee e 2-14

Apex One BRHEERRTE .vvevveervereenenreneenreesreneessesssennees 2-15

Apex One Security Agent ZBZE .....oovvevvieeniienieerieeeene 2-16

ZREON T EHREFEMTERES ..o 2-17
REBEBEETEIRET oo, 2-17

ZHE SeCUTity AGENT couveeeceieeeiieeecieeeeieeeereeeeveeeeeeee e 2-18

Smart FEedDacK ....uvvuieiiiiieiieeiieeieeeieeeeeeeeeeeeeraeenaes 2-18

Security Agent ZEE .....cooviiiinireee e 2-19

Apex One BHKIE ....ooveieieiereeeee et 2-20




Bk

R AR T B EIIAE «oeeeeeeeeeeeee e eeee e e 2-21
BT ERARTS oo 2-21
(A AR B B EE BT e 2-22
EIEERIEIERAE ..oveeeeeee et e e e e s ear e 2-22

TFELWED A oot 2-22

IER A FRPRZCEE Security AZent .ovveeeeeververeeruennenn. 2-23
Apex One FETIEIE covoveeeeeeeee e 2-23
= | AR 2-23
[ S s = TR 2-23

55 3 F  F+4K Trend Micro Apex One

FHREE (oo 3-2
IPVE ZIE wooveeeieerieieeriete et 3-2
Trend Micro Apex One SREBAHRE ..., 3-3

17 B8 Trend Micro Apex One BRHEMAARELENE
.............................................................................. 3-3
EFH AR EBBIBEETTE oo 3-4

F AR AR EREL D B MR Z AT cveerereereereneerreeee e e 3-5

FakFGEL : BB EBPIEAAR oo, 3-7
%5 1 f&E2 | SRE Trend Micro Apex One fAlfR#S LAYEEHA
BRTE woveevereneeressenenessesset e sse et resae e sae et 3-7
% 2 PEER : F+4& Trend Micro Apex One fAlfR2S ......... 3-7
55 3 FEER ¢ FHAR Security Agent ....cccveeeevieeiereeiennn. 3-8

FHRFZE2 : AAREFRARIEREI oo 39
%5 1 PER © 8% Trend Micro Apex One fAliR23 LHYEH
BRIE ©evvererersereniereeniestsseret ettt b et 39
55 2 BEER . FH4R Trend Micro Apex One fRJfRES ......... 3-9
B3 MR AMRERARERE 3-10
B4 P EITEMAIEREERE oo 3-11
55 5 FEER ¢ FHAR Security Agent ...ceceeeereeenieesienennns 3-11
FHAREER oot 3-12

AR EFIBIR oo 3-12
BEARFA IR cooveeeeeeeceeereeereereceere e 3-13

BB (1TH) IR v e 3-13




Trend Micro Apex One™ Service Pack 1 Patch 3 Z8EFNF 44 F

F4kT5% 3 - BAP IR E Trend Micro Apex One Service

Pack 1 Patch 3 fAARBT ..oovveeeerreeeereeeeiee e 3-14

%5 1 PEER - BT Apex One fAIARZSRNE L > ABETT
FEFIERTE vevvereerenrereesseseeseeeesensessessessesseeseensessenses 3-14
55 2 PEEER ¢ FHAR Security Agent .....eeeeeevervenvenennn. 3-15
FHEBEEER oottt 3-15
FakTGE 4 BENBEBRIRAR oo 3-16

% 1 PEER © 3]%E Trend Micro Apex One fAIiR23 L HYEFHR
BRETE cvevverrenresseseeneetessessessessesseeseeseensensensensansessenses 3-16
55 2 BEER © F+4R Trend Micro Apex One fAARES ....... 3-17
FHEBREEER oottt 3-17
BUATASHETER ©ooveeveeeeeeeeeeeeesese et 3-17
FEREBAT oo e 3-18
BB oo 3-18
Security AZent FHAR ..ceeveereeriieerieeieete e 3-18
RABNIEOATURATE .o 3-19
BRI oottt 3-20
Endpoint Sensor ZEE .........cccvveeevieeeiie e 3-21
Apex One BRHEERTE .vvevveeervreeerreeeireesirneesseeesveeensnns 3-22
Apex One Security Agent ZBE .....coovvvvviveriienieenieeieenne 3-23
ZEEET L oottt 3-24
Edge Relay fAIAREZS R ..ooveerereeieneeneeeeeesiceeeeee 3-24
BB TRIEREE .o 3-25

B4 LRBNTE

TSR MAIAREBS ZEE TR «ovveeveereeeeereeeeee et 4-2
RSN IR RS FMERELE .o 4-4
583 Trend Micro Apex One fAARES ..o, 4-4
BREETEERERTE vovveverrereererrerseeesessetesessenseeesessensesessansessesessenes 4-5
FRBEEREIE ooveeeeeerenrereere ettt sttt ettt 4-5
FA IR BERE wevveeueeeereneeneenseeseeieetetetensessessesse e st eaeeneas 4-5
FARIRRERR oottt 4-5

[ Trend Micro Apex Central 52 fft Trend Micro Apex One ..... 4-5




Bk

553 . fRFRZEE Trend Micro Apex One
FRBRZEEEE B oottt 5-2
TEfRPRZEE Trend Micro Apex One fRIARZZ Z AT oevvveereeennennee. 5-2
AR IR EEMBIIRES oo 5-2
H1DEARE Trend Micro Apex One 4BASERERE ...ovevveee. 5-3
fRFRZHE Trend Micro Apex One fAARES ..oovovvevereeeeeeieenn 5-4
fERRRIR L EERZ TR ARPR L4 Trend Micro Apex One fAIAR2S
FERRRZHE Trend Micro Apex One a3 ..........ooooon. oe
B 1 P& | R RESK IR iR SRMFMRSS . 55
55 2 PBEES ¢ ARRRZEE Apex One fAIARES .ovovveeveveree, 5-7
F 68 | REHHRER
BEATEBART oo 6-2
Case Diagnostic TOOL ....ceveeeueereiiinereiiinereeiierereeeeerenneeenens 6-2
FBRA R RAESEE TR oo 6-2
BAMEAARERAEREAER oo 6-2
FEEERTERAE oo 6-4
A BRBRETRECERAE oo 6-4
E®) Trend Micro Apex One {ElfR28 BAS_EAVEFEECER ... 6-5
BETE 1 1 coieeeeeeesese st ereeeeee e s saesae st e s ae e naan 6-5
BETE 2 1 oottt e 6-5
BRI 1R TR e 6-6
ER®) Security Agent ERVEFEEEER .ooovvveevereeecieeeeeeeen, 6-6
B1E T
RREEHERREETR oot 7-2
FERSZIRA DAL ..ot 7-2
BRI EE e 7-2
BRASTBEATHT e 7-3

MERZIREESR oottt 7-3




Trend Micro Apex One™ Service Pack 1 Patch 3 Z8EFNF 44 F

] R A A B R BT oo 7-4
B B B B AR oo e e 7-4

B B B B T RS e 7-4
(B B A RIS v e e aeaaae 7-5

H TR ooeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeaeeeeeereeaaaearaeaeaeaeana 7-5
TRERERTR .ooeveeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeee e e eeaeeerereaaaaaas 7-5

MiEx A © ZEEEEH)

BLZRAER oo e e e as A-2
B R B e e e e ———aaas A-3
BEEBUEE AR oo A-4
BN TIEBEE oo ee e e e e e e A-5
BIRIEE L1 EBE oottt e e e e e e e eaaeeeeas A-5
& WAN 2EMTH B EREIIRE ., A-5
IBIRUEE 2ZB oot e e e A-6

L]




) TREND:







) TREND:

!
il

F=

BN Trend Micro Apex One™ (ZEMARFMY o AXHETRELE
Trend Micro Apex One fAIAREFARFA AR EIAREIF Security Agent FIFE K EAFE
F o

rERSA :
+ Trend Micro Apex One X %2 B
- HEX2H
- XHEMIE3IE
- HARE 4R

ﬁ =

MFBBRAILE Security Agent FVEH » F2E (BEFM) o

E




Trend Micro Apex One™ Service Pack 1 Patch 3 Z8EFNF 44 F

Trend Micro Apex One X {§

Trend Micro Apex One X8 & TFH&IE !
%R 1. Trend Micro Apex One X {4

X

=RBA

LM AR

515m 22 8E Trend Micro Apex One {alAR28 LUK FH 4R B AR 2370 B B iR R K
EAF2FF Y PDF X1

AR
ﬁ REEITHRZ ~ Service Pack FMERHRRIAIAE TR (T
FHRFMY o

I ZEE Trend Micro Apex One fEIRRESIA R FHAR (A ARES 1 FE B im AV R A
B R AR PDF XX

EEFM

sTmBRIAERERN  Security Agent ZEEFEF K Trend Micro Apex One
{ARRES LA B iR SR/ PDF X1

Bl

#732% WebHelp 3¢ CHM /&0 HTML #E22 » 3Rt THERRtE~) ~ R
BB E B E o AT Trend Micro Apex One {RIARESFI A B ik &
AR MERBA) > WETLAHE Trend Micro Apex One =R EEFZ T 7FEY o

Readme #&

BE—MENHBENELREDRIVEE - AIfctha s A1 HED
RIS RRIEHIVRTEREN

HEREEE

RAEMEBERS AMRSEHRENNG L BRE - LENEREER
EmBAMENRHEN - MREES TERMEELE] » BETIHE
uf

https://success.trendmicro.com/zh-TW/

AU T E T #EH#HY PDF X4 Readme 18 :

https://docs.trendmicro.com/zh-tw/enterprise/apex-one.aspx



https://success.trendmicro.com/zh-TW/
https://docs.trendmicro.com/zh-tw/enterprise/apex-one.aspx

+ Trend Micro Apex One EI2E & HEIE Trend Micro Apex One » B31E
Trend Micro Apex One fEAiR28F0 Security Agent L IEEEIR o FLEFH
B ARBERAREEMNERIZ TR o

- RIREAE | BEEHIRM EZEE Security Agent NfERE - BLEFEREN
IR BT MR E V) 2238 B 2R ﬁﬁﬁ%ﬁﬂﬁ °

X AHEH

rXHEFERTIIES -
R 2. XHEH
=4l REA
P, BT R HENG S LBMNES ErRE
HHRS DIRERMINFERSG S « L IRER « FRHAEIE
ipg BEHMN M
=) 52178 722085  Web URL ~ 2R 2RBAEEH
BT > BRI AERSEEEAEERT

ol > THEEE > i) RBRIE TER) > RERFERE
TELERN THEE

HREREEEEER

- = W E B TARR AR RS RR 1 E S PRIV AEREE A

EENRETHNERRERE

g
i




Trend Micro Apex One™ Service Pack 1 Patch 3 Z8EFNF 44 F

e
50 5T
T&RIEH Trend Micro Apex One XHHERANERFE !
3 3. Trend Micro Apex One 3

gl Gk
Security Agent Trend Micro Apex One F3 P 721
FRiRinE, ZHE Security Agent FUIRES o
ARnRERE (SiEAE) F P iintneh_E &R Security Agent (A S ©
GEES Trend Micro Apex One {FIIRZZF2X
EEEERE Z24E Trend Micro Apex One {AlARESAYIHEL ©
EIEE (I Trend Micro Apex | BIE Trend Micro Apex One fEfRZZMIAE
One BIE8)
FHEE FAR s EMEE Trend Micro Apex One {EARES K FA B iR a8 E
NERAENE

Trend Micro Apex One fRIARESTENI EEETEZS TWeb T
&1 T Security Agent RNV EIEEFEZA [Security Agent

FEH] o

Z2HB mE/EREN - BEE/ JENERHBREANERE
2RBHERE

fER RS B3 sl ~ MEESERRERRE « EEES:T

%) M TRRREXME] — LAIBEE ETEZLEE Trend
Micro Apex One {EIAR 23 HA I BX &l

Apex One BR%S 3518 Microsoft B FIZE (MMC) FRACERIARTS - B3N ¢
ofcservice.exe (Apex One Master Service) ©

7R 3E Security Agent # Plug-in Manager
o EEHHZE2EBEETIRE « @R PSEERETE




A

InBE EELE Security Agent IEZERYE IR o YIRIE LR
ERERRE A UE I E—IERE ZRERK

C:\Program Files\Trend Micro\Security Agent

C:\Program Files (x86)\Trend Micro\Security
Agent

fEAIRRAS ZEEE 5K

i85 _E B Trend Micro Apex One fRIARZFERHNERI K o 10
RELZEHMIESTERRTE » EUETIE—IERE
LEEERIE

C:\Program Files\Trend Micro\Apex One
C:\Program Files (x86)\Trend Micro\Apex One

a0 > YN RIEFEARES LEERIRET \PccsrRy THEIREE
£ IZEENTERER

C:\Program Files\Trend Micro\Apex
One\PCCSRV\<file_name>.

TR RS

B E 4 A EinE SR EAYEM Security Agent

IRAEARAE A P i

B84 AR Security Agent

wipm

EIREE T IPv4 0 I1Pv6 TR ERES o
#ign :
- FIR AR IPva  IPve Ui AYiHER,
o REFEHRIREE FRY Security Agent
- ERENSRIALHNEREREN

o B4 proxy EIARES (¥ DeleGate) BIIATE IPv4
IPv6 {i it 2 I TER IR

285 Ipv4 (Ut ERE

285 Pve (IHLRYERS

#53B Plug-in Manager I2fAY 2 Apex One THAEFIER ATER







) TREND:

FT1E

#7221l Trend Micro Apex One ZZIEF0H 4k

ANEFEA Trend Micro Apex One™ Z4EEIFHR I REERTAEFEE o

; ; 5=
. IBEETEB R Apex Central FEIAREEE IS E#1T Trend Micro Apex One
ARV IMEE o

« MREFHARE] Trend Micro Apex One » Control Manager & Z4E7EF—ZB
ElAR23EAE L > ¥ Trend Micro Apex One # Apex Central FYE—fR]iRES =
P SZ IREUAR IS RRENRITHAE ©

WEHMAE N > 355 ZE https://success.trendmicro.com/dcx/s/solution/
000267022?language=en_US °

TEARRA :
« Apex One fAfREBHEKR £ 1-2 8
+ Apex Central IBZRINENER F 1-6 B
- BEMNMAREEEBE F1-16 5
- BHIRVMEAMRIRE 5 1-20 B



https://success.trendmicro.com/dcx/s/solution/000267022?language=en_US
https://success.trendmicro.com/dcx/s/solution/000267022?language=en_US

Trend Micro Apex One™ Service Pack 1 Patch 3 Z8EFNF 44 F

Apex One fAliR2$ 2K

T EERPREEREEH A 4R E Trend Micro Apex One fAIIRZZAIES ERY—
LEEIF o

- FERRZE R 12H

+ SQL Server BR £ 13 H

+ Security Agent X1& £ 1-4 B
- ZREEE1S5H

FRRAE

TRt Trend Micro Apex One AfRZBFHEERAZIRNBER A -

FhsR
EERIR R EERENFARE Trend Micro Apex One ARSI Z AT > SLEBIZ
fARARSSEM LT EEM Windows Update

APEX ONE SERVICE
EXERM APEX ONE PACK1
Windows Server 2012 = =
Windows Server 2012 R2 = =
Windows Server 2016 = =
Windows Server 2019 =z =
Windows Server 2022 =z =

- FE
@ Trend Micro Apex One B2 2 FNE X & Apache fEIRES °




#3%| Trend Micro Apex One ZEEFNFH4K

SQL Server TR

Trend Micro Apex One RNEZIEERR OfficeScan FTFARYEREE Codebase Bl [E
1EEY o IR ATELEE R ZE YT B 289 SQL Server » 55 Trend Micro Apex
One ZEERE MR LEBIZPZLEE SQL Server 2016 SP2 Express ©

- EE
"L H#RZE Trend Micro Apex One f& » Trend Micro Apex One Web E#E & EfFR
BHETARENERR Codebase BERIENIRE IEREHK) E@E

TR Trend Micro Apex One fAlfRZSHE N EZ BB ERTRAM o

B mocone o
Codebase -
SQL Server 2014 =
SQL Server 2016 =
SQL Server 2016 SP2 = =
SQL Server 2016 Express SP2 =
SQL Server 2017 = =
SQL Server 2019 = =
SQL Server 2022 = =

ﬁ AR
[l

ELZERAK/ZE RSB Endpoint Sensor IIHER Trend Micro Apex One B » &4
RFTERAZ ZIER SQL Server ER(E) MESNE2XBRMNEEMEEIU » A%
BRRTERR -

YN AR Endpoint Sensor FKAVEFAHEN > 5528 Apex One Endpoint
Sensor 5 1-9 K °




Trend Micro Apex One™ Service Pack 1 Patch 3 Z8EFNF 44 F

Security Agent &
TREE Security Agent FYFERFNEZHVRTE ©

- EE

Y BinE ERAFHITAERARERE > AIREREEREASRIGER - IR7E
B R mA I TR ) A RS HMRERE EAR S » BERRERETARLE
MERE Tt » AB B LT A4 Apex One Security Agent °

BERKEZRCEEFTITHRERAER > #%5 Security Agent ZHHIEF
BR > URARTEINTEERBEEBRNABSTEEE

HE 55t B
1B HTTPS Trend Micro Apex One fRIAR23£2 Security Agent Z BT E#4T HTTPS
& o
Y
O MREERITHRIZF ARSI HTTPS 3850 - B
SEFHARZE Trend Micro Apex OneService Pack 1 Patch 3 falAR
g2,
fAfReS-FAFmET | BERNERCETEERE > £ 2EARERE E@L 5
Trend Micro Apex One fR]ARZ3 £ Security Agent 2 FEIRYEETELED
AES-256 % ©
TEERMALIE Trend Micro Apex One 2 IRFTTHFE Windows EE RARAVIRES ©

WNZE Trend Micro Apex One falAR23F Security Agent ZSRBVEEEE
B, E20 TRRERI X -

TEFHR AR - ZRIRN G AR R S BIhRL BT
iﬁﬂ’ﬁ’ﬁ%%féﬁ o IRZHBNEANNFRZRNEERR - FE
TEREETAR

TEFHARZE Trend Micro Apex One fEIfRES Z AT » SAAG AN AHZIEN
¥R EFRE BB IRTE EERR OfficeScan fAARES » SEEAE
2 ARRRZREE o




#3%| Trend Micro Apex One ZEEFNFH4K

TR N8RS Trend Micro Apex One fAAR2SH] Security Agent JIEF]5E

ﬁf’o

HH

HEA

Trend Micro Apex One
AIARS3

BETIRBEEETHITH :
« Apex One Master Service (OfcService.exe)
+ Apex One Plug-in Manager (0fcAoSMgr . exe)

« Apex One Active Directory Service
(0OSCEIntegrationService.exe)

» Apex One Log Receiver Service (OfcLogReceiverSvc.exe)
+ Apex One Deep Discovery Service (ofcDdaSvr.exe)

+ Apex One database process (DbServer .exe)

Security Agent

BB TIREEEEERTE
. EERIBHTS ¢

« Apex One Common Client Solution Framework Service
(TmCCSF.exe)

« Apex One NT Listener (Tmlisten.exe)
« Apex One NT RealTimeScan (Ntrtscan.exe)
« Apex One NT Firewall (Tmpfw.exe)

+ Trend Micro Unauthorized Change Prevention Service
(TMBMSRV . exe)

- AR FA !

« Apex One Common Client Solution Framework Service
(TmCCSF.exe)

» Apex One NT Listener (Tmlisten.exe)

+ Apex One NT RealTimeScan (Ntrtscan.exe)




Trend Micro Apex One™ Service Pack 1 Patch 3 Z8EFNF 44 F

Apex Central EFEINRERIEE K

WREETBIZFEFEB L Trend Micro Apex Central Web BB AFEFNE
22 2 FhsETAE » R E SRR ELhIHAE¥ Trend Micro Apex One RARES
SRR E o 5 AR IR AN E MINGEAERMN AR TR « LEMARE
> URAEEIEHMEB o

+ Apex One Application Control 5 1-6 B

+ Apex One Endpoint Sensor 58 1-9 B

+ Managed Detection and Response RS 55 1-13 B
« Apex One Vulnerability Protection 5 1-14 B

Apex One Application Control
c TRIFHE 16 B
- REEEENE 178
- FHEIEEES 188
- ZEEEFE19E
- BREBENRE F19H
R FoRIEH

=R =k
RFER £ Trend Micro Apex One falAR#8 K&z Security Agent 18[&]
fERRRE - BEMIHS Windows KRF1 Mac kR Apex One SEEEINRE(E IR

. IRAEH Trend Micro Endpoint Application Control {EFRIZH#E (B
1E Trend Micro Apex Central R EXE})

Apex Central 1 EITIRIER Security Agent RIS EMMNEIEH




#3%| Trend Micro Apex One ZEEFNFH4K

15H

==
T >

£ Trend Micro

Endpoint Application
Control BIAEE 4

. fABR2s : B A Application Control Y Trend Micro Apex One fafR
237 LLEE Trend Micro Endpoint Application Control F7F7E[E—
EhfEpREs £ (REZBERM) o

- BE
@ Trend Micro Endpoint Application Control {EiR23 FYEZ E
81 Apex One Application Control HAERER o RS ZEfE
FH Trend Micro Apex Central Web & F R EFA
SREE o

« AR : 7E8H& Application Control SRBSEZRZE Z| Apex One
Security Agent 1& > Security Agent & B ENfRIRZETMAIREN
Trend Micro Endpoint Application Control BB » A EER
Apex One Application Control 285E °

®1-2. 2 REEAR

el

A

(GlliE

Apex One REEFZTN B 1E1E E L4 Trend Micro Apex One Al iR 2 AR
B Eh% 4 Application Control IHAE ©

TERESRERENRE B2 Application Control Z % > Trend Micro Apex One
GT1E Trend Micro Apex One fAIBR2F E & L BXEh Trend Micro
Application Control Service °

Security Agent F2 B & Application Control Service » (EREELES
ZHE Security Agent BRI BPZ2 8L tEARTS o WNRETE Security Agent
224 Apex One Application Control THAE » f&@4ZET Trend Micro
Apex Central Web F & EREhili ZF2 Application Control £ o

—B Security Agent UZZ! Application Control 5%3E * Security Agent it
& %2#E Application Control THEE o




Trend Micro Apex One™ Service Pack 1 Patch 3 Z8EFNF 44 F

K3 FHREESEE

P

A

OfficeScan fRIIR2S

Trend Micro Apex One fE IR #ES Z RN 2 LLER Application
Control B{Eh o MNRIGZ2MEERR OfficeScan {AARESFH4K > sEFS B4R
CHIEHE A B UABRISHT B (E RS RE3R L&D Application Control T

ak
BE °

Apex One BRI L IEFE L4 Trend Micro Apex One falAR2SHARS
B Eh%e 4t Apex One Application Control THAE ©

Trend Micro Endpoint
Application Control
fARRES

Trend Micro Apex One Az IEHITHIEILIL Trend Micro Endpoint
Application Control {AliR25E! Apex One Application Control THAEHYE
fAIFH AR R EFEE o

- BE
@ Trend Micro Endpoint Application Control {AliR2S A& E £2
Apex One Application Control TEERHEZR o EKABIER
Trend Micro Apex Central Web 1% & F &R EFFH SHEK o

Trend Micro Endpoint
Application Control
RRH

Trend Micro Apex One A3z #& 1% Trend Micro Endpoint Application
Control AR IRTEILFHARZE Apex One Security Agent ©

INRIEEB %8 Trend Micro Endpoint Application Control BB B iHY
IR 25_E %28t Apex One Security Agent » 3 B4 Trend Micro Apex
Central EHEAEFE Application Control ZRB& > Security Agent & B &)
ARRRZ2EE Trend Micro Endpoint Application Control 3 B Uil 2
Apex One Application Control ZHEE °




#3%| Trend Micro Apex One ZEEFNFH4K

R 1-4. BEEE

b= sREA
Trend Micro Apex One | TEfFFTHAERYE BUERIRELEE Trend Micro Apex One {AIfRESE >
GEES TSR LR TYIER -

« Trend Micro Application Control Service IEE Trend Micro Apex
One fAIARZZ ERE_E#IT ©

« Application Control Service B FRIEIER? Trend Micro Apex One
fAARES BRI TSR :

<fARRESLEEERIF> /iServiceSvr/iAC

« Application Control Service Z4E:EERFETFETER? Trend Micro Apex
One ARSI EMPHI TILE :

%windir%/0OFCMAS.LOG

Security Agent iim% | ZEE Security Agent M4 Trend Micro Apex Central ZB%& Application
Control ZRB&1% » I&AIIBREE T51EE -

« Trend Micro Application Control Service (FBFif) IETE Security
Agent IfEE F#ITT o

« Application Control Service BRI REFERREHITFUE -

<Security Agent WEEERNI>/iService/iAC

R -5 RERBHRE
RIE REA

GIlilEr 7E Trend Micro Apex Central Web =G H » BE TEIE > EH>F
BEN  REBRERTEHDELZEMETRREN o

Security Agent %24 | 7E Trend Micro Apex Central Web =& » 8FE HEE > HIRE
B » ABIREEHILIEIN Apex One Security Agent SRE&HY
l'Application Control 8% E] ©

K

Apex One Endpoint Sensor

BEfEE Apex One™: Endpoint Sensor {FA1%#EN HE & T Trend Micro Apex
Central W 5 » AIf# M Endpoint Sensor ° &R AEMFE A Trend Micro Apex
Central Web & #3417 Endpoint Sensor SREEEE ©




Trend Micro Apex One™ Service Pack 1 Patch 3 Z8EFNF 44 F

L4 Trend Micro Apex One fAfR2:Z A1 » sEFEMR IS BI ZEVERERRZASHY SQL
Server o YIRABEEFH Endpoint Sensor IHEE » EABLLEN #2455 E RS HY
SQL Server ©°

AR

ﬁ WMRIEARZLEE Endpoint Sensor ARFS » BEN T ERE) MESHNERERME
BERIEL B Z4E SQL Server > BIH &M Endpoint Sensor FIM— A2l
£ Windows MZEHIG) B MERZEFEFRER EE@ o

#EHY Trend Micro Apex One faAlfR2s » ABIE—T &) o

- FTRIFEHE1-10 8

- PMEREAF 1128

c AREREIEE 1-13H
R 1-6. FoiREM

HE =X

REKR FEIRES : EEAMERE Trend Micro Apex One fAIARESHERE (SQL
Server BREIER)

Ineh - R4 KEL Apex One Security Agent 48[

BE
@ AETYFEEERZIEESIEAE !
« Windows 10

« Windows 11

fEREE « Apex One Endpoint Sensor A% (E7E Trend Micro Apex
Central FREXEN)

« IRAEM Trend Micro Endpoint Sensor E#EH#E (27 Trend
Micro Apex Central FEXEh)

Apex Central 331 EITIRMER Security Agent SRESEFEM N EIEH




#3%| Trend Micro Apex One ZEEFNFH4K

15H

B

8 Trend Micro
Endpoint Sensor BY

BEM

. {AARSS | MNRITIEBILR Trend Micro Endpoint Sensor falfR2S
FRTERYE—EB(RARES L Z4E A5 Apex One Endpoint Sensor I
BERY Trend Micro Apex One faElfiR2S (REZBEHEM)

« 1= Trend Micro Endpoint Sensor fRIiRZS EBEEA ©

« 8373 Trend Micro Endpoint Sensor BItEZ2F1 &k} EE4L 4R
EHEAMRSIEN L - WEAIREHWAEERFE o

B5E

@ ¥ 3¢ Trend Micro Endpoint Sensor {1 iR2SHY5% 7 £
Apex One Endpoint Sensor THEERHER o {EAZEFEH
Trend Micro Apex Central Web =& FEIREFRA R
% o

. AR | 7E{&H& Endpoint Sensor SRERERE Z| Apex One Security
Agent 18 » Security Agent & BENRIR LR EMIREHE LN
Trend Micro Endpoint Sensor FBF i > A% B EH Apex One
Endpoint Sensor 32 7E ©

Redis AR#%

Trend Micro Apex One fRIARZR EBIETAE B LEEIRB MY Redis RS © &
WIBRRRLEEEMIRA M Redis ARFS > WA LR ZEIR
FE o

=7
=18

¥—T TEndpointSensor #85|] EWM LW NF—%) %




Trend Micro Apex One™ Service Pack 1 Patch 3 Z8EFNF 44 F

IEH =k

SQL Server fr7s + SQL Server 2022

« SQL Server 2019

« SQL Server 2017

« SQL Server 2016 SP2

ﬁ AR
IEIHBERZ$& SQL Server Express Rs ©
2
¥—T TApexOne BRIERE) EE LN F—F) %

BRI EASSRE EE ESN2XERMBEREU

MEEREEE ESHN2XERMEBEMEL WEMAEN » 526
#2B9 SQL Server X ©

=7
)

¥—T TApexOne BRIEREI EmMLEW I'F—%) &

tempdb BRI ENFEUE (RAITFEE R EEEINEE)
£

o

7

K17 2HEESEN

b2t sREA
EiliE Apex One ZEEFZ IR R 1E IE I 228 Trend Micro Apex One fRIAR2SHA
A% 4L Apex One Endpoint Sensor THAERVEEIH o
BRiR Security Agent 22L& & Endpoint Sensor iRFS » (BERBEIEFE L8

Security Agent ARSI BN LEELLARTS B ETE Security Agent EZ2iE
Endpoint Sensor ARFS » #4781 Trend Micro Apex Central Web F 35
B ERENIEERE Endpoint Sensor SRBK o

—B Security Agent Y%l Endpoint Sensor 58 » Security Agent A&
Z#E Endpoint Sensor JRFS °




#3%| Trend Micro Apex One ZEEFNFH4K

K-8 FHEEEEE
EEpad) SRER

OfficeScan falARES Apex One ZEERZ IR ETEIE E FH4R Trend Micro Apex One fRIAR23HA
RAZ24E Apex One Endpoint Sensor THAERVEEIA o

Trend Micro Endpoint | Trend Micro Apex One Rz IBHITHEIEIL T Trend Micro Endpoint
Sensor {AARES Sensor fAAR2SE] Apex One Endpoint Sensor THAERMEAI AR EERE
e o

- BE
@ Y8173 Trend Micro Endpoint Sensor fEIARESHIER TE &L Apex
One Endpoint Sensor HAERHER o w4 ZE1E Trend Micro
Apex Central Web & FENREMB R ©

Trend Micro Endpoint | Trend Micro Apex One R3z3&#% Trend Micro Endpoint Sensor Fi B i
Sensor F Bl FEXXFH 4R ZE Apex One Security Agent °

WRTIEELEEIF I Trend Micro Endpoint Sensor B B ik iHE,
_Z28E Apex One Security Agent » 3 B¢ Trend Micro Apex Central 3
FESEBE Endpoint Sensor ZRE& > Security Agent & BENRPRZEE
Trend Micro Endpoint Sensor Fi B il 2285 Apex One Endpoint
Sensor IIAE °

Managed Detection and Response fR#5

S BE B BIHE ABBE Endpoint Sensor fRFSI 2576 MDR ARFS > A HE
£/ Managed Detection and Response (MDR) ARFS o B&7 T3IXBINY T1ESE
K4 » MDR IRFEHIRMMTR ~ ZPEFM AR B E Endpoint Sensor FRFE—EK ©

T1E PNt R e
ML TE & MDR IRFSBIEEITHE TYERF > Trend Micro Apex One faiR2S3E
ﬁ%ﬁﬁ?l‘ﬁ’\] 20 GB HEREZER) (& 100 EimEY) » A BEERIRIEINAIECER
B E:H °

BREREBEEMY & MDR ARFFERE TMIK B > Trend Micro Apex One falAR2SEEZBIMNN
(TMIK) 40 GB WAREZER (4 100 fEIIREL) » A AERRIRIEMNAVECERIEE o




Trend Micro Apex One™ Service Pack 1 Patch 3 Z8EFNF 44 F

Apex One Vulnerability Protection
c RRRHE 1148
c PMEREAF 1158
FAREIEEEE 1158
- ZEEE F 11685
- ZRENRE H 1-16 5
R 1-0. FoiREH

=R =k
RIS 51 Trend Micro Apex One falAR#8 K&z Security Agent 18[&]
fEREE - BEMIHS Windows RF Mac kR Apex One SEEEINREE 1R

. IRAEH Trend Micro Vulnerability Protection {EFRIE#E (B7E
Trend Micro Apex Central FHEREh)

Apex Central 53 HEITIRHER Security Agent SRESEREM N EIER

8 Trend Micro . {AARES : B A Vulnerability Protection B Trend Micro Apex One
Vulnerability R AR 23 AT LAER Trend Micro Vulnerability Protection 2 7Z7ER—
Protection FUAEZA M EhfEfREs £ (REZBERM o

. AR : 7S Vulnerability Protection 5RBEEEE 2| Apex One
Security Agent #& » Security Agent & B EIfRIGZEEMREM
Trend Micro Vulnerability Protection FF i » A& B E R Apex
One Vulnerability Protection % ©

BHEMBARS EM | THEBBREEMEL Apex One Vulnerability Protection THAEAR1H
BB A

« Deep Security Fi B i

« Intrusion Defense Firewall F B i

BEAELZENRERERER A IHIZ Z IR EEHY Security Agent
L EX®) Apex One Vulnerability Protection THEE o (T4 BARRR 2R HE 88
E£EEMFET > SAB A BEEREN Apex One Vulnerability Protection I

aE
BE °




#3%| Trend Micro Apex One ZEEFNFH4K

R -0 RELEEN

P

A

fAlAREs

Apex One ZEER X B IEFE L Trend Micro Apex One fElARESEARS
B &% Apex One Vulnerability Protection IIAE ©

EFESRERENRE £1 2 Vulnerability Protection Z# > Trend Micro Apex
One &7E Trend Micro Apex One {AlAR25 BB H4 L BXEN Trend Micro
Vulnerability Protection fRFS °

AP

Security Agent F2T{ 81 & Apex One Vulnerability Protection THAE » {8
REELE R 8 Security Agent HARIIZ BN REE L INAE - WRETE
Security Agent 22 Vulnerability Protection IHAE » {4784 Trend
Micro Apex Central Web =¥ & BB ZB=E Vulnerability Protection 28
B& o

—B Security Agent U£Z! Vulnerability Protection 5% > Security
Agent FEE L28E Vulnerability Protection THAE ©

K- AHEEEEE

p 2] SR EA

OfficeScan fAlfAR2% Trend Micro Apex One EFEEEE R & B 2 ZEH Vulnerability
Protection B{E) M REZWEEERR OfficeScan fRIAREZFHAR » 5HFS
AR ICHVEH & A B BSHT BV (E RIS HERELED Vulnerability
Protection IAE ©
Apex One BRI IEFE L4 Trend Micro Apex One falAR2SHARS
B &)=zt Apex One Vulnerability Protection IHAE ©

Trend Micro Trend Micro Apex One RZIBHITIEILT Trend Micro Vulnerability

Vulnerability Protection fAlAR23 2 Apex One Vulnerability Protection THAERY/EAF+

Protection {EARES R BT o

Trend Micro Trend Micro Apex One A3z #& 1% Trend Micro Vulnerability Protection

Vulnerability R IRIELFHARZE Apex One Security Agent ©

Protection F3 B i

W RIETEBEZEE Trend Micro Vulnerability Protection 5 im B im 2L
%245 Apex One Security Agent > 3l Bf{¢ Trend Micro Apex Central £
=S EBE Vulnerability Protection SRB& » Security Agent & HEIfRRR
%24 Trend Micro Vulnerability Protection FB B il 224E Apex One
Vulnerability Protection THSE °




Trend Micro Apex One™ Service Pack 1 Patch 3 Z8EFNF 44 F

R 1-12. BEEE

P

A

Trend Micro Apex One

(GllilE

EERAINBENE R EBIEEREE Trend Micro Apex One fEIiRES 1 »
SR LAERRE T YES

« Trend Micro Vulnerability Protection BRFF1ETE Trend Micro Apex
One fAIARZZ EAE_E#IT ©

Vulnerability Protection BRFSERIFRTETERL Trend Micro Apex
One ARSI B P THMUE :

(AR LZEERIH*K> /iServiceSvr/iVP

« Vulnerability Protection BRFS L2450 EFAETETERL Trend Micro
Apex One fAlfR2SEBAEH I THIMUE -

<fAPARBSLEEERIZ> /iServiceSvr/iVP/install. log

Security Agent i 24

Z8E Security Agent M Trend Micro Apex Central 282 Vulnerability
Protection SRE&1& » AT LAERET5)1ER !

« Trend Micro Vulnerability Protection IR (BE ) EE
Security Agent i s E#I1T ©

« Vulnerability Protection RIS E R FERIREEPH THAIE -

<Security Agent WIEERNI>/iService/iVP

R 113 RERBHRE

3

B TE =REA
GIlilEr £ Trend Micro Apex Central Web =G H » BE TEIE > B>
#EHL o SRBEEMRBERE Vulnerability Protection fE SR B ENE H
BFEE o
Security Agent ifiB5 | 7E Trend Micro Apex Central Web =& » BE TR > HRIKE

) RABREEHIEIHIEDN Apex One Security Agent ZRBEHY
MVulnerability Protection 28%E1 ©

REMAREERE

LEERELER TR Trend Micro Apex One fAIARESHE » FIRREREHA
TFIER o




#3%| Trend Micro Apex One ZEEFNFH4K

T 114, RENFARIGEFE

TIHRHREENER
EEiE FHR

Trend Micro Apex One 2K =
TR MRS A IRE S -
e C:\Program Files\Trend Micro\Apex One

LERER

7|

e C:\Program Files (x86)\Trend Micro\Apex One
(R xe4 FERITE S

B A BRI T F R TERR BRI o MNBZBRIEAIZIE » Lt
BlegsEr -
Proxy Al IR23 58 €

U2 Trend Micro Apex One fRIBR2%:E:E Proxy AIRAFERE
Internet > 3H5E FFIER !

« Proxy 8% (HTTP Z{ SOCKS 4)
- fAAR2SBFEEK IP fitit

. IR

« Proxy BRs8/&5E

il
iy




Trend Micro Apex One™ Service Pack 1 Patch 3 Z8EFNF 44 F

TR REENER
E i E FHik

Web fRIAR2Z 22 TE = £

Web fAIAREZE 1T Web THES CGI > WHEZIRE A FIHM
< ° f5E FHIER ¢

o HTTP B | FERIETUIE A 8080  HNRIEEA IS FB
4G > SEIRE HTTP (ARSI TCP @EIE -

REE

g

=&

A HEEBHTTP EEANEZENFRS/ SEREAREY
fEFETIE 801 (TN) 8080 o AL EARMERIE
BB IR SERE A HT TP 3BT AYTERR TCP @5
18 o W RFERIETIRSRIE BRI ETEERT » BXA
H @RS o

MRERESZ2ELR .

. SSL/&FEEMEAM

o SSLIEETIE (FERRME . 4343)

B

MERUKE TEREE) - TIAEMERNMVESE

- EREANERE
o 42 EEEMIRSE (BARTBREE)
- EREBIRTENERE
. RIS
EXED
S RNENDS

all
all

all
all




#3%| Trend Micro Apex One ZEEFNFH4K

THIHAEEERNER
ES R FHR
BEXEHERBSHMFEIRSE LR z
LRGN AR » FieE T5IER !

« SSL/RSERE XA

« SSLiEIR

REE

all

L4E Security Agent
B BIRSTEEHS

LRI EE T Web TIESE AR root 1R © $8E TFIE
B:

« Root IREEZEHE

FRIEE THIRR > URIERERERIRLZEAER Security
Agent :

« Security Agent FRFRZEHE /AR R ZE

il
o

i
o

fil
iy

Security Agent ZEEERE
}STE A P iRIREE EE A RZRE Security Agent BB % © 3I57E
THEE :

o ZHEERR AR P IRRIEREA c:\Program
Files\Trend Micro\Security Agent =57
C:\Program Files (x86)\Trend Micro\Security
Agent o FHRIZEERIS KB A TASR RIS o MRZIE
T ZEEX TR RLEREFTURIL -

« Security Agent FEIRSERS
BEREHRD

IS FRARESEME - E A RES Trend Micro Apex One fEfRES
MUHHERZ BRE

o
fil

HE
ﬁ BHESHEES/D 300MB HIE] BHILZR > A
AR E —LeBE R AESSRR




Trend Micro Apex One™ Service Pack 1 Patch 3 Z8EFNF 4R F

TR REENER
ZEREHN
ERE FHik
EAR A3 BasE R aE = =

Trend Micro Apex One B1E ZREEHAM E il ERIZTRITZERVER
FHIREE o Y1 Trend Micro Apex One K1 RIEIREE » SHAW
REBISEBMNEBE °

RNBERREE

Trend Micro Apex One ﬂﬂﬁ%ﬁﬁt&ﬁﬂ?@ﬁﬁf“ﬁr
Windows TBA#A) THRERFEET o TERAVRES BB Trend
Micro Trend Micro Apex One fAlRES-<AIAREZ B FE> o IHF
EIRRIBE ERATER LTS o

EMEESERE

ETRABTER—EiR 2 _E 258 Trend Micro Apex One fRIARZZF4F RE 17 1R
FERREXRIERMRERE - MFFMEN » A2 REEBENNRAX
o

]
iy

Microsoft Lockdown Tool #1 URLScan

{# M Microsoft IIS Lockdown Tool &f URLScan B » $#3€ %! Trend Micro
Apex One 1EZEAIAE G 184 Security Agent BA{AARAIAVEN

- ABRE (Lind) B

. ﬁﬂ( at) 8%

- BRREAEEE (A1) R
o AJEIT (. exe) FEZE

FHLE B P ifn- (Gl AR 2% @ s R BY URLScan 1B

“N

SER

1. {21k Trend Micro Apex One fAIAR2S B £ AIAEFRAEEE 2 IKE AT AR
FE o




#3%| Trend Micro Apex One ZEEFNFH4K

2. ¥ URLScan #ARSIEMECA 5T LIS E RIS SRR o
3. E¥EE) World Wide Web Publishing AR5 °

Microsoft Exchange Server

TEAARES L HARI 2L Security Agent BF » Trend Micro Apex One 4ZBRESITF
AP ImEREIFTEEZE o R Microsoft Exchange Server E 41 21771
EAREERRT > FRAKESPRITRELE B E% > A BEFE Exchange Server BEIEE
FEMHAR ©

Trend Micro Apex One & BE) R FEEFIA Microsoft Exchange 2000/2003 B
Bk o 557E Web A PETIERE ( Z22FRE) RE LN THRR> 215
FRIHRE > IR TE] ) o W% Microsoft Exchange 2007 & fIMNF4HE
ko FB2R

https://technet.microsoft.com/en-us/library/bb332342(EXCHG.80).aspx

B EFRS

EESAURMERERRES ; A8 > ErEEREFENERENERARZEI
MAE © A% i AR EREGENBERIRERE TEIRHRIE] Z5h o TERRIERTEE
HITF BRI E R E RN R RE -



https://technet.microsoft.com/en-us/library/bb332342(EXCHG.80).aspx




) TREND:

8|2

i

223 Trend Micro Apex One
AERIAZLEE Trend Micro Apex One™ FYBE o

KERA !




Trend Micro Apex One™ Service Pack 1 Patch 3 Z8EFNFH 4R F

EMREEE

™ EE
@ B ATEB RE Apex Central FEIARZSE IS E#1T Trend Micro Apex One fAlAR
BB ILE

E#117 Trend Micro Apex One fRIRZFNEFLEEE > 55E B N5EE -
+ Trend Micro Apex One fARZZIE 5F 22 B
- fAIARES M HE 5 2-3 B
- ERRIAMESERESE$E 238
- EREE 248
- BOBEEEHRE £ 26 B
+ Active Directory 5 2-6 B
sAash FOARLL > UES 2 MERERNTERE !

http://docs.trendmicro.com/zh-tw/home.aspx

Trend Micro Apex One {RIRZS (i B

Trend Micro Apex One FIEERBHHRIRIE o FIE0 > EEILATE Trend Micro
Apex One fRIAREE R ELF P i 2 FEIE& BB A AE - SR 1R E—ABERFH KB R 58
B AARSBFFIE A E i o MREARSSKRE AP i 2 BFER XS - 558555 XS
R 7 ST P AL A AR 23 8L Bl SR 2 RAR (3 o

AR 4T SRR AT (PR MBS (1 B32O4BEE 8T8 Security Agent BFT S
ERRIE > SR (BEEM) o

58

Y BERZ2EE  BBREESEE Trend Micro Apex One fARESREETE A B RIS
A - RFBECIERMMAIIGA I AERNIRS - BEREIEERTE DMZ PRE
Trend Micro Apex One Edge Relay fEfR23 °



http://docs.trendmicro.com/zh-tw/home.aspx

L8 Trend Micro Apex One

G ES G

EERRBERRSNRNREEEFERNERES

HhER
FERRIREEE /D Trend Micro Apex One fRAR2SHCHE 2 GHz ERIE23H 3
GB L{_EAJ RAM °

B — Trend Micro Apex One fAlfRZ3 AI BIEM A Fininet A P in# B 8175 %
HZRME > FIUN=] AERSS ERAAEREE - IR HEIFEE RS T EIER A
Pim# B - AR ERERREEAR ©

F AR

BEEN U2k 25 4) Trend Micro Apex One {AfR2SEF > FHEE TFEIE !
- IRBEFRERIER) CPU B8k
- InEhE D ATHMMINEE

MREREREEMBR  FRETRTHREAEANTEARERNER
RILAVIRES o

i >

E RN E RS &

723518 Trend Micro Apex One hRAH » ol PR EAER [Zingl

Fhei) 5 MRERE -

1REfRIE

MZAERES ] 2FFAERR Trend Micro Apex One SRR % o TR

FPIREAFTA Trend Micro Apex One TR LR P imings L > METEAHE

RIEFRAEER -

EinE S EE

Ens R gt AREIERNZEREBFEERETRE - 7 'EiRiisis
B 3T > Trend Micro Apex One AR IHBE T EREAMESFELERR



Trend Micro Apex One™ Service Pack 1 Patch 3 Z8EFNF 44 F

& - IRABRIREZERENEFEERESFEXEREBERE » AARRE
BRE B TinE S KM FEMRES o

EinESmiiE it T ERS
- RHIRE - AR ERRZ 2R EHINEE o
- MEREIREM R R RHE M EAV RS o

- HO B S EREANERIEE - ARNFEETE BN EGET
Tid s AU BERHFEHE o

- FEEATSRNEEHERSEFARAIRANEESEER -

- RO EImRS EREABVIZOECIREE o LSRR E S EE R I RS
i e

AR R
ERZELR » BRiK MIERRBHEA AT TRIREEHEE] 757%  Trend
Micro Apex One W AFFETE R EEFIREEE » HESEBIRBTRES L o 55
EZETHIER .
- MREELZERRBERELERES L BRENFAEBRIGEZSER
IERESEE o
- MREEFAERRIELER NMEERE » AEREGRSZE > BiEE
RIS AR TS IR o
- MREFEER NMEERRE) N B8R o BERREETEES
TS REMARBRIRES L > ARCBHEER NEERE) 48
BERREE ©

HRR (S5

FREZPERF » 552 & Trend Micro Apex One FREA MBI E  FAIRSSTEE
TTRYESEREEL S !

- BRI TP ENARSEEESAEMT LML T
- BAIRR R TEHENRTH




L8 Trend Micro Apex One

- BAAFPIRAMARRENESE
Security Agent FEMIT FHIBIERI G ELRE !
- B3
- BT
- BRE L L4 HotFix
- RHESEZERE
- 11 TE#) BXXA T—fiz) B 2B
- ERRERENEiREF R Z B3R

T E TR R R AR (5

Trend Micro Apex One EEMTHREELEARERERNE - H TRV ETHE
HrHARS A 48RS AIE » Trend Micro Apex One BHITTTHER o Trend
Micro Apex One A T HIBEMMNTRREHBIER » RETH NIgl)

f o

ERAEHRY Security Agent R E TEHANEINREN - REMEMNERHEE T
HTEAREHIER -

BERKEERETHIRBHIESR - TRRAARR) BRERNIENRS/S
BRI BEREthE TR THARSEES -

B CIERR AR S

WNRTER B IHF Trend Micro Apex One {AlfR23ZMAE MESEE) =X B
21 BRKREE: » nIf#EEEAY Trend Micro Apex One AR IRIEE A [EHMHH
BRI SHEMARRIERRIR o LA 2B tHEERFRERR
IRV B o

fHIgn - NRERIEHPAER 20 B LRIRES > /R TERAER B5E
731} Trend Micro Apex One fAIfRAIESEH > WA EEAER EHMAE AR
IREERYBMRREGE A - N TEMAEREN KHAEN » F2H (BEEF
) o




Trend Micro Apex One™ Service Pack 1 Patch 3 Z8EFNF 44 F

Trend Micro Apex Central F143ER (S5

Trend Micro Apex Central™ @7 « EHFEIARSS « IERMARBAEERE L
BB E R EIRGB L A mEARTS © Trend Micro Apex Central Y Web-
based BIE T 1E IR E — BRI R EITR(EMR _ LRV EmE RS o

f$£F8 Trend Micro Apex Central Bl R ¢ B —1{if & B IR #(EP Trend Micro Apex
One fAIARES © Internet FARIRIRIETERY Trend Micro Apex Central {AIAREF AT
BRI EHXNEREIRSE TEHITH o 218 > Trend Micro Apex Central Ei§
TeHFERE E—SZEf Internet FARTEE IR Internet FARA Trend Micro
Apex One fAlAR23 °

ANEEFHHE N » 5 2R0 Trend Micro Apex Central X o

EPALE TR I

A LEE Trend Micro Apex One fAlfR23 HimRG P PR 17 ST MRS im RS L 2 28
RS o ELEFEATE N AT SEE 58 Trend Micro Apex One fRIARZS BIAM I &AL,
W EBHWEE - BERRIGNIBAELEhERE 2% > I BIZREE Trend Micro
Apex One fAIARESEL Security Agent » MUIRERBAZ R 2HBIEE o

ﬁ AR

Trend Micro Apex One #:% BB IR L4 fAI15 11 R B F 2 BRI BR23 7T
% > (BRILRIMRZER P RTTH - MEFMAEN - A2H (BEFM) -

Active Directory

FiB Trend Micro Apex One fAARZSEBLAEANA Active Directory ABIEH » LUF)
BUAeAERNEEMNZ2MREIE

AR B ZEL Trend Micro Apex One BRI E2FEAERNZEERTE » HAEM
BHARZEEH A RIS LRSS ©




L8 Trend Micro Apex One

ERENSRE

S

1. BITHZEREALRLERELCERE iss i > FEULZEULIRE - FRA R
EFEEUERS SN RENARBHNEERAELERTE

EEE
@ - ZEEARFRTARZENER -

- WEHITRH R » SAIER %8 Trend Micro Apex One AIARESHIE—
Ik - EE 37 Ol FERE ©

2. WHLRERTFITHIITZERN » RARRLEEIERARENSZEND
FEREMIE o

% 22 512 TV A RE ST 87 EI O FEAE

L2 A& %48 Trend Micro Apex One °© R & ZHEE AR IR ZICIFELRE ©

SER
1. & ApexOne.exe 1828 » ABMBBHEHPHAR o

2. BRNELIERTFTT » AA%EA Trend Micro Apex One setup.exe 1EHE

#3m > Tep C:\Apex One Installer\setup.exe] °
3. BATI&GST:

setup.exe -r

-r SHERBLREARBZEEE > URFREFEENCHEIOERE -
4. PITHREEAFHLREIER -
5. SERELETERE > AT swindirys PHIEIFERE setup.iss ©




Trend Micro Apex One™ Service Pack 1 Patch 3 Z8EFNF 44 F

PITEAESRE

S8

1. BLEREHH setup.iss BUEIBIRiREL o

2. EERmHTD ARG LRTFTIBAREEFNBEE -
3. BWATMIGS:

setup.exe -s <-flpath>setup.iss <-f2path>setup.log®°

590 : C:\setup.exe -s -flC:\setup.iss -f2C:\setup.log
sRER .
« - ERRERARTENERE

+ <-flpath>setup.iss : BIFEIEIE - IREEEZTEN > BAU5I5R
(") FEERRIR > 5190 » -f1"C:\osce script\setup.iss" o

« <-f2path>setup.log : ZEEBNBELZEBEIUNGEIEMUSE o W0
REEEEER  BLSISE (") IFERRE » FI0 > -f2"C:\osce
log\setup.log" °

4. 32 ENTER °
ZEREAEUENE SN FIRSZED iR o
5. WMRBRBHETZEZTHRI

. 155 B1ZimEs EBY Trend Micro Apex One F2T0iE1E o IR EAFH
BIE > FEMERETRE -

« A Trend Micro Apex One Web 5 o

(|
ZitiE
0 43 FHAZE Trend Micro Apex One (IRESHS » SHUT RISt o

TEFAYR#E1T Trend Micro Apex One fRIARZBZMI B LI Z Al > BEFRE EHERE
ZITHIRIE - RAREMEREEFENFAEN » H2H !




L8 Trend Micro Apex One

- EEREEF 228
« Apex Central #EFRINGENEK 5 1-6 B

SICRE S EATFRIGE > FRIESEE LN RREZE Trend Micro Apex One
fAlARES o

RESH

AP AERERE S NIIRRIRE SRR - LIMEETTRE - TRRERESH
IEREEREREE TR -

i s 22 S B o Bl
7E Trend Micro Apex One AR LM Z Al > ZREX iR ERRALE
LTERFHEREREN - ZEE A ERMRMERS ZESHWENGE » 61F
- FRENEEER GHERERERS)
+ Windows Bl
+ Program Files B}

HRMERZINRS/ BEEIAMEEAEANERN » REEXITMUAITTIRET
)N

- B : MIBRPEEZR

- Bk BRRAIBRRAMER B A AT BEIZIER - SGRIEEN T —EF
FRIZTHRIEEBIRIES o
- Effan | BPSERNBEIEREES Ivir) o ERE—RREEFEK

2 > BNRERERASERAIZIAERE - RIFTLIFR - RRENS%
HRSERR > HRE/ SRR EMENT -

- BARRIE | AFFRBERRSESR  FEHERNTEREE - RETU
1RE/MIBR/BARES ©




Trend Micro Apex One™ Service Pack 1 Patch 3 Z8EFNF 44 F

g
Q;>E$%ﬂﬁ§%%%’Q%Eﬁgﬁﬁﬁﬁﬁﬁﬁﬁ%%%%i’uﬁﬁﬂﬁ
HYPYRUELZ 2B RE(CHIPE

EAENMNRERGETE/ME 1TAKE ZRPIK EMNRRE °

Proxy {RIAk 2%

Trend Micro Apex One {EfR23{EF HTTPS @ i%E £ P inEl(FAR2s 2 M
1T L BEFIBAR KT EFAENEARZI K THFER W3R Proxy AR
BRRIEMAEE EHY Internet = » Bl Trend Micro Apex One & Proxy AAR2S
=E > UFERFEIARSS AT U T B EMEARSS T8 EH ©

BIZE A UTE LR AR IBISE Proxy AARESRE » LB BHE Trend Micro
Apex One Web FIEGIEERTE ©

EEan Ry Eh

IBELPIREI& 2K/ N RIRIENRS » LUBKENFRA Trend Micro Apex One I

AE ©

HERG TRREniS.) - AR TR LM - ZEEX SHEBEES AR
if o SEREEERER  BRERRETHEE TRENE NWETFEH - IEILHE
B REEETRERER -

EEmnhRZs

L4 Trend Micro Apex One STERRIH AR © MAERR AR EAEFEERA
TRRENERS.) - BEES TRENS) @ AaERRREmER




L8 Trend Micro Apex One

3R 2-1. ARASEEER
hRZs sRER

FeEMR TERESEERIAENE R RS » I AERERESRRE
MBEMRE (BER30XK) - BRAZAE > ERRMRM
BT ER o Fi5 | 2SR ER BT HAIRES o
BB AR ARERM AR EMZEHBIRE -
AR E EATAEE - DT REZI AR S RIEI R EAIRIE -

AR Lt AR & S FRA ERTHAE o e LA BER 3 A R A R A 72
BHR o tNREAREERENZB F4R > Trend Micro Apex One
FERAMATHEN « BEAFRE BB IR

IRAETE AN RRENDS
TEREHAE > FATaE BB B LURRENFR B THAE ©

ERERBHIREBISREE WMREHRIE) - ZEEXEEHEME
MEBERH L 0 EITEmE -

metfeR R > BERREFE TREE -

RIAREBRRHRIHE ABUES R 50 TREEE) (RERERNEE
Mt = TRREneS) ) o

MFHEER - HSEREESRIE F 738 -

ﬁ =
WARANEEMBEE - F2H

https://success.trendmicro.com/en-US/solution/KA-0007041

RICRIE

ERARLEREHIEEMBE

{RIAR 2% =8 5
187 Security Agent ZRTTERADIH LB (FQDN) ~ 1 (4815) REESIP
43R 28 BRI AR 2% BB AL o



https://success.trendmicro.com/en-US/solution/KA-0007041

Trend Micro Apex One™ Service Pack 1 Patch 3 Z8EFNF 44 F

fARRBIEAGH] Security Agent Z FEIRVIEMKIEERY IP (iIiLME o €488 1P fuht
G Security Agent #7% 8 Trend Micro Apex One fAIAR2SEE o RigZ@5H
HIME—F A R EMEPEFRE Security Agent ° MR 2R E L TERFFIRESE
i BEFHLEEEE > MERNERNER

TEARSHMART » [RIRSS B [P (B E THRIBER RIS E > FILE
BB R RS B

MAER

R IP AUMIEE M ELBNEIES » BERNRERTETRRERETIP
fiit (1 DHCP fRAARERENS) o BEIEERILUEAN DHCP [RARESEIFAIER) 1P
It & - A% 1P AIUH4ARE R E R4 A¥A%) (2 DHCP fAfRe8 L) - g%
Security Agent B#&E HiBKIRE o

RS IP (AR EM S — A AR > ERY Trend Micro Apex One fAfR2S
B9 1P firdik o Z & i81F DHCP {AARE3% Trend Micro Apex One $5EABEIHY IP i
it > BN{E DHCP BRKENFFANLE o

EICAERAFRE 1P (AR > AFRE 1P (AR FEARES © UESh > WNREARESE
PSR ZREENE R (NIC) » 5FEZ BEAEP—E 1P (itmiFERRTE > KU
FE (R AR P im A (R BRkes < FIEF 21T ©

Web {rIPRZS

Trend Micro Apex One Web fAfRZZ G E Web X5 « BEEBEMNAITE
e NERARENHE] (CGI) RiEZKE Security Agent BI85 < © Web fAlfR2S
B E L SEIRA Security Agent CGI » i f§ HEHX F| Apex One Master
Service °

HTTP i&E:IE

Web ElAR2S E7E HTTP BIREEEE Security Agent B3R » Wi iELEE REHLE
Apex One Master Service © IHARFFETEHEERY Security Agent BIEARFEAE
[El45 Security Agent ©




L8 Trend Micro Apex One

SSL Z1E

# 712 Web IR EEARSS 2 EETZ 2@ > Trend Micro Apex One Ef#
Fi Secure Sockets Layer (SSL) © SSL e{HERIMVREEE IR EHIELE © #A
Trend Micro Apex One B5CHE1E Web TG HISENEBETIND » BEX
#a Trend Micro Apex One fAIfR23 > BEEFMATTUBRNE > TAFRERH
ﬁé;ﬁgﬁg MEIR) 205 > RS EEEHFEVE o SSLRE SR LR BB
RIS LY °

fEFARY SSL HRZ<R Web fRIARES SZIZRIRASTIRE ©

S SSL By » RN G BENEIL SSL /BT ° BEERRFEZ AT SSL &
i o BEESARSEN - ARZRNLEERHE

SSL /REERVA HEARIFE TS 1 B 20 F 2 - BIEBE/REZIEZ% > e EA
BeE o 7B > BERAMEREIRERE) SSL EZ R > lgHIR—EEEAR -

BB SSL EEA RS -

BIEBEA SSL EARIE Web S EXENE Web fAIARSS o

Web ARSI EIEAR NE/RFEN Web FIES ©

BIEER S RSA INEBRITEIRIIMR ©

Web S EER RC4 MNEFEER ] Web EIARSS ©

B RSA MIEBRELZEM A% » BEEENTEZE - AL > EERRERR
> M RC4 EREERRNVER DR AR E RS o

Web {R]iR2SE I8

TR Web AIARZS A TEEIBAIRSRDS o
3R 2-2. Trend Micro Apex One Web fElARSSHYE IR SRS

oW

) TR
Wes {AIARZS MR RE
HTTP HTTPS (SSL)
IS FER 48N, (BEERE) SSL) 80 (FAJRE) 443 (FAIRRTE)
IS EfE4ELL (BERE SSL) 8080 (AJE&RIE) 4343 (AJERE)




Trend Micro Apex One™ Service Pack 1 Patch 3 Z8EFNF 44 F

Endpoint Sensor 223

MRIEE ST Trend Micro Apex Central i EfEE Endpoint Sensor {1
¥E > FH3EEEY %8 Endpoint Sensor] UHERFIB X ER Endpoint Sensor AR
59l Security Agent 8 ©

ﬁ AR

[QETITFEERNIREEDAE

« Windows 7 SP1

« Windows 8.1

« Windows10

THRBZ 8 Endpoint Sensor FRFEFFEHIRETEXK ©
IEH =R £

Redis fR¥% Trend Micro Apex One {AIRAFEBISFEEEZE | #—T TEndpoint Sensor &
$EIREM Redis IRFS o MBI EEM | 5 EE@LEN TF—F) #
IREH Redis BRTS » I AR FTREERZ R EER
AR o

SQL Server « SQL Server 2017 #—T TApex One BH}ER

= BE LM (Tt 4
R « SQL Server 2016 SP1 ®) EELE TF—%) #

AR
ﬁ IHEIHREARZ$8 SQL Server Express AR

z'g o
EEEEN | BEB (RSN XHFREML 12— Tapexone AL
RE NEEMED EsneRsmERE | o Sath TPE
B ERARRR » SSREH SOL Server O
o
R — e e

I




L8 Trend Micro Apex One

pE =1

ﬁ WRERZEE Endpoint Sensor ARFS » BEEIT E/ME NESHNERERMEE
EREEL M4 SQL Server » BIH#& M Endpoint Sensor FIME— 75742 R
£ Windows MZEHI&1 B MEbfrZEEgEEE) E@me

#EEY Trend Micro Apex One {AfR23 > A%BIZ—T EE) -

Apex One E#}EE
- FE
Y YNRITEtEERA Endpoint Sensor IHAE 5 M EECIEREZ BREAZLEN
SQL Server LRI ERIE o

WNEFME > 55289 Apex One Endpoint Sensor 58 1-9 B o

SE
1. 352 Apex One BERIEMNIE :

. ZHE/JRITHAY SQL Server Express HITTEIRS © ZEIEZEE SQL Server
2016 SP2 Express i 317 NOFFICESCAN] BRI EHITEE

BE
O MNRIGEIERYE Endpoint Sensor THAE » ILEIEGEAER o

« SQL Server : #HY Trend Micro Apex One FEEFHIEZTER SQL
Server ZEFMERIEMITIERS o

2. EH MERIEERE) 75E

A "Windows 1R3E1 B AfRARESEF > Trend Micro Apex One EERAB
AMBEAZEREN ERERTE -




Trend Micro Apex One™ Service Pack 1 Patch 3 Z8EFNF 44 F

BE

O FRERRNEBR A EIES BT Active Directory (AD) REEE
8 MSWERER Windows AiZ 24 RA) 3 MEHHERAEE) i
A MERABE#ERERK PN TIIEA :

- LERBAXEA

- DHtRTEEA

- RHFBHEA
ERERTEVAEAA TIENESR !

« dbcreator

AR
ﬁ EEERRERIREIIMNERERTERR - A REIER -

» bulkadmin

« db_owner

3. 1F TERESME) & > 157E SQL Server M E Apex One BiRLEF
RzERERITERA RS o

ﬁ AE

- EETEERE Endpoint Sensor AL » 4 R Endpoint
Sensor] #EIE o

+ YR SQL Server ERAIBENENE » REEXNGESHRIMNER
E#ITIERS - EREREREIRSRL AR dbereator R » A BEEIL
MEVERIE o

Apex One Security Agent 3pE

BB 5 FI AR R Security Agent I BT HFFIHIEES » L
RAKIFH B EEIAT -




L8 Trend Micro Apex One

fEFILEE A G5t Security Agent BREEIB1RA R IR > PR AR =M
RNURFERRER ©

AR
I R

FrABERESAHTER R LA EES /BN EESER -

ZEBAN T ENE iR SR TFRS
LZREATEERmE L ZRBEEX I HBinB S MERSE - B[RS
BAFEAZIRESIHEN Security Agent IRIEEREETERT » UAZHE
EETEREETIN Securlty Agent IR EEETERTS © 4 Trend Micro
Apex One Web F A EIEES T AARSS ©

™ BE
@ IERRASH Trend Micro Apex One 2R HTTP # HTTPS B RETIEEE
BTEEH > WEZIEER HTTP BAETHEEEBTEEN -

IR EZRCRER AT BB RBSEMERS - CRBESGARSEER
TEEINAE » BAESIAERZ K Security Agent HRERRTS - B X FARBEBILR
> WEAAHEACHERETES - IFBINARSNVEREN > F2H (&
IR EHTiRESKMARSEEEFM) -

TR

HREESX T EmEFHMTERESE Trend Micro Apex One {FARZZERE—1E
IREE FETT 0 EILEEREMFEIARESARIETEER - IREEAYMBE AT AE S K IERE
& o &7 R/VE [ Trend Micro Apex One fAIIRZSHRE » BB T EER
HERMARBMEEA T ETHZIRB SRR - MRS ARBIIEES
R IR o MFEA Security Agent RE EENZIRBERMKREMEN > 35
28 (BEFMm) -

AERESAFRES
PTRHRE It BB B A SRS |




Trend Micro Apex One™ Service Pack 1 Patch 3 Z8EFNF 44 F

- RERIER NS TARRMT A o

- ERUNZEEATRBREEEBTERBE (NRFASN > F2HE
BEETERS $£221H) » BRARELEXAEEETEEN BA
Trend Micro Apex One BRE R LEE R EEI T inB FkMTFERSS ©

R L4 Trend Micro Apex One Z B BERILFEIAREEAIA » 551 Trend Micro
Apex One Web AT TFIITIE :

- SRR R EA TR SR o

- M EIRSFIIE EX BB IRBFSRMRRBE » BAF WAESNEIEE
REETSREREETSENRIZXMMRES -

L 8E Security Agent

FEET B 1R MARES L 25 Security Agent ©

Security Agent R IRBIEE L2 FBRIBEMRPAE o FILL > MNRE(RE Trend
Micro Apex One {AiRZBZF BT Z Z 2 M B 1REE » ARSI FEELE Security
Agent 1230 o FEIZETE ARSI R EERIRI L8 Security Agent ERERARESEE
B2 EIRE » ] RPRER ARSI B LEE Security Agent BIZESMTE o

ﬁ pE =

ZHEEARERE » B Security Agent REEFIATER _FAYELMIRES o
MFHAEN - F2H (BEEFM) -

NRMERBREM BRI EZEBARIREH LR imEE 2 2 hE S - A
Trend Micro Apex One A—7E e 5 B BIFEIR L EEZ RS LA Security Agent 2R
HfL © 907 Trend Micro Apex One & BEIfRIF L ERBESFE > AR ITH
SIRMAERE o MIRBEERRLRUEE - AT HRMRRE > AEBEER

% Trend Micro Apex One °

Smart Feedback

BRI Smart Feedback feftiBRARHY Em 2 A EEEYE > UURZAE]
BX 24\~ —B 7 RNZZHBRER O - EREEE—FFREHN




28 Trend Micro Apex One

THTEERERZERTAMNLERE » MG EHEMFEEZRENZE
RBENE  LBEEREMNRETPRIZLEMBHINE -

BRI ERSEREESEEAEKE RN B HRERKNENRZEHE R
afl > IRt EERVENR LB RSN L ERBRE - RRREEENHRR
2P 0 MEEREIENTEMDRR > BERELIRFEELTNIEEA -
ERFRENZEHE ENERNEARRNEETSMIFGEENRE » X
EREASBEENNRL—REREIFRE

LHIRHR - FEXGEEREHNENEE -
- TEFRBERES
- BEEREL
- EREM > SEANRRE
- HUTHERTE
@A ABERF 1 Web EIEQ 4R IE2NILEE o

TR

Q fCENMEARZ L Smart Feedback @ IR EZ EI(RE o LAILUEIER TS
8> TR APBEREIEIR Y o BRI EZR 28 Smart Feedback » LU#EIA
FrEERREE R REELEMIE o

MEFHEIRESMHFMEN » FEHh -
https://www.trendmicro.com/zh_tw/business/solutions/challenges/hybrid-
cloud.html

Security Agent 223%

B FARM) Security Agent RERTE > WISEHMZRRE - MRZEHHH
HRRZERRE » FEEHRE -

MR
BERKERERERRE °



https://www.trendmicro.com/zh_tw/business/solutions/challenges/hybrid-cloud.html
https://www.trendmicro.com/zh_tw/business/solutions/challenges/hybrid-cloud.html

Trend Micro Apex One™ Service Pack 1 Patch 3 Z8EFNF 44 F

IBENERIZERIEE » SARARGRENZEAEY - MREENREER
Security Agent FARFERIB &R » BILEEN L Security Agent ZEHAB B
BREIZER

WMREEHAFFR Security Agent ZEEIRIE » :FEA S 2 AR SR BIHERE L ER
1= o fllyn » C:\Program Files\Trend Micro\Security Agent®°

ﬁ AR

7E Trend Micro Apex One RS ZILTTR 218 > BABIEIELK Security Agent &
BEERIR o FiE B REEM Security Agent EMFERERIMREERE o

$67E Security Agent ZEERREVE R » BER TS .
+ $BOOTDISK : UmmhFat%RERRAVMERRIRCIE » TARE C:\
+ $WINDIR:Windows B &% > A& Z C: \Windows

+ $ProgramFiles:7f Windows B )R EH) Program Files B > BHE A
R LZHEERER > TAERE C:\Program Files

FEREEESHEL > HRE MEE -

« 3BETIBSRES ¢ Trend Micro Apex One {EfRZ3 RIS E VB TIREL P imiE
T8 - AR TERENBMANE

Apex One B A1

Apex One [ KASERARRERAR  BUBEARS RS RIENIHER - RIRERR L
BY Security Agent AR o ERTLUKER 1P Uik - FBEIRSRIS SR E 5
BIAR@EERIRA > ARRELERNEREFFNERERE -

RT|EEZRAPA Apex One BAXE » WHLTHERE Trend Micro Apex One fAARZS
Web EEZESIMLARE) o

REEEMAIRSS T & _LEE Apex One BN HE o MIRIEEETHE > BEHER
AR23 & LERE) Apex One B NS » 353EEX [EXEh Apex One [ NS (TEEIARZS
F& L)1 58 Trend Micro Apex One TEF 4R BT ZREIEA Apex One BN ©




L8 Trend Micro Apex One

k2 TUBh B ThAE

EHEENT » FrE R AR SEN AP RIS F R0 « TRAIRE - B
feBs S 17 AR AR RE R B BV REER A2 TV PI BE NV B R B2 TUACE T 2R » (R
SRMRELERFE/AIENEREBRINTH  BRERIERER - SifiFE
£  #8Z + Cookie FIFE ©

BHR LR EETEET » DI BRI ENE TR AR
BUIREEITERE o A BIREPILREEENEE o G0 0 BENARREH
B AN E R R AR N E TR B RS
& o

LER  IFAMTEREARERRBNEETS > F26H (BEEFMm) -

TRAIEEESEPIEEEY » REEARASEEREBREER - L&KE& -
BILUTE Web FESGEETEEARE ( TARK > 2HARRRE B E
ERE RE LN MERBFEN/JENEZHBEIRHRRE BR) -

WRIEETFER

MEEETEREEISTE Trend Micro Apex One B HIERE A FFH FEA L
BUfFEX - MNFRECERAVHAE © 52/ (EEFM) -

EHN THHSREEEFERY (2 LEEMTEE L)) » ARERE ERER
& EBIRERFISNES AP i ENENREE - R FRSS FAEER S FRERT
&18[E8 Web BB BHEEAR » :5ENR BEREEEETERT (ERREFES
B oo

Security Agent BfFERTE Web THEEH NHEMUE) E@MPRENMUEMR
> RHETEUBEUREERRRE o Security Agent BTES R BE TR
HAZREE o

AAERKR > I Web TESEITHREETFREERIE © Trend Micro Apex
One BEESBEE G H¥IMNER P RRERBEEHIREE o

B E 8BTS SRR R Trend Micro Apex One fi P ik 45 18 R AVIEMHEEE o
HFFERPIE « AP At EsER A P imR KT ERIERRS o

BB REETERDFREE > FHALEIHTinBEiiEReE (BaX
FEIU) o WAFEFIEE Trend Micro Apex One Web & I EHEin




Trend Micro Apex One™ Service Pack 1 Patch 3 Z8EFNF 44 F

BSRMZRIRBE o Security Agent iR EENZERNBEEMRAMRES > U
REEERE EEFIRZ BN Z R -

ﬁ P~
E>

LN AIRESE E Trend Micro Apex One AIRES—HEZREE - YIFFAMEN > 5
2RALEE SN T HTHESIRMMERES F 2-17 B - BuXARSEERZ

%o

(Rl 235855 /& aE

ZEREANGEZRARER G TR FENRRRE c IRTAHFEENRET
7£ > Trend Micro Apex One ## BEN¥IFE MMAlARZ3EE:E/RE SMEER - M
RERTFEERRFERIZET > Trend Micro Apex One ETERIER [ELEFAVERE
J/E) EE o

Trend Micro Apex One AR &R Z 4R 25K 525E Trend Micro Apex One
fARREI7E A P im L FAYRRYEEN © R AR EREBIHRER » [ARSIAIURETA
BEBURARAESRITBIFERLI - BRRERALAHESRERHABIRE
FRAREEFABI BB - MNREFEMT > ARIHEEHEE o

ﬁ AR

Trend Micro Apex One & 5558 A R IRTE AARSE L FIRRYER o

Trend Micro Apex One RJ{E Z 3L HAMI E 4+ 58 /K58 iR EE BRI H
Trend Micro Apex One fAIAR2SEE A SeAITF7E AYBERE /R5E ©

EESIRIRES

AIEE A TFEY Web 12 & MU RAE R AEFR L4 Security Agent FIZEHES o

ZH Web FiE&

ZRER EELEHABREIL root RS © root IRSEAMEFIA Trend Micro Apex
One Web FIESINAEMTRFEHER - EESMAILUERLIREEA » ABE




L8 Trend Micro Apex One

I BEIREREIRS - HEMERERKEA Web THEA - REAEIRIEH
FIERRTE » EAE T URENRE Web EIESH—EZEINAE

#H¥5E R B Trend Micro Apex One BEIEE A FEHE - IFEHEIER SR
HIZHE - AR AR CRY T IR RERS o

LR TR ARBREEEE Security Agent

SBIEERE o LA LERBIREARPR L EE 4R Security Agent © RBTE
Security Agent THAE 3 4= RERERT » A AEREPREZ IR TAE R Security Agent > I 37
BUEITRE/EWRHA

Apex One F2TULHETX
BEEREAHIETR SERLH  SERRER RIS
ZIEH

IEEMRHRRERENRE - RALEEN > MRBEEHA—IAREHE
B FRE TE—0) - MRBMBRE > FRE TRE) -

EERHITRERE
LT © FH1EMR Readme 1EFARAER AN EENEAEN -
BRECHENETIUENE AT RMERE :
<Apex One fAlRESZLEEERIFE>\PCCSRV\Private\
EIEB R LRRE) Web F1EE > BIIRH#ETT Trend Micro Apex One RE °©







) TREND:

g3

i

4R Trend Micro Apex One

ERBBFHAR Trend Micro Apex One™ RYER o
TERS !

- FHREEE32H

- ARFERRBERFIRZA] £ 3-5 85

c ITAHAR FE3-17 8




Trend Micro Apex One™ Service Pack 1 Patch 3 Z8EFNF 44 F

FEREE

™ BE
& WMRIEFHRE] Trend Micro Apex One > Control Manager & %2 8 7£ R —2B{EIAR
23E M8 £ » ¥ Trend Micro Apex One 1 Apex Central B E—{E AR 25 BT 1EEX
RIS ERENRITHAE ©

WNEFAME > 5558 E https://success.trendmicro.com/dcx/s/solution/
000267022?language=en_US °

tERRZSHY Trend Micro Apex OneService Pack 1 Patch 3 23&#¢ Trend Micro
Apex One FH#K ©

=
ﬁ BRI RTE S S H B ATM Apex One EARBERFFA B AR EHIZTE
HotFix > RABAHITHER °

AiEsh FA4RLG > LUERTS Trend Micro Apex One REATKAITEIBEE !
https://docs.trendmicro.com/en-us/home.aspx

TEFH#R Trend Micro Apex One falfR23#1 Security Agent B > ZFEE T35
=N

< IPve<IEFE3-2 B
+ Trend Micro Apex One X EEL4ARE 55
- TR EREREE 34 H

IPv6 %18

Trend Micro Apex One fAIAR2SH0 F B i H4R AT IPve FSRUITF
- [EfREFUAE A 11IS Web fAIARES ©

+ 18Ik IPve (U AHAGEIARES © HLSh > ARV AREEHRMERG] > RIFE
FHE A% (FODN) - iIRFERSSEHAHE [Pve {iit#5!] - RIE RIS

o

3-38



https://success.trendmicro.com/dcx/s/solution/000267022?language=en_US
https://success.trendmicro.com/dcx/s/solution/000267022?language=en_US
https://docs.trendmicro.com/en-us/home.aspx

F+4& Trend Micro Apex One

Z AR BIZRVPNA A P i@ SRR R EI RARRS - MIREARESEME IPv4
kR - R AR EER B P IRER B 2I4L IPve iRt o

« HERRAILUEREEEYN ping B nslookup Fan S HAENEHEAY IPv6 T IPv4 {1
1| )
Trend Micro Apex One 3% & £14A5E

EF#R Trend Micro Apex One {AlfR2F Z Al » B HE D Trend Micro Apex One
BN ERERARRERE

Fpah
Q iEfERRZAEY Trend Micro Apex One IR T BH IS » UEERZA - NREML
FTHAEZEPRERBELED » ARITFEERERD

& {0 1118 Trend Micro Apex One B ¥} EFI4HRER EIE

SER

1. 1 Microsoft B2 F# & 1F1E Trend Micro Apex One Master Service ©
2. {Z1k Trend Micro Apex One Apex Central Agent fRF% ©

3. f{%LEt Trend Micro Apex One Plug-in Manager AR5 ©
4
S

{2 1E World Wide Web Z¥{THRFS ©

FHED <FARSILEERIFE> \PCCSRV\Admin\Utility\sQ Y T &k
EEEEE -

* libSQLDatabaseUpgrade.dll
* oscedbt.exe

6. FENBDOIIN <EAARIBBLEBKIF>\PCCSRY PRI TITEZR BB K :

ﬁ AR

BIDELERERMENK » LUBHERIFRRIRERF > AJLUER Trend Micro

Apex One °




Trend Micro Apex One™ Service Pack 1 Patch 3 Z8EFNF 44 F

ofcscan.ini ! BEREHARIHRTE
ous.ini ! BEMBITHHBERNERIRRE
Private BFIR | BB NAEH B KIRRE
Web\tmOPP B | Bl HHIRUERE

« Pccnt\Common\OfcPfwx.dat : Bl P NIBERTE

« Download\OfcPfwx.dat . BB NALIFE R
« Log BRIKR | BERAEHMEREELIHE

« Virus BEIR | GBS TRREESR
« HTTPDB BHIZE | B & Trend Micro Apex One BilE&
7. F+#& Trend Micro Apex One {AlfR2S ©

ﬁ AR

WREBIFARRERE > BT 6 NEMDEIIERD BIZinE LM @RS
LEEERIH> \PCCSRY BRIK » AR EFEE FIRT :

+ World Wide Web Z#{TARFS
+ Trend Micro Apex One Plug-in Manager AR%S
+ Trend Micro Apex One Apex Central Agent AR

« Trend Micro Apex One Master JRF§

AR HARD AP B i 75 7%

£tk Trend Micro Apex One hRZsH » BIEE ] Security Agent 5 E 216
RinE SRR LR o

B ERRFAAR Trend Micro Apex One B » AJARIEFTEIEN AR S % ° 7
BRBTSEMENRES L - BAE R TYIEE !

- MNMRITEEBERRSF B _EFA4R Trend Micro Apex One fAlfR23 > AR
REWR Web TESEERMAE  AAAPHREEARZEBRBHIGH
FERE ©




F+4& Trend Micro Apex One

« TEH# Security Agent #F| Trend Micro Apex OneService Pack 1 Patch 3
{RIAR A3 HRETT AR -
* 1E Trend Micro Apex One Service Pack 1 Patch 3 fEAlfR83 7+ > BEEF
BAFImD 4 o EEA P M AES AR R

ﬁ AR
ik

EXABBRARKNHEER  EREMBARRHEARZRBRE
MHERTE R P in A AR S R BB IR ARTE °

* 1 EHR Trend Micro Apex One {alAR28 P HIAIHAE AR /5 /AR E
#ERE| Trend Micro Apex OneService Pack 1 Patch 3 AR89 o 10l
R EbAARES L AV AS BRI S AR E L AHEE > BIFLERED
Trend Micro Apex OneService Pack 1 Patch 3 {alfR23HI Security
Agent FISEEZE R HRIGRM G ERE o

FER (F A 2% £ B s Z Al
74k Apex One FRRSSHIA A 1241 » B F5ISA :

1. 7 Apex One {AfR23 L » FEEIL THERERLFERENEGR > WUEX
ISERIINERLE :
+ <Apex One fAIIRBIZEEERIFE>\PCCSRV\Private\DLPForensicData

+ <Apex One fAREBFLIEERIK
>\PCCSRV\Private\DLPForensicDataTracker.db

™ EE
@ i MER(IE - TARIEFR @ AREHENRNENEERER—I
2,

2. IEREEHEIMNAEERBITZTBIER - MRETEBRIFIFEIRSSRAFE

EXE) Apex One BikitE > BIBBBIEEHR A SE S B T 5B R ininia 3% E
FhiR

E T—febrkisBeEhizzl) BHMEGNIT - AR iRR S SR EnE
B§ o REERZ AR EBAERE -




Trend Micro Apex One™ Service Pack 1 Patch 3 Z8EFNF 44 F

TAR A ERENRY Apex One Web FHERIEIE » FiF—ARRI N AEERENTZTU
ERTIER = P ininf ERTRENR 1T - KB REMRRERE » BHURR
S (EEEIR o

AEIREILEIRRIAR
a. BE THRE>2EBRERE] @ ARE—T IZ2RE1 &
% o

b. BE TPANBRTE) &BE o ILEEIER [RERRENRESBEN
Apex One BN iEERENTETL) ©

- BEBEEMSZ%E > TDI BREFERA L —hRINATFEN AP ihines L
BFINENREIRRE 2R 0 A EEHANARE - ERAEERILENEMR
&) > Security Agent PIREE A RRE o

GNR7E Web THEA FERBSNBEREMRMEENASHEE > G
EREENRE - T8 » FTEBRETAEZLEREMBIHIERA
& - IRERMFILEE > RITEFEBHERE -

KIER ° GRENETENMENEN A SHER - EZREULERAIR

ae .
& .

a. BE THARW > 2HARWRE! » ARE—T THRIRE
il R o

b. BE MEARE) BE - EIED TMRIGRFEZENREU
FAOEIRRENET > AIERRENAS -

3. THUES Apex One fAIARAFEEFHARELLARAS

- TERARBSFHAREF » AP IRIETEHIT Login Script (AutoPcc.exe) © TE
FiRFEIARES Z Al » AEERE AR IKIEE#IT Login Script ©

. [ERZBETEHITEREMNERLIIE - AMRA > BB ERRBENE
(DbServer.exe) HUAKEE o U0 > BIER Windows TIEEES) »
FEs% DbServer.exe B CPU EAEZ 00 - YR CPU EAXEKS » 5
FRFEAEEMR 00 ERTEREEBALEETR  MREHITHR
WiEBAHRERE > AIFEREMEREREERHETE o IR > SFEM
ENfalAR2s B AR AEPRIHEAE S » ABRBRMITHER ©

AfER T ER—REHRTGE !




F+4& Trend Micro Apex One

- FERGE L BB SRPIGEAHR E3-7E
s ARG E2  AHREMRERERX E 398

- AR 3 - AP IR ZE Trend Micro Apex One Service Pack 1 Patch 3
fAfRes £ 3-14 B

- FHRFE 4 MBEBRP AR 5 3-16 B

FERT5E 1 : BB ER R EAR
MEEBAR B RS » EFHRARS  ARFHRASREE - EEAEA
BFRAHE > TLUERIILFHRISH o

1 PEER © %7 Trend Micro Apex One fAlfR2S LBV
52

w5 1

=

®E THP > BRIREE) -

EFAPIREARAS BT - RRERAEER (Y UERFIBER R ©

B—T TRE > #IRMEMKRE] » RAEBE THthRE) 88 -

4. 71 TSecurity Agent fE&ER o7t THIIUEER » EI NREHE
eI

5. e (EREMERARIK ©

EEMIERIRE LERPHERSNERT > AeRE—EREA =R

ERNEIR EARL - TAHRZA > FHTEE MR > UERRTESE

BIFfBE BRI - RERREM Security Agent € EENFH4R ©

N

w

55 2 BEEG : H4& Trend Micro Apex One {aliR2S

W F4R Trend Micro Apex One {AIARZSEVEFHAHE R > SF2RAITAEHAR 5
3178 °




Trend Micro Apex One™ Service Pack 1 Patch 3 Z8EFNF 44 F

TETTREE 2% > sA1LEMER Web F1E A 2KETT Trend Micro Apex One AR
RE > AEBABKAR

NZEH RAUN{A#ETT Trend Micro Apex One REHIFEAMIET » FH2HE (BEF
) =X TAARESAR EERBAL o

55 3 PEER : FH4R Security Agent

S
1. BE IE#H> ARk > BBEN @ TRESREINUTER
* 7 Apex One fAfkes TEFTHZE > LRITER R IRFRBRITHER

- EAFIREEMBMENLERE Apex One ARBEMBTHEEN (R
BIEEHKARR)

2. BE THPRK>BRHEE -

3. TERAPIEREET » EREEARRIAF R o A LUERE—(EZ 1B
1 S— BB e ER/FRE B R o

4. BT TRE>EBMEMRE) - RAEBE THMRE) FH# -

5. 1E TSecurity Agent EEEM FoIwH1 THNBER » B FETH
(B24E Hotfix MAFIHmET) 1 ©

6. mAmhiE [fEF) o
7. WEARER -
- BREBRRS312E
- BERARIR B 3138
- Bt (178) BRK %3138
8. EMEAENRF IR > ST AP IR AR o
9. FHEETE2IPREEFERARIRKEEAR




F+4& Trend Micro Apex One

FERTTE 2 | FAHREHAERER

MREBREFNERAENAREAR I » AIMUEREARTS X - BERRIER
EBENERRIERNETHR -

ARMEHMAIEENEIR Security Agent 41 Apex One fEIARBZEITHAR ©

1 PEER © 527 Trend Micro Apex One fAlfR2S LBV
52 E

x5

S8

BE THRE> BRHEE) -

2. TERAPHBREET > BREREEER (Y WEBFERRL °

3. BT TRE > #RMEMRE) > ARBE THMRE BH -

4. E MSecurity Agent EEEH F5rotF) THIUEEF » BEH NEEHHE
eI

5. e TEREFARRIE o

EEENARIRE FERRHRZSNERT > AIfeBE—LEREA 5EF R
EEPERR ERFIR o EARZAT > sETER EHIRIERE » UERRTEE
BIFrER P - REMRER Security Agent B BENFHAR ©

=

58 2 PEES . 4K Trend Micro Apex One {RIR2S

ANZEF+4R Trend Micro Apex One AIARZSBVEFAHE R » A2 RBMITAEFAR 5
3-17E °

TR EEEZ % » sAILEMER Web EIEA2ETT Trend Micro Apex One AR
RE > REBARAR

UIEEH RAUNAI#EST Trend Micro Apex One SREMEFMIET » H2HE (BEF
) % MAEARER4R LaRPAL ©




Trend Micro Apex One™ Service Pack 1 Patch 3 Z8EFNF 44 F

% 3 EEL - ARERAIERER

SER

=

BE THRE> BRHEE -
AR RGBT » ENEARMERFAERER -

N

MER
MREZFRULHERARERER » FEIRE - BER P IRtk ERRR
8 TRRmEREERR) - ARER TERAERENSRR -

3. BT TRE>HERMEMKRE) > AEBE THMRE) FH# -

4. 1E lSecurity Agent (BE@ B 7o) THNEER » B (FriEH
(B24% Hotfix AR HER) 1 °

meE MH#EF o

BE 'EH > ARk > FEEH o

EH [ FEENARIG) B8 > RRFRE UERU -
ERRREI A R IREAGEET - BEEARIERAERER -

® N o

HhER
MREF R FHAERERN » FEINEE  BE AP IREHREEIRLR
B THPmEIREEIRIR] - ARER IERAEEER) -
9. ARNERPImEHKAEBIRGRY TSR o
10. WEABRER
- ERETTH AR > R LEEMREREX G ENETERN
- BEAR TERARIERER) ST LREBREBAR -

- B (erifaaiTE) ENAERNETELRBAR  E EHNR
B2l EARNEMER > MEERTROENRE AR

11. EMREESERNER LIRS > TR P IR




F+4& Trend Micro Apex One

12. FERSE 1P 11 > BEFIFFAERAERENEEAR

3 aPEEr | ETEMAERRE

S
1. BE THRE>BRHEE -
2. FERPImEIRERET  ENEARNEHRRER -

TR
MREBEHRIMILHERAIRRER > FEIAEE - BERFiRBREEER
B TRHRmERERBRR) - ARER TERREENER -
3. sAmE MEMAIEREN) BARMITH -
4. BT TRE > ERAEERARES -
5. EEUTHEIE
- THERM
. HEIEERTE
+ Security Agent 1 HotFix
6. A [fEFL ©
A RERAIEREN AR R T BEGEEITE SR -
7. FREEIR1ITH e EEFMAEMAIERHERHVENRE °

58 5 PEER : FH4R Security Agent

S
1. BE IE#H>ARE> B8EMN @ TRASREINUTER
+ 7 Apex One A28 TEF T 2% > LRITER P ImFRBRTHER




Trend Micro Apex One™ Service Pack 1 Patch 3 Z8EFNF 44 F

- EAPIREEMBENILERE Apex One ARBEMBTHEEN (F
BEERAFR)

2. BE THRI>BARIKEE -

3. TERAPImERERET  EREEARRIAFR o KA DUEE— BB
15 > A RRER/FRERRE o

4. BT TEE > RIBFIEMBE) » AEBE TEMBE 25 -

5. 1f lSecurity Agent EFEMH F5ctF) THUEES » ER FrETH
(B24& Hotfix A FIHEN) 1 o

6. cARhE Mf#Fl o
7. BEARER -
R RAPIKE 3128
- BEARFA RIS 55 3-13 B
- Bi¥ (178) BPRIm$ 3138
8. EMRENA P inine > ST P RAYAAR
9. FEETR ISR s EEFMBERPIREEFR °

FHiR4S
LR

ﬁ AR

EFHREENAE AR ihimES o

- BEFHR
BETIEA—ESME - R ERRIRESREAR -

« Trend Micro Apex One fAIAR2S FEFRRITTH » WBF AP REITE
o




F+4& Trend Micro Apex One

- ARIgEHRHA °
- BRImEEMRE > SARELRE Trend Micro Apex One faElfRES ©
. %?@E%ﬁ@ﬁﬁﬁﬁﬁﬁ”ﬁﬁ”‘%ﬁtiﬂﬁ (ERCAB RN EHRERNA R
) o
- FEIFAR
MR EAEAEREE > FIIT NIE—TRILEIARBRR :
. BIIMEPE EXE 3¢ MSI Security Agent Eff ©

AR
ﬁ WERIARHEMHNET > #2HE (EEFM) -

- IEEREEAP R LT TIIEIER o
. i—%fﬁ‘ﬁﬁﬁgﬁ—_]: AutoPcc.exe * ABEN URKEESI D
171 °
- FEFERRIRERN -
MREBRBF TR !
1. BEE TEH> AR > FEEHR
2. B TFBEEARP LG B8R - RAEERLE NERY o
3. EFARHY A PR EE T - BEEARIA R
4. FREAFIREIREBIRRN TFRETHER -

REAR A P i
BRI F IR TE AR FHR o

BiY (78) AFR

BRARE (CAEAITHRRR SELRERAR  AERARHERRENE
HER > A EERITIROEMFA R -




Trend Micro Apex One™ Service Pack 1 Patch 3 Z8EFNF 44 F

AR E 3 . A FiRIEE Trend Micro Apex One
Service Pack 1 Patch 3 (A RzS

#1717 Trend Micro Apex One Service Pack 1 Patch 3 {AiRZSHIZ &L » RiE
A P inig E ML ARES - EEBBBARE > ARIRS 8BRS Trend
Micro Apex One Service Pack 1 Patch 3 ©

55 1 PEER : $A1T Apex One AARZIMI 2 IAZEEE - ARETT
e E

SE
1. #117 Trend Micro Apex One Service Pack 1 Patch 3 A iR2SHIEFLL o
MBFHAES > F2RLEREXF 288 °
2. BAWeb R o
3. BE T8 >R > BEEM » LRASRENATER !
- £ Apex One fAIARES & 2% > LBNTE A P IRRATTH B

- EAPIREEMBENILERE Apex One ARBEMBTHEN (F
BEBERAFR)

4. BE THRI>BRFER o
5. TERAPIREREGET  FREERMEER (Y WEBRFRERR °
6. E—T TRE>ERMEMKRE) > ARBE THMRE) FH# -

7. 1E TSecurity Agent EEE T5ITH) THNEEH » BEE FrETH
(B4E Hotfix MAFIHETR) 1 ©

8. wmE [EREFMEARI o

9. EC#E % Trend Micro Apex OneService Pack 1 Patch 3 AIARZS &M o ¥
B F iy » TEERR Apex One fAfR2S EISEILE ¢

. ImEhA B IP it

- [AfkesEEERimsTUR




F+4& Trend Micro Apex One

<l
E

MREFFARSERENE > FHAEE 82 >RE > AR
1 o ENBERIE SR RESEL -

&

K5

58 2 PEER © FH4R Security Agent

S
1. 7EEhRFEARSIH Web E3EE L > BE EH>HE -

2. ARLEE TEUHBH o ILThAEEBRREARSENITS » LU TR B %/
RIBFEZXBZE Trend Micro Apex One fAlARZZFRFEEERIRE o

[

&
A U EITRED R - MRARSBENTIELEBRERF I AR RZAER
B 0 ARIR/B R iRnseEAIBF ) o
3. BZE THPRk>BHFRREE] °

4. ERARIREHNGET  ENEEARBRIR - SHEENE BRI
PR RITEI R P IREABE o

5. RUNTFAmBE AR
a. Az [EERAPIREAGE > BBBRE

b. 1 NEEERRARHBENTIEM Apex One fAARER] T ° 157 Trend
Micro Apex One fAlfR25 Efk & T8/1P (it B (A ARAZ BL R @R o

6. mARhiE [BE)) o

FHERES
- 18 LRI RSB TR o
- EERHREEN (ZATBHITH) BERORR
- BFAMA I LB (ZAITBATE) MAUFHRASH o

- WIRIRRAB PR > sFIEEREREREINE - AP IRA SEE R
EAREE - IIRZRIBEEHAF IR > SFIETERENRIREFRER




Trend Micro Apex One™ Service Pack 1 Patch 3 Z8EFNF 44 F

B> RBEASENBARHRRESZE (FIMNAFmEERER) KL
8t Security Agent > ¥ (BIEFM) AFrd o

8
. e —
HERTE 4 BEIBEN AR IRHAR

1% Trend Micro Apex One fAARESA AR A LR A% > FARS G IZEVBEFRIE
IEMFRE AP IRETHAR °

MREIRSBEENARIRBERS » FEBRAP WILENAR  SHAILUIER
TP FAARTT & ©

%’il‘%ﬁﬁ : $%7E Trend Micro Apex One {aAlfiR2§ _EAYE SR

n
ot k&

S
1. BE IE#H> AR > BBEN » TREEREINUTER :
* 7 Apex One A28 TEFTH 2% > LRITER P ImFRBRTHER

- AP IRTE MBI ELRE Apex One RARBEMBTHEN (R
BIEEHARR)

2. BE THPRK>BRHEE -
3. TERRIHERERT  FRERMEEET (Y WEBRFIERR
4. BT TRE>HRMEMRE) » ARBE THtRE B -

5. 7f lSecurity Agent EE &M FocfF) THTUEEH » EE THSEHE
e

6. wmE (EREFMEARIK o




F+4& Trend Micro Apex One

EEMAVERIRE FBRARHRBRLZHERT » AJReRE—LRREA AR
EHEIGR AL o EFHRZAT > FATEE BN » UERRESE
EIFFE AL « REMRER Security Agent & BENFHAR ©

58 2 PEES . 4K Trend Micro Apex One {RR 23

MNZFEF#4R Trend Micro Apex One fRIARZZNFFAAE A > BRI TR 5B
317H -

ﬁ AR

BIMRFARIZR » TEFHRBTT Windows Server 2008 Standard (64 fii7t) HIE
fa] Trend Micro Apex One fAlAR23 AN » FH7TAER Security Agent ©

TETTREE 2% > sA1LEMER Web F1E A 2KETT Trend Micro Apex One AR
B[RE » ABRBABKAR

NEEH RAUN{A3#ETT Trend Micro Apex One REHIFEAMIET » FH2HE (BEF
) =X TEARESAR LERBAL o

FHRES
- 18 LR I BRI R B ST EDFHR o
- BRI ETE LARERIATHR -

- B (rifER1TE) ARREELGEAR > NEARKERRNER
RERR > RIS TERITIRA BB AR

ﬁ ==

SMRE AR IRIRE > ST R IREIFAAR o

HITHRHFAR

A AREAM > Trend Micro Apex One & EFEHR Trend Micro Apex One
ARREEFIEANRTE - BRMNEEFESHET > AJRERE Trend Micro Apex
One Service Pack 1 Patch 3 Frig B9 INAE o

(A9




Trend Micro Apex One™ Service Pack 1 Patch 3 Z8EFNF 44 F

o EE
@ F+#& Apex One RS Z Al - I THSERF N KRB RENRFR - LUBUSER
IhRRAE |
* <Apex One fAAREZZILEHIZR>\PCCSRV\Private\DLPForensicData

+ <Apex One fAARESZEEENII
>\PCCSRV\Private\DLPForensicDataTracker.db

50 MER(E - TAARIEFR  FREFFNRNENEERERN—IE -

RESH

s (FAABEIRE SRR ISR LUREETRE - TEERESH
IEREREEEE TR -

£ Apex One fAlfR28 L » FEHEIL THEHERRMERENHED » UBSE
EIINRBHE -
+ <Apex One fAARBZZLEEERIFE>\PCCSRV\Private\DLPForensicData

+ <Apex One fAARZILIEERIK
>\PCCSRV\Private\DLPForensicDataTracker.db

 EE
@ L TERME - ERARERFE > AREAENRNENEERER—E -

Security Agent H4R

ZEEAGHMEERIRNER o« TARIAME > MRBFHEE _ EFEERR
Security Agent 23 > B HIREEEME ©




F+4& Trend Micro Apex One

RYENIE SR TP o8

Trend Micro Apex One™ ZEEH

T b L 3

@TREND_
MICROD
BT RAEHEERESRIBIET  ESREERORRIT Seourty Aot

[v] BT Rh N
BrEh [TTAREHE | BrEELRT L Shaan I B AEIE AR E

[v] EEE2 RS B AR
Evlh [TTEBEIRARTE | LHHHR SRR R EEh

INFERRATHRR £ 15 5 SR TERIEHEEE - ShiE—T (e i=88 -

| B | <t#e [ T-sme| | mH

BEARISEZTTEFRA Security Agent BBV RENBEFNABERINER 3K
TR Trend Micro Apex One Web F & ¥ =ER T RABIRVTHAE ©




Trend Micro Apex One™ Service Pack 1 Patch 3 Z8EFNF 44 F

BE Wes TEA(E ik
EROTUE | (R AAREE- | . EDEEENTAHN
87 > TABIERE > 1 e« A
) > BER T AEH) P FSIRIRA | SRR
BH

o (RS LARA L RAZ RTINS EEY

- BEREIURA > USRI HBERIAR
BYRTITHE

- EE
O BEh NMEE#EREEE A2 EE
BREh TREBRENEEEIER
%1 o MMRCERAR TREEEN
EEEIEARTE) - AINEFEIRE
IERRFS > Security Agent 7 BEIR &2 &)
REREINE o

BRI B TARM > ARMEE> | £ "Windows S FRVERS) HREN TaIkeE
RE > HMARFESRE > 7 | #RBRFS
SIERRTE BER

TAA > BRnEE > o (RIS 2 c&C IP FEPRIAIHEEITRY
RIE > [AIREEARRE MERRIEAR | HHH

- EAEEREAERSEERRERE
FE S|

B EEG
TEFHRIAME » LEEXGRMER » BEEARERMIRZR Trend Micro
Apex One Z Hi¥ct1% Trend Micro Apex One BHIE o ol LI EH BN A
PERER ©

AR
-4ﬁ BHEATAEERIB 300MB BT FERAEZER




F+4& Trend Micro Apex One

Endpoint Sensor 223

MRIEE ST Trend Micro Apex Central i EfEE Endpoint Sensor {1
¥E > FH3EEEY %8 Endpoint Sensor] UHERFIB X ER Endpoint Sensor AR
59l Security Agent 8 ©

ﬁ AR

[QETITFEERNIREEDAE

« Windows 7 SP1

« Windows 8.1

« Windows10

THRBZ 8 Endpoint Sensor RFEFFBEHIRETEXK o
IEH =R £

Redis fR¥% Trend Micro Apex One {AIRAFEBIETFEEEE | #—F TEndpoint Sensor &
$EIREM Redis RFS o MBI EEM |5 EE@LEN TF—F) #
IREH Redis AR » M AR FTREER2 R EER
AR o

SQL Server « SQL Server 2017 #—T TApex One BH}ER

= BE LM (Tt 4
R « SQL Server 2016 SP1 ®) EELE TF—%) #

AR
ﬁ IHEIHREARZ$8 SQL Server Express AR
z'g o

BHEAE | BRE TESNEXERNERRDU #—T TApex One BERIER
Eat—] )r—i

' B LH (Tt 4
RE NEEMED EsneRsmERE | o Sath TPE
B ERARRR » SSREH SOL Server O
o

tempdb BFERIFEUE (FIFEVEFIEH

I

H#




Trend Micro Apex One™ Service Pack 1 Patch 3 Z8EFNF 4R F

pE =1

ﬁ WMRIERZEE Endpoint Sensor ARFS » EEN T ERNE NESHNERERMEE
EREEL M4 SQL Server » BIH#& M Endpoint Sensor FIME— 75742 R
£ Windows MZEHIG) B MERZEFEFER) E@ o

#EEY Trend Micro Apex One {afR23 > A%BIZ—T E#E) -

Apex One B} EE

- FE
& MREETEIEER Endpoint Sensor AL 0 MAENE EREZ BIRAZZ1E
2 SQL Server FHYERIE o

WNEFMME > 55289 Apex One Endpoint Sensor 58 1-9 B o

1. 7£ TSQL Server) 558 » #EHY Trend Micro Apex One fEFRBIBFEEMN
SQL Server ZHEME R EMITERS ©

2. ENERERELE -

A "Windows 1R3E1 B AfEARESE > Trend Micro Apex One EERB
AMBEAZEREN ERERTE -

domain_name\user_name Z{ user_name




F+4& Trend Micro Apex One

5E

O FRERRNEBR A EIE ST Active Directory (AD) REEE
8> MW ARER Windows ML 2MRAI) 5 MBHERRIEE) FiE
BXE MERAEERERK PR TIIEA] !

- LR A REA

- LUt RTEEA

« RFFHEA
ERERTECAAA TIENESR !

+ dbcreator

+ bulkadmin

« db_owner

3. 357 SOQL Server _E Trend Micro Apex One By &ERERTE) o
4. BIF—%, -

BE

O WNRITEEREE Endpoint Sensor RS » LEEFE N & 3 BT EEENAY SQL
Server BERIERTBEIERRE » MHFERIEEX  WR SQL Server B}
BATEEX » S EEEEM SQL Server BERE » iR E]_ E—FAEE
A28t Endpoint Sensor ©

Apex One Security Agent SpE

BERES ETULE R A4 Security Agent © ILEEFIHARILESZE » U
RARAI PR AREIRE o

fEFILEE A G5t Security Agent BREZIBRA R IR > FRER AR =R
RNARFERBIER o




Trend Micro Apex One™ Service Pack 1 Patch 3 Z8EFNF 44 F

i
P R 75 E 4

LIEM
EETRERERENHNE - RIEREN  IRESEEAERERE
B [E—%) o MRERMATE > BN (25 o

Edge Relay fAlR2$ &R

BE
& {EEEHR Trend Micro Apex One fAAR23% S B MY Edge Relay fAARESE A
GEET ©

Rinag LA EIRS AN ERSER o




F+4& Trend Micro Apex One

Trend Micro Apex One™ Z&EET,

Edge Relay {310 2% B0 $h

%) TREND

=T @ Edoe Relay EIfR 2

Edge Relay {A1ARSEAY BATHE S Apex One {SIAREE-THHE - ML HERIFRTE
Edge Relay {SAREE » LIEXRRRAIBISMARARE Security Agent FIE -

INFESHE - iR [HHE] =8

8 < t—#B) B

Trend Micro Apex One £ 323& Edge Relay fElfR2SHIEEE OfficeScan hRZs o &
WALEERTH Edge Relay fAARSZ3HFAARIRA R Edge Relay EIARSS » A AEIREE
4pEBERZE Security Agent ©

ZEEYFHAR Edge Relay fAIARZZ 218 » REFH Edge Relay ARSI EENFE
Security Agent &L BB IFELRE Apex One fRARES » A AEEVS R HTHY Edge
Relay fAlfREIERTE ©

YN B RA Edge Relay RIAREZ ZEEHFARBVFAEE > 526 (Apex One EIE
FM) o

ERRIITREREE

LETHE ° 551R17 Readme HEPEMEMRAENHENELREH o




Trend Micro Apex One™ Service Pack 1 Patch 3 Z8EFNF 44 F

ERIEHEMETIUENE B RFMERE
<Apex One fAlRESZEEERIFE>\PCCSRV\Private\
EIES I LUERE) Web 1S » FAA#1T Trend Micro Apex One 57 °©




) TREND:

Fa

i

ZRENIE
Trend Micro Apex One ARSI LT 218 » SFHIT FFIITIE -
rERSA :
- BRARBEEFIARF 42 H
« B ¥ Trend Micro Apex One fAfR%S 5 4-4 B
- METERRE 458

* [ Trend Micro Apex Central 5t Trend Micro Apex One 5 4-5 &




Trend Micro Apex One™ Service Pack 1 Patch 3 Z8EFNFH 44 F

rofrl iR 28 IR AR
SER R A ARE - SARE TYIEE -
R 4-1. &4 Trend Micro Apex One B EFERRIIER

EHTIEE

LG

Trend Micro Apex One fa
ARESHEE

R Trend Micro Apex One fAlARZFHERE & HIRTEEARESBAE
B9 Windows TBR%AI IHEERL o

BEBE

BEFHE Trend Micro Apex One AIARES B 5I7EEARSSEAS M5!
&1 Er THng/RERE) BEP o

Trend Micro Apex One
Web F#&

7£ Internet Explorer BB 28 A 5 URL :

« HTTPS B4R : https://<Apex One fAlfRESLHE> : SEFIBGE
B> /officescan

Erh <Apex One {@RE3L#E> = Trend Micro Apex One fRAR2SHY
2 FEE P fitt o

Web ST ABHEPERIRET o




LERENTE

EHENIER

EXEE

Apex One falAR2SARTS

Microsoft Management Console & 8 5! Apex One {AlAR23AR
7% .

« Apex One Active Directory Integration Service : #15R Active
Directory B A BAERNERIEEFLES - K2R
TIUEARES °

Apex One Apex Central Agent : J1ER B @ Apex Central st}
Trend Micro Apex One fRIAR2S » BULLARFEHIARAEFES TERK
g oo

Apex One Deep Discovery Service : ILARFEHIREEFES TERX
oo

« Apex One Master Service : ILARFEHIARREFES TERREN o

« Apex One Log Receiver Service : ILERFSHIMREEFES TEEX
B o

Apex One Plug-in Manager : ILARFEHIIRAERER TERREN ©

« Trend Micro Smart Protection Query Handler : IEARFEATRES
FE%E TERE o

Trend Micro Smart Protection Server : LtEARFEAVARAEFES
ress -

« Trend Micro Local Web Classification Server: {12 Z4EHARE
EERE TSR - QILARFENAREEES TEE) -

Apex One fAlBRAFTERF

EECFEL Twindows TEEIES | B > DBServer.exe IETEHT
=N

EIBRAS L EEACER1E

{FIAR2S 2 4L 30 R K8 (OFCMAS.LOG) T27ER %windirys A o

B ERES

FIETHE SRS :
. R2MTFEE

HKEY_LOCAL_MACHINE\Software\TrendMicro\OfficeSca
n

- AT :

HKEY_LOCAL_MACHINE\Software\Wow6432Node\TrendMic
ro\OfficeScan

RERAERR

Apex One {RIRBIMEZMF <FRB[BLREZRZS T o




Trend Micro Apex One™ Service Pack 1 Patch 3 Z8EFNF 4R F

BRRESNEHERBFSHRITERSZE
Trend Micro Apex One BE 2L - BEIZRESH I RiRE SR
fAIRRES o

S

1. 7EfABREs Web 3G L > BE B8 > THABHRESFEM > THAE
IREERAMARIR o

2. GARNE TRREEBE) B -
3. EREMEE L - ARNE BEaXXBERESKMERS -
4. TERATHVEE L FRE TARESR) -

FERT AR S FEIARES LT ERR ©

B3 Trend Micro Apex One fAliR 23

Trend Micro Apex One 5T R% » ;AR M AARSS LRYTTH o

ﬁ AR

AERAAFENENAVIT - MR AMBNERNERAEHFAER © F2H
MERREs4R LRAAL

1. A Web XS °
2. FEEEERL - BT TE# > @RS > FEERM o

SR TFHENH EH > BTN - ERRASRIEURRIAER B
HA o

3. EWMEEMHITH




LERENTE

4. AR T - ARSEVEEHAKRSBESEENTH > BREET
EATEEMARES o

Trend Micro Apex One BEATARRTEEITLE - IRELERXTEFAFELNE
2K > 5ATE Web TIESENRTE - NFARM Web TIEESFTARENFHHAE
H o F2HE MARSRELERE) M (BEFM) o

=3 g2 L
bR E
Trend Micro Apex One IR S EFHER » UREHRBARLZERHBHRE o
wARE AP > ARMEE] » ARFERE [RE > (FEER) o RKNK)E
Web FIERECUTHRTE ©

AR iR 82 5E

Trend Micro Apex One IR ZERELHEE - AIEAZFIAE ERAARSIZMVA
FinsPrE AESEHERMNARR o 7 Web EESHRE THEIRK > 2188
RIRsRE] RIEAAFIRRTE °

F P im iR
TR HY A P iR PR B35 7E Security Agent ifEh FRETRRMRERER o i Web F
T EECK TR A R IR ERR o

1. BERAPIK > ARIHER o
2. FHENE TRRTE > WRAMEMBRTEL o

[[ Trend Micro Apex Central 5£fff Trend Micro
Apex One

& Trend Micro Apex Central {AAR23 EIEH %4 Trend Micro Apex One fd
ARE36F > sATEZCEER M Trend Micro Apex Central 5 fff Trend Micro Apex
One °




Trend Micro Apex One™ Service Pack 1 Patch 3 Z8EFNF 44 F

AR
ﬁ Trend Micro Apex Central st REEFA I FTZ$EH Trend Micro Apex One fElfR
22,

7E Trend Micro Apex One Web E1E& F » BE I'EIE > BBE > Apex
Central] o

WMEE IR FHIMERIE N > 5526 Trend Micro Apex One {RIARZ3:RPEEL (Trend
Micro Apex One BIRFM) o




) TREND:

s

i

BEPRL3E Trend Micro Apex One

ANE AR ZEEE Trend Micro Apex One fEAIARESHIDER o
rERSA :
- BIRRREEE E52H
. TEfRBRZREE Trend Micro Apex One fAARES 2 Al 56 52 B
. FEBRZLEE Trend Micro Apex One fRJiR2S 35 5-4 B




Trend Micro Apex One™ Service Pack 1 Patch 3 Z8EFNF 44 F

MR RREE

E1FH Trend Micro Apex One 4 BEE > ;A FRARRTERE L2 MK IF
2L #F% Trend Micro Apex One fAlfR2S o TEfRIF L MRS Z AT > BREAE
B P imfE E EHth Trend Micro Apex One {aElfR2s ©

{EAZFRZEEE Trend Micro Apex One fAIfRE: Z
2]l
ERRRLTEERN L 2R Trend Micro Apex One fAlfRES ©

MR REARES 2R » AR EFMEIENA P nts EMREMRABYEth Trend
Micro Apex One Afke% ° 555 BH I ARSI EFELEARE - UEHRBERMN
LREZFERES o

% M P iiR#s £ H M R AR S

Trend Micro Apex One Web F1E SR —(EER 5 RIEHZAMRBAIEIE
KA Fimte = HMEARES o

PER
1. s THMFERSNTINEN - BEAPIRREBEELILEN
. URFGLTBEY IP ik
- {FIARERER IR TR
MRERAFRRPEIEENER AR E BB >RE > BRIRER) &
RS R RE=mE L ©
2. EREMRBLEZFEIRIEMN Web TEHEET > BE THRPIE > BRIFE
e
3. TERPImEREEET > ENERBNARIE » ABE—T E1ERAFmE
R4 > BEA IR ©
4. 1 THRPERR AR IHBEEIEM Apex One (FRES) T ° IEEEM Trend
Micro Apex One {AlAR23 AV EARES B 78/1P (Ut EA(F)ARBZ B HRIBENIR o



FRPRZ2EE Trend Micro Apex One

5. GARhE TR#E) o

FrERP I ERETE - HEHEMMAMRSSETEER > AL EMERIRE
& Trend Micro Apex One fAJAR%S ©

H1{7 E11/%18 Trend Micro Apex One 2BEEER EFE

TEMERR% % Trend Micro Apex One fAlfRaS Z A1 > B HINEZMVERRTE
1 o

ﬁ pE =

ENITIRRR T2 FHARS > Trend Micro Apex One B A TR AMIBR SQL Bl
EHYEIS o

B

SER
1. % Microsoft Management Console {£1E Apex One Master Service ©
2. FEMEMURN <FERB[EEZRT> \PCCSRY AR TIIEREE KK :
+ ofcscan.ini | BB FRIHRTE
- ous.ini ! BEMBETHHNENERKIERE
- Private B3R | @ ZFH KGN EHRIRRE
* Web\tmOPP EkIFK : BRHBIREMERE

« Pccnt\Common\OfcPfwx.dat . B ZPHNALEEE

« Download\OfcPfw.dat: B EHNIBEBEETE
« Log KK | B2 RSB HMNERRECERE
. Virus BEIE | G ZIREEESR

3. fEBRZEE Trend Micro Apex One fAIARES ©

WMEFMEN » AL2RMEPRZEE Trend Micro Apex One {AlfR2S 5 5-4
Ho




Trend Micro Apex One™ Service Pack 1 Patch 3 Z8EFNF 4R F

4 PITRITRE -
MFRAAAR > HSWREEK F 268 o

5. TEEFREIAERTE » BRI Microsoft Management Console
(services.msc) °©

6. LUBBEA#IE—T lApex One Master Service | * #ABIE—T =
1y o

7. REMEZERIBRHR LR <FRSZEZHI \PCCSRY BRI o
8. EFTEREN Apex One Master Service ©

BREBRZEE Trend Micro Apex One {GIPRZ$

A A AR BR e B2 TR ARPR Z2 8L Trend Micro Apex One {AlfR23EIE SN EH)
Eing SR iiEARSS o

MREFLERABERE - FFHERLEARES °

ﬁ AR

NERAEPRZE Security Agent BYIET > FF2H (BEFM) -

R PR IR T2 TV R AEPRZCEE Trend Micro Apex
One fAlfiR2%

PER
1. BUTHERZHEEDR - FIERZEREANAXERE o
« FiEA

a. 1 Trend Micro Apex One fEAIfRSZEME L > #&—T FH%E > X
££ > Trend Micro Apex One fAlARES > AEFRZEE Apex Onel ° &
HIRMSEEME ©

b. FBREE TR 1 - ARGSERZEERATRTEHASES RS -




BRFRZ2EE Trend Micro Apex One

c. MAEEE®E » ARFRIE HE) - ARSEFRLERIR
SRGEBIRERSIES - ZFEGHRENAR -

d. sFHRGEE THERE) LARARAMERRZEERE o

- HEB
a. M T Windows I#ig/#BR7EN) EE LA Trend Micro Apex
One fAlARZBIER °

b. #—T NMZEHIE > EHBFHFEN o HEWIEM T MTrend
Micro Apex One fAlfR28) ° BEEELAIET > EIIRFRT
A BB S o

c. MABEERN  ABRFBRE TFE) » ARSIERZERERRM
GRRBIRAERBIER - HEFHIRETAR -

d. sFR6EE THERE) LARARAMERRZEEET -

FHERPFZE Trend Micro Apex One AR 2
58 1 PEER © IR RESNEIHBIRH ST EMRSS

SER
1. AR Microsoft Management Console Wi {£1E Apex One Master Service ©
2. FMELRTFIT » ABRBE ARBREERZ> \PCCSRY ©
3. BITTRIE< !
SVRSVCSETUP.EXE -uninstall

a2 EEBRZEEE Trend Micro Apex One tHRIARTS » (EARZRPRAARER
EHET, Trend Micro Apex One B} o

4, FBE <APRBLEBRII>\PCCSRV\private * ABBRl ofcserver.ini ©

5. ERTFIIRRE :




Trend Micro Apex One™ Service Pack 1 Patch 3 Z8EFNF 44 F

6.

& 5-1. ofcserver.ini :BE

BE &
WSS_INSTALL=1 1EERO
WSS_ENABLE=1 IBRLEST
WSS_URL=https:// IBRLEST
<computer_name>:4345/tmcss/

BB E <RIBS LB KIFE> \PCCSRY » 2ABBIEL 0fUninst.ini o MIFR T
£17:

[WSS_WEB_SERVER]

ServerPort=8082

IIS_VhostName=Smart Protection Server (EB&m)
IIS_VHostIdx=5

ﬁ AR

IIS_VHostidx BIEFESR 1TSS lisapil {EHEME :

ROOT=/tmcss,C:\Program Files\Trend
Micro\OfficeScan\PCCSRV\WSS\isapi, , <fE>

[WSS_SSL]

SSLPort=<SSL #@sfiE>

FRER TIRMF T » RERE <AIRBLEEKIFE>\PCCSRY ©
BT !

Svrsvcsetup -install

Svrsvcsetup -enablessl

Svrsvcsetup -setprivilege

ERERERTYIER !




BRPRZ2EE Trend Micro Apex One

+ Microsoft EXE F & & PHERARHY TN Bin&l S X FAREEARES
- T RIRBF MRS WA BEs
- THTHEESEMARSE (BaX) Alh

58 2 PEES : FRPREEEE Apex One fAIARES

S
1. BB MEsipEiEzly » ERIT TSR

A

A THFZREERFRE RSN - MREREERERE > AJREGERBRERR
PR - SA— AR NER ORI > BETEMSSNE  MBHEER » 5
27 SR ERENRAL -

a. BE
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\ °

b. MEEIEMIER ofcservice HEHEEE o

c. ¥ HKEY_LOCAL_MACHINE\SOFTWARE\Trend
Micro\OfficeScan\ » ZAEMIBR Of ficeScan HEHHEE o

B 64 (UrTing > BREH
HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432node\Trend
Micro\OfficeScan)\ °

d. #ZE HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\
CurrentVersion\ © Mk 0fficeScan Management Console-<fEiR
BREERK o

2. BE <FARVBLEZRII>\PCCSRY BRI » SABEUHILA PccSrRY BRI o
3. EMEENERIIEAS o
BE <(FIRZEEERITZ> \PCCSRY » FR1EMIPR PccSRY B o




Trend Micro Apex One™ Service Pack 1 Patch 3 Z8EFNF 44 F

5. {& Internet Information Services (IIS) E#E &Pk Trend Micro Apex One
Mk o

BERK IIS %4 o
b. FER ServerName °

c. WREEM Trend Micro Apex One ZEEFHMAFLL » BFRE 48
i1 BRI » A% MIER Trend Micro Apex One ©

d. WREEM Trend Micro Apex One FEif B R LEETAR VAL T »
BERE [ER00EIL] » AEMIBR Trend Micro Apex One [E#E B &F o




) TREND:

Fe

i

SEEHERR SR
AERIAR] AR RS BHRIE B Trend Micro Apex One RRAZ BT FERME
HNEIR o
TERS !
- BRAESERME 62 H
« Case Diagnostic Tool ¥ 6-2 B
- BERRMEERAERIA S 62 H
- REGCHIE F 64 B
- fAARSMEFECEIE F 64 B
- ARG (AEECHE £ 6-6 B




Trend Micro Apex One™ Service Pack 1 Patch 3 Z8EFNF 44 F

BREYEZEARM

MERETRAR B—EAFEMMEXEZECBERLETOMNER - LR
“REFERF Trend Micro Apex One fAliR28 GUID > ABRISIEE AR EIXAE
F—iBEX o {21 GUID RIRERBE R Al #H A PR E s ERUIE SRR HE
FE o

Case Diagnostic Tool
Trend Micro Case Diagnostic Tool (CDT) B§ERIBEZEEFUETFNERPUE
HEEIHE - thE BEHRERNEERE L REFEERN WENEESE
BRERR G EREEE M EmiaR R EEITREEHHE

MREBWMSERTEMAER M > AR EREHR -

BEEH N AERE TR

BERERMIBII NMAERRE TR » KA AT AES EMAERER AR - 8
AR EERE T A REFIRERERET (RGN () LHERT
fRUE_ EST - UEAESERERE [TAKEE N THERFHEEIEE) ¥
FHIRLBERIRE o

EE
—4 BRI MARRE T AASIE 32 (ITFES o

WA X B RS RRERER

HER
1. BEEEBERRERIPIUEE BRERSNEERAEZETA) -
2. 1% TMPerfTool.exe {f TMPerfTool.zip FEBERLEH K o

3. 1% TMPerfTool.exe MTE<FRAMHEREEKIZK>TY TMBMCLI . d11 FAITEE R
K o

4, LUBEEEEINE TMPerfTool. exe » RBIEIN TURAAEIESEGHH
171 ©




RHBHRER

5. FRBIZRRKIRERESYH  ARFIHE THE) -
6. mAmhE (D7) o WTAERMIREIE CPU EARREEMHEEH -
AMELABR ABETHERAERRERNEERRF

& Trend Micro Performance Tuning Tool g@|g]
[] Automatically add system-intensive processes ko the exception list
Syskem Details
Service CPU Usage Taotal Events: 41360
Stop
File 37900 Process 444 Registry 1620 Other eventsl...
(mm ] ] [ O] ]
Running Event Surnmaty
e Helt ™4 = =
: - l l S % [ - c ] ’ F—l l |:|Show terminated pracesses
| Mame PID  Exception File = Pr... Registry  Other events - I
iexplore exe 5240 o 0 54 o ml
| msnmsar.exe 3300 45 10 a7 0
| WINWORD.EXE 5954 gz 1] 100 i} |
Explorer. EXE 2665 1031 45 116 295 a3
| & ' ) S 25 A Pl |
B Frocesses recommended For addition to the exception list

6-1. R ER BB THEAAERRERNEIEER

7. ENERARERMERRIERR » A%E—T HMEEAINEE (R
F) 1 iR ((=%]) o

8. WMERMHEARAMBEEEEYL o

9. UNRMABLYF > BEEN—RZEERERF > ABR—T MEAINEER
BR1 =i (-) °

10. WNRMEEBREE > FWIT FHIDER !

sBaC MEMAEAIRTE o

b. FEE MFlk) -




Trend Micro Apex One™ Service Pack 1 Patch 3 Z8EFNF 44 F

c. B—T TELRE) 12 (| ) > ABEF xmliEE o
d. WWERGHRBEEGFRNEAREN » AR EFHNEE [1TR5

Z1 PISNEE -

MBHAAR - H2H (BBFM) -

SRS

f$£F8 Trend Micro Apex One BENEENLECERE > BIPTH LR RMIBEI TR

237130
3R 6-1. TELIRERAE

RIS EELE g
fAARES At L35/ FHARECERIE | OFCMAS.LOG %windir%

AR IR IR R/ FH AR FCERE

OFCMAS.LOG (TEI&KEREN%Z

%windir%

HRRHIRRE L)
OFCMAS.LOG (TE B 1ZimEs
B
Security Agent Z4L528%#E | OFCNT.LOG %windir%e CGEFRR MSI B
LUSMAFRB 2575 75)
%temp% CGERH MSI E4
LEFE)

(A3 EEEECERIE
AT ENEEEECER » BT TGRS TIE :
. SRR LRMARES 0 AEBEETE—R o
+ # Trend Micro Apex One F#RAFTHRA o

- BITRIRZE/AR (RIS ECRE ZEEZNNIRES LEE) > M
A EEERR LRE) o




RHBHRER

Z245!

A AEHECEE FTRE S & 2R ARAR AVANAE » M BN R BHIHRZER] - HMEEY
ERMERIECH - L AEATEEEER IR - MRTEHIELTE
Ko BREBE o

EXEh Trend Micro Apex One fRIPR2S B i L BY{5EE:C

H|Ig1 .

S
1. BA Web G °

2. 7 Web E¥EEBIEE L » #%—T TApexOnes HHY TA] o EXERK
(PREEECERIEERE EE

3. IEEEIEECFERTE °
4. AEE THE®El o

5. WBEFERMEBPFRIECERE (ofcdebug. log) & <{ABREIZEERIK
>\PCCSRV\Log °

FIF2 .

PER

1. IR <FERBSREBKIZ>>\PCCSRV\Private FIHY lLogServer] Bkl
BRI Cc:\

2. BEI%A ofcdebug.ini EZE » HHEETIASR !
[debug]

Debuglevel=9

Debuglog=C:\LogServer\ofcdebug. log



Trend Micro Apex One™ Service Pack 1 Patch 3 Z8EFNF 44 F

debuglevel_new=D
debugSplitSize=10485760
debugSplitPeriod=12
debugRemoveAfterSplit=1

3. & ofcdebug.ini f#1FE C: \LogServer °

4. BITEEIF (FENENREMGRES > ARARERSRAHMITER
ZE/FHR) -

5. @& C:\LogServer ==y ofcdebug.log°

o=
ﬁ AR

UM Trend Micro Apex One {AlAR2S _ETF1E Security Agent > BBt
R ENEECIRER L D FERBINEEIEIRER

A PR (S a0 ERE

TE %4 Security Agent Z BIRIENETEECER ©

e
A (ST TR B B B P IS OMAE » IMFEABIBARE TR - U EIENE
PR EEEIS > AR BEABEERB AR o MRTHESSEA

EBES o
EXE) Security Agent LBy {aEEE08%
PER
1. #EBiI$a% ofcdebug.ini MIEE » HHE S THRNES :
[Debug]

Debuglog=C:\ofcdebug. log




REHBHRER

debuglevel=9

debuglevel _new=D

debugSplitSize=10485760

debugSplitPeriod=12

debugRemoveAfterSplit=1

&% ofcdebug.ini AP IRERE » WIETRMMPIEREEE c:\
LogServer.exe B BENTE P inineh S RENBIRF T ©
MRERENETEECER » SAEMEA Security Agent S EFTERENIHEL

IEnERE A2 FRmIEENEFREY LogServer.exe IRTRE °
K A&iEE1RT Trend Micro Apex One 211885087 « MRERERARH S
LRE > ATLITAIRN \Security Agent\Temp BY LogServer.exe UHE
RERENESEECEE ©

EEERPIRIHE L > BE c:\ M ofcdebug. log °
WMREZEHH Security Agent BAPHEEEECERTNAE » S/MIFR ofcdebug.ini ©







) TREND:

Feflisz 1%
BT ERE
- RREHRBERE 728
- BHEBERRK B 738
- BARAREXEEBRRE E 748
- HWER %758




Trend Micro Apex One™ Service Pack 1 Patch 3 Z8EFNF 44 F

SEREHEREE I

BisRmi<E 2 Al > BT REN FEERKE LER

fEAZEA QWIS

BARKSZEAORLZEEFEANG LER > S2AMERNAE REEN
ERATEE ©

SER

1. ZE https://success.trendmicro.com °©

2. WARAERPETENR > HFEHMEBENZIBRESHERASLE -

3. EA THSXE HRESTTHANBRALE -

4. MRKRIMEFERSE > BRE THHAEIER) - ABREIFTRNEEE -

MAER
EEH LIRXXIERA > B 5 URL :

https://success.trendmicro.com/zh-TW/contactus/

};@E%’“ﬂﬁiﬁﬁlﬁﬁﬂi@& 24 /)Ny EY BB RE R ] PO SR E S 45 M ¥ EL 3 A T[]

REFHBREEE
RONAZSHERRAHLIRESZERE (SHTMERESERM) > U
BIAENLZ 2ENHE - BERGEAEIL BTN SRENERRIEEULE
MEEEN - REHBEMNEERMH T ZEREG UL 2B R BN
BEE > GEENSERER « iUREH - BE URL M1 X558, ©

& E https://www.trendmicro.com/vinfo/us/threat-encyclopedia/#malware L

RRESEN



https://success.trendmicro.com
https://success.trendmicro.com/zh-TW/contactus/
https://www.trendmicro.com/vinfo/us/threat-encyclopedia/#malware

Ritisz &

- BRIEEFERAPE HERF) WEEEANERHEEE -
- AR B E R BENRGZ B EAER

- BRAEEREMZ2EEN Internet Z2 BB 5450

- HERENR EBZEH

- BERERENRSE

HksgE SR

AILUEBEBENEF B MEEERRARK !

ik BEBERHERAE

BIEHRIERE L 19857 8 18

B
BE |

(886) 2-23789666

FEA https://www.trendmicro.com

EFIHSHE ISR R R ATE 4R Web mail © http://www.trend.com.tw/corpmail/

- ERERIREEIRE

https://www.trendmicro.com/us/about-us/contact/index.html

- BASBHRI ;

http:/www.trendmicro.tw/tw/about-us/contact/index.html

- BRI EMNMG

https://docs.trendmicro.com

D&z IR 2K

BT iIREERAMENEE - BERMTIEN
- FREREDER



https://www.trendmicro.com
mailto:support@trendmicro.com
https://www.trendmicro.com/us/about-us/contact/index.html
http://www.trendmicro.tw/tw/about-us/contact/index.html
https://docs.trendmicro.com

Trend Micro Apex One™ Service Pack 1 Patch 3 Z8EFNF 44 F

- RENHEREH

- BE@E ~ BN REENE A E MRS RE
- SCIEREA/NANB] A RERRZE

« YEEZR#H Service Pack hRZs

- LR/ P imhRE

- EmFSRERENR

- BRIRIRAVEFARA

- BEWAERITERAR NI F

% Al SRR B FEEEE R

B ERRAHEF RN EEIEERE - UEE—P DI

EFEE B ERT

EHRE IP IBEVEETE > TEE—ERSEBARK  WRHESTE:R
P RER !

https://servicecentral.trendmicro.com/en-us/ers/
H2RTY N'EREEE] BE @ #lEHSAEEA BRI

https://success.trendmicro.com/en-US/solution/KA-0001177

EEEETERTS
WERAE NI AT RRERANBTIRR BRI,
https://success.trendmicro.com/en-US/solution/KA-0002449

SCERZFEBARSEAALEHE -



https://servicecentral.trendmicro.com/en-us/ers/
https://success.trendmicro.com/en-US/solution/KA-0001177
https://success.trendmicro.com/en-US/solution/KA-0002449

Ritisz &

HRISEFER

EHARLUBRIIEEILN URL WEZE2DRMARER » SyEHMFrEE THEE)
(B XM= ER S Internet IBNEEERKR)

https://global.sitesafety.trendmicro.com/

MREEN DR > FEXERDRERIBERE

Hth&iR
B TRABERLES & DRILHHS ENEAEE » TRORSER
f  BRAIT R R ATIR S -

THERE

BF > BRI ARSI RS ENRBERITEMERN - B TEARY
EEMBRBIAE - MREFEESHBEANEMRER » FBE !

https://www.trendmicro.com/download/

MRAEREMEN (EMIENEBH) - AR Readme EUFIEHER S
RHIRIFAERA © Readme BRI S REEREA ©



https://global.sitesafety.trendmicro.com/
https://www.trendmicro.com/download/




) TREND:

Py A

AR E EE

A ENR BARR AR AR AN ] FR 48RS BR 2R BF & Trend Micro Apex One FY75
X o TEATIPF#REIEPE Trend Micro Apex One B » A2 EFALEA ©




Trend Micro Apex One™ Service Pack 1 Patch 3 Z8EFNF 44 F

B4

1 52BH Trend Micro Apex One fAAR23EL A P i B AN E AR - K%
HIEERBHEEALERE > HP LAN (F1 () WAN) EEURES
10Mbps * 100Mbps 3 1Gbps ° FEEFEIM T » FF S Trend Micro Apex One &
MEBRIL AETEE R > SE LS Trend Micro Apex One ARSI E
;o

igee
igee
@eo
oo
oo
dos
oo
ifeoe

A BRI




EREEH

UL e S
MRPEBRAA ZERGPREFNRNZSEREFFNERIGEE
- M AENFERRIER DTS 53
- HETSERAZEBRIRERERR

WNItE{E A] BB AR H B AR S0 Trend Micro Apex One FIR{EA R o [B 1 RAZ
IhEHEERIRIE

A-2. ZIL B MEER IR

MEREE -
- EIRIAE 1 7 LITRSREIN WAN EETIEARNA 70% > MEMELE £
£ 35 [BA P iminss o
- BIRUAE 2 7 LITRFEINY WAN B TIOEARAR 40% > MEMEEE £
B9 B R iminRE, °
- [AfikEs 3 EEMRIRIL S 1 PEHAERERESENEREER - BEERSLRT
E X Trend Micro Apex One fAlARZFHVRIELKUE » ERNES(ERE




Trend Micro Apex One™ Service Pack 1 Patch 3 Z8EFNF 4R F

&R FIUAARXIE - FiAEARESER#1T Windows Server 2012 © sZAHR&fE
FA Active Directory » B X Z N HHHEEEE ©

- AT S BiRILE 1 RS 2 FEFTE B B iRinEER BT Windows
Server 2012 3 Windows 7 ©

EHEZ I SH

SER
1. #BIEZRE Trend Micro Apex One fAIARZZAVIHES o

2. #HAPTANARRRES L  LAMRANEHRKRNGZ - WREMARIR
LRGENFAEN > F2HE (BEFM -

AJREZREE T ¢
+ Login Script Setup

MRREAAMEE AR EMESREMZE WAN » B Login Script
Setup WfERAMRERYEF - T » MRABB SoMB NEFHERES
Bime > BIEEEEART

- 1t Web FE/ETRIFRE
ERESGEHENATIFTE EE LAN MiREEB M o [FAELEiREEERH
1T Windows Server 2012 » FRARBZ B EHEEEEiHEE E o

HREmERRL S ZEEEERERE > FRAUIRE T LHIFEREER
Z Trend Micro Apex One °> EEEES AT ETHEE - 7%
A B THRIE LIRS - FEREEEESEREZE Trend Micro
Apex One ° 738 > WRFEHAE AR > BB AN Trend Micro
Apex One BFEF|E LimR, ©

« Security Agent EZ8E

MRELPBIRIHILS > ZBE Security Agent EFUFEREREE - 1
B BRIE R 2 R A EE(CER R REMHHEN A MRS o RLFR
BERRAERR  BEEENEREEREREAS IR




EREEH

YNSIEES
ERABSBERARIHRBENAR » 2% Trend Micro Apex One Web F# &
EITRIHRE - MBIUREFNFEEN > F26 (BEEFM) o

VTR YN

BiRih e 1508
MREIEIREFILS 1> AIFEERTE Microsoft B D NIERRLR
(DFS) ° UNZEARH DFS HUsFAAE » 552/ http://support.microsoft.com/?
kbid=241452 ° 3% DFS & > iRimih & 1 BYEARSS 3 WAZBENE) DFS > A% ES
IRER DFS IRIESE I FIRIE ©

BEAEWERE %2 A Microsoft Installer (MSI) EURAKREIIARKE

% > WEBBPIREMSIES DFS c NEIEFEMEN » A2H (BEF
) - AREHEETXENENRMEREIFERSS 3 FHILBERRIHEM
RN EE R/

1T RTLUZERR Active Directory S3ZER R mEN - IFFHMAEN > F2H (B
EBFMm) o

1% WAN ZE 4o EpR EE 2R

S
1. EE—ERFEMAEKRLS 1K IERAEER) -
a. EAWeb EESIAEE AR > ARKREE -

b. ERPIEEHAEET  ENERS TERAERER AR > AR
mehE TRIE > EMAERAREL °

2. EEUEIRILE 1 PER TERAERER) EMTHrBRE -
a. HEE [FH> @EkaS > EREEFE o
b. ZEW TBFTEMKRIEF - ARFRE g o

c. TERETHEER > BAERILS 1 PiHEERY IP AUt E o



http://support.microsoft.com/?kbid=241452
http://support.microsoft.com/?kbid=241452

Trend Micro Apex One™ Service Pack 1 Patch 3 Z8EFNF 44 F

d. EH TE#FHKE > ARKR TN SFEREEISEN EHAIER
1 o

BiRIES 2 5=
Bigih s 2 BRARERMBEENIEERE o 756 > $IARTFASEELA 154 Kbit » {8
E LHIEERIE 60% FSEE | AfEH o

L4 Security Agent WREA N EFERERILE 1 PFTAR—E MSI #&X0 A
BImEMH - 78 » BRE R ANERES - FRUEEEER ToMRERR
41 (DFS) °

Hh—(AEIERERBIBRENEERTR » REESRERKRN ERENREIL
HABE > MATSEBBERSIUNUEFER - TE— ki LRI HABERE - &
RRIGEHERIZESRMENEERER » SLRAPKEZEINERIEE

AP
Do

5 —1@ Active Directory 5B » FBFEREARER DFS HABEEAKRIR
BEEH A ELEERMRSERRRR » 5B WAN NEH SR RE o

NRERIER WAN BT ERERE > A —ERPIREES [Ef
REREN - FFHEEN > F2RERES 1BEFASH -




EE]

Active Directory, 2-6, A-5

Agent Mover, 5-2

Apex Central, 2-6

Apex One
Apex Central EIE, 2-6
X1, 2

Apex One fAlAR23
FEHEH, 44
FERRT, 43
LIRECERAE, 43
AR#, 4-3
RIERRFHE, 43
SRS, 43
FARRTE, 45

Apex One BN, 2-20

C
Case Diagnostic Tool, 6-2

Endpoint Sensor
SQL Server, 1-10

H
HTTP @R, 118, 2-12
L
Login Script Setup, A-4
M

Microsoft Exchange Server, 1-21

MSI E4EBE, a5

) TREND:

(o]
OfficeScan fAIAR2S
INRE, 2-3
g, 22
xﬁlﬁb 23
=E: uﬂﬁ‘ﬁ"‘, 64
P
Proxy fAlAR2S, 1-17
R

Readme #8, 2-23, 3-25
root MR3E, 1-19, 2-22
RSA 0%, 2-13

S

Security Agent
#5R, 2-23

SQL Server, 1-10, 1-21

SSL iBsUE, 1-18, 213

SSL 3838, 213

T
TMPerftool, 6-2

W

Web £#EH, 2-22,2-23, 3-25, 4-2

Web fAlAR2S, 1-18, 2-12
mE

7o, 44

TOHEE, 25

ToHER, 25
ﬁﬁ&it*%‘?f?ﬁ (DFS), A-5




Trend Micro Apex One™ Service Pack 1 Patch 3 Z8EFNF 44 F

4k

summary, 2-23, 3-24

BEIE, 312,315

EE 32

2, 42

BERE 116
FERPHHAR, 3-13
FENER, 44
Zi&

BIRMARRRE, 7-3
X1, 2

s
TIE R SRAIIRES, 23, 217, 54,

55
AP IR R 1K, 119,219
P imstsEiEt, a4

=
NE

Ex ke
EE, 22
WE, 223, 3-24
HEER, 42
WEEE, 116

IEIJ?’E*%', 27

Tk

ZEBITAE, 41

SCERAE, 64
LRI, 29
L, 41
LHERRIK

BERiE, 1-19, 2-19

AIAR2S, 1-17, 2-11

FHR, 32
%%?#zz, 2-2

Z

il

BEBBIRAR, 3-7,3-12, 3-16
+&

AR
FHRTE, 2-12
ZERHE 2.23, 324
EmRT, 211
AR, 211

ﬂﬂE%%%ﬁuﬂ’._. o, 1-20
R, 211

E#ﬁ, 2:5

EHMAERER, 25

[ KA, 2-20

N&E

BIgh
AR E TR, 62
WA E L ZEREE, 26

hiE
iz

AR MRIRE, 1-20
+£
B

HETE, 62
—i

(EEEERE
FIARES, 6-4
B, 1-19, 2-22
REEAE, 23
RN, 211
B(E, 1-18
EXENEE, 2-10, 211
PR
HTTP &8, 118, 2-12
Proxy fAlfR253@EUR, 117

+




]

SSL 3BsTIR, 118
FA R imi@siig, 119, 2-20
fAIARES B EEIB IR, 314

|
=l
Apex One {AlARZFIERABE R K,
5-3
OfficeScan BERIJE, 5-3
BEUTRAMR, 62

ERXRTE, 53

BB R, 1-20, 223, 42

51, 1-18

FHERT, 221

S, 4

EiRE SR, 23

+=2

fRBRZEE
ERRMRZERRE, 54

AR, 211

BREHD, 119, 33,53

R ImER, 4-5
EIHARIRRE, 4-5
RBHERTE, 4-5

+mE
WGBE, 25
SEHPERR, 61
AR (EE, 24
BRI, A4
+aE

IZAELRES, 2-3

EANTHTRESMARES, 23,

54
T 217
FRPRZEE, 55



. BERERGBRAR
' T R E N D & AlmhBCEBRTE 198581
= B © (886) 2-23789666 fHEL : (886) 2-23780993
Web mail: http://www.trend.com.tw/corpmail/

www.trendmicro.com

Item Code: APTM39910/240621



	目錄
	序言
	Trend Micro Apex One 文件
	讀者
	文件慣例
	詞彙

	第 1 章：規劃 Trend Micro Apex One 安裝和升級
	Apex One 伺服器需求
	作業系統支援
	SQL Server 需求
	Security Agent 支援
	安裝驗證

	Apex Central 擴充功能的需求
	Apex One Application Control
	Apex One Endpoint Sensor
	Managed Detection and Response 服務
	Apex One Vulnerability Protection

	安裝和升級檢查清單
	已知的相容性問題
	Microsoft Lockdown Tool 和 URLScan
	阻止用戶端-伺服器通訊中的 URLScan 干擾

	Microsoft Exchange Server
	資料庫伺服器


	第 2 章：安裝 Trend Micro Apex One
	全新安裝考量
	Trend Micro Apex One 伺服器位置
	伺服器效能
	專用伺服器

	在安裝期間部署掃瞄方法
	標準掃瞄
	雲端截毒掃瞄
	掃瞄方法部署

	網路傳輸
	元件更新期間的網路傳輸
	更新代理程式和網路傳輸
	Trend Micro Apex Central 和網路傳輸

	協力廠商安全軟體
	Active Directory

	無訊息安裝
	準備無訊息安裝
	將安裝程式組態記錄到回應檔
	執行無訊息安裝

	安裝程式
	授權合約
	端點安裝前掃瞄
	Proxy 伺服器
	產品啟動
	產品版本
	授權碼和啟動碼


	安裝路徑
	伺服器識別
	Web 伺服器
	HTTP 通訊埠
	SSL 支援
	Web 伺服器通訊埠

	Endpoint Sensor 安裝
	Apex One 資料庫設定
	Apex One Security Agent 部署
	安裝整合式主動雲端截毒技術伺服器
	未安裝整合式伺服器

	安裝 Security Agent
	Smart Feedback
	Security Agent 安裝
	Apex One 防火牆
	間諜程式防護功能
	網頁信譽評等服務
	伺服器驗證憑證
	管理員帳號密碼
	存取 Web 主控台
	結束並解除安裝 Security Agent

	Apex One 程式捷徑
	安裝資訊
	已完成執行安裝精靈


	第 3 章：升級 Trend Micro Apex One
	升級考量
	IPv6 支援
	Trend Micro Apex One 設定與組態
	備份與恢復 Trend Micro Apex One 資料庫和組態設定檔

	在升級期間部署掃瞄方法

	升級伺服器與用戶端之前
	升級方法 1：關閉自動用戶端升級
	第 1 階段：設定 Trend Micro Apex One 伺服器上的更新設定
	第 2 階段：升級 Trend Micro Apex One 伺服器
	第 3 階段：升級 Security Agent

	升級方法 2：升級更新代理程式
	第 1 階段：設定 Trend Micro Apex One 伺服器上的更新設定
	第 2 階段：升級 Trend Micro Apex One 伺服器
	第 3 階段：升級更新代理程式
	第 4 階段：進行更新代理程式設定
	第 5 階段：升級 Security Agent
	升級結果
	線上用戶端
	離線用戶端
	單機（行動）用戶端


	升級方法 3：將用戶端移至 Trend Micro Apex One Service Pack 1 Patch 3 伺服器
	第 1 階段：執行 Apex One 伺服器的全新安裝，然後進行更新設定
	第 2 階段：升級 Security Agent
	升級結果

	升級方法 4：啟動自動用戶端升級
	第 1 階段：設定 Trend Micro Apex One 伺服器上的更新設定
	第 2 階段：升級 Trend Micro Apex One 伺服器
	升級結果


	執行本機升級
	授權合約
	鑑識資料
	Security Agent 升級
	啟動增強式防護
	資料庫備份
	Endpoint Sensor 安裝
	Apex One 資料庫設定
	Apex One Security Agent 部署
	安裝資訊
	Edge Relay 伺服器更新
	已完成執行安裝精靈


	第 4 章：安裝後的工作
	確認伺服器安裝或升級
	確認整合式主動雲端截毒技術伺服器安裝

	更新 Trend Micro Apex One 伺服器
	檢查預設設定
	掃瞄設定
	用戶端 設定
	用戶端權限

	向 Trend Micro Apex Central 註冊 Trend Micro Apex One

	第 5 章：解除安裝 Trend Micro Apex One
	解除安裝考量
	在解除安裝 Trend Micro Apex One 伺服器之前
	將用戶端移至其他伺服器
	備份與恢復 Trend Micro Apex One 組態設定檔

	解除安裝 Trend Micro Apex One 伺服器
	使用解除安裝程式來解除安裝 Trend Micro Apex One 伺服器
	手動解除安裝 Trend Micro Apex One 伺服器
	第 1 階段：解除安裝整合式主動雲端截毒技術伺服器
	第 2 階段：解除安裝 Apex One 伺服器



	第 6 章：疑難排解資源
	智慧型支援系統
	Case Diagnostic Tool
	趨勢科技效能調整工具
	識別佔用大量系統資源的應用程式

	安裝記錄檔
	伺服器偵錯記錄檔
	啟動 Trend Micro Apex One 伺服器電腦上的偵錯記錄
	選項 1：
	選項 2：


	用戶端 偵錯記錄檔
	啟動 Security Agent上的偵錯記錄


	第 7 章：技術支援
	疑難排解資源
	使用支援入口網站
	安全威脅百科全書

	聯絡趨勢科技
	加速支援要求

	將可疑內容傳送到趨勢科技
	電子郵件信譽評等服務
	檔案信譽評等服務
	網頁信譽評等服務

	其他資源
	下載專區


	附錄 A：部署範例
	基本網路
	多站台網路
	準備多站台網路
	總公司部署
	遠端站台 1 部署
	將 WAN 全面性元件更新的影響降到最低

	遠端站台 2 部署


	索引

