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Security Management System (SMS)
Release Notes

Version 6.4.0.2

This release includes all issues fixed in the Security Management System Release Notes Version 6.4.0 and
Security Management System Release Notes Version 6.4.0.1. For details about those changes, refer to the
respective Release Notes on the Online Help Center.

Important notes for SMS
o All v6.4.0 customers can optionally apply this patch so that the issues it addresses are corrected.
However, upgrades to a later TOS do not require an installation of this patch first.
e Patch installation should take approximately 15 minutes.
e To prevent your account from being disabled while you wait for authentication resources to become
available after the reboot, navigate to Edit > Preferences and make sure that you deselect Lock user
after failed login attempts and Auto reconnect client to server after a disconnect occurs. The SMS

automatically reboots after you install this release. You will then be prompted to update the SMS client.

e This patch can be uninstalled or rolled back to the previous version.

Release contents
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http://docs.trendmicro.com/en-us/tippingpoint/security-management-system.aspx

The following enhancements or repairs are included in this release.

Description Reference
. . N . - s TIP-131001
When you edit a stack name using the SMS client’s Edit button, configuring resilience and SRD
values now works as expected. TIP-138548
The Access SMS Web Services capability (Edit Role > Capabilities > Admin > Admin
Section > SMS Management > Access Management) is no longer required for downloading = TIP-134728
the client install image, upgrading or patching the client, or accessing files from Exports and TIP-138545
Archives through the Web UI.
A startup issue that occurred after expanding the virtual disk on an SMS has been fixed. TIP-134705
TIP-138544
TIP-138543
An SMS APl issue was fixed. This fix allows the SMS to reconnect to Vision One to handle PCT-61994
incoming API calls after being disconnected for over an hour. PCT-52228
PCT-63172
An issue with SMS database cleanup has been fixed. Database cleanup now works for TIP-138542
historical tables when the SMS is configured for HA. PCT-66915
This fix addresses a specific issue where device port indexes were left uninitialized, causing TIP-138541
reports to incorrectly show that the device was not receiving traffic. PCT-66914
TIP-138538
This release enhances the reliability of the SMS high-availability communication channel. TIP-138535
TIP-138534
PCT-64850
An audit log file was behaving abnormally. This issue was fixed by adding a new log file to the = TIP-138537
list of rotating files. PCT-64730
An issue where SMS event logs were not visible has been fixed by making metadata TIP-138536
improvements. PCT-58316

Product support

For questions or technical assistance on any Trend Micro TippingPoint product, please contact the Trend Micro
TippingPoint Technical Assistance Center (TAC).
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