% TREND:

Trend Micro™ TippingPoint™
Security Management System (SMS)
Release Notes

Version 6.4.0.1

This release includes all issues fixed in the Security Management System Release Notes Version 6.4.0. For details
about those changes, refer to the respective Release Notes on the Online Help Center.

Important notes for SMS

e Allv6.4.0 customers can optionally apply this patch so that the issues it addresses are corrected.
However, upgrades to a later TOS do not require an installation of this patch first.

e Patch installation should take approximately 15 minutes.
e To prevent your account from being disabled while you wait for authentication resources to become
available after the reboot, navigate to Edit > Preferences and make sure that you deselect Lock user

after failed login attempts and Auto reconnect client to server after a disconnect occurs. The SMS
automatically reboots after you install this release.

e This patch can be uninstalled or rolled back to the previous version.
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http://docs.trendmicro.com/en-us/tippingpoint/security-management-system.aspx

Release contents

The following enhancements or repairs are included in this release.

Description Reference
After an upgrade to v6.4.0, Dell H4 platforms no longer show an amber LED and return the TIP-134131
following hardware system error in iDRAC: PCT-53957

A fatal error was detected on a component at bus 2 device 0 function

A FIPS-restored SMS no longer generates an authentication error after the TLS version is TIP-134129
modified.
This release fixes an issue that caused Trend Vision One™ to return a code of HTTP 206 TIP-133988

(Partial Content) when sending too many Suspicious Object Journals to the SMS in a
single response.

An issue that caused an HA configuration to fail after an upgrade from 6.3.0 to 6.4.0 has been | TIP-133973
fixed.

The reputation setting To HTTP requests with matching domain names now defaults = TIP-133942
to false for file distributions.

TIP-133939

Profile distributions no longer duplicate the Named IP Address Group. PCT-2029

Product support

For assistance, contact the Technical Assistance Center (TAC).
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