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Documentation

The documentation set for Deep Discovery Inspector includes the following:

TABLE 1. Product Documentation

DOCUMENT

DESCRIPTION

Administrator's Guide

The Administrator's Guide contains detailed instructions on
how to configure and manage Deep Discovery Inspector,
and explanations on Deep Discovery Inspector concepts and
features.

AWS Deployment Guide

The AWS Deployment Guide contains information about
requirements and procedures for planning deployment,
deploying, and troubleshooting Deep Discovery Inspector
deployment on AWS.

Inline (LAN bypass) Network
Interface Card Installation
Guide

The Inline (LAN bypass) Network Interface Card Installation
Guide contains information about requirements and
procedures for installing an additional bypass network
interface card on supported Deep Discovery Inspector
appliances.

Installation and Deployment
Guide

The Installation and Deployment Guide contains information
about requirements and procedures for planning deployment,
installing Deep Discovery Inspector, and using the
Preconfiguration Console to set initial configurations and
perform system tasks.

Syslog Content Mapping
Guide

The Syslog Content Mapping Guide provides information about
log management standards and syntaxes for implementing
syslog events in Deep Discovery Inspector.

Quick Start Card

The Quick Start Card provides user-friendly instructions on
connecting Deep Discovery Inspector to your network and on
performing the initial configuration.

Readme

The Readme contains late-breaking product information that
is not found in the online or printed documentation. Topics
include a description of new features, known issues, and
product release history.
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DOCUMENT DESCRIPTION

Online Help Web-based documentation that is accessible from the Deep
Discovery Inspector management console.

The Online Help contains explanations of Deep Discovery
Inspector components and features, as well as procedures
needed to configure Deep Discovery Inspector.

Support Portal The Support Portal is an online database of problem-solving
and troubleshooting information. It provides the latest
information about known product issues. To access the
Support Portal, go to the following website:

https://success.trendmicro.com

View and download product documentation from the Trend Micro Online
Help Center:

https://docs.trendmicro.com/en-us/home.aspx

Audience

The Deep Discovery Inspector documentation is written for IT
administrators and security analysts. The documentation assumes that the
reader has an in-depth knowledge of networking and information security,
including the following topics:

» Network topologies
+ Database management
+ Antivirus and content security protection

The documentation does not assume the reader has any knowledge of
sandbox environments or threat event correlation.

Document Conventions

The documentation uses the following conventions:



http://success.trendmicro.com
https://docs.trendmicro.com/en-us/home.aspx
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TABLE 2. Document Conventions

CONVENTION DESCRIPTION

UPPER CASE Acronyms, abbreviations, and names of certain commands
and keys on the keyboard

Bold Menus and menu commands, command buttons, tabs, and
options

Italics References to other documents

Monospace Sample command lines, program code, web URLs, file names,

and program output

Navigation > Path The navigation path to reach a particular screen

For example, File > Save means, click File and then click
Save on the interface

Configuration notes

ﬁ Note
Q Tip Recommendations or suggestions
= Important Info_rmatlon regardlng' regw_red or default configuration
Q settings and product limitations
L@

Critical actions and configuration options

g WARNING!
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Items to Prepare

+ Deep Discovery Inspector appliance running Deep Discovery
Inspector 6.2

Supported models:
* 520
* 530
+ 1200
» 1300
* 4200
* 9200

Important

@ Installing an inline (LAN Bypass) network interface card in Deep
Discovery Inspector 530/1300 requires removing the appliance's COM
port permanently. If you need the COM port for Deep Discovery
Inspector's preconfiguration, Trend Micro recommends using Dell's
iDRAC instead.

¢ Inline (LAN bypass) network interface card

Select the appropriate card according to the network throughput.
Supported cards:

+ Dual Port 1GbE Copper Bypass Card for TLS Inspection

+ Dual Port 10GbE Fiber-SR Bypass Card for TLS Inspection
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Installing the Inline (LAN Bypass) Network
Interface Card

Procedure
1. Shutdown Deep Discovery Inspector.

Go to Administration > System Maintenance > Power Off / Restart and
power off the system.

2. Disconnect the power cord from the appliance.
3. Install the Inline (LAN bypass) network interface card in the appliance
a. Remove the server's top cover.

b. (For Deep Discovery Inspector 530/1300 only) Remove the COM port
from the appliance.

1. Hold the card riser from the sides marked with blue (1), then
lift the card riser.

2. Disconnect the COM port connector from the motherboard (2).
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c. Open the card retention latch and remove the PCI slot cover of an
empty PCI-e slot
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d. Align the card with the server's PCI-e slot, push the card in firmly
until the card is connected, then close the card retention latch.
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e. Secure the card holder to the server chassis.

f. Close up the server.
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Checking the Inline (LAN Bypass) Network
Interface Card Status

After installing, check the card status on the Deep Discovery Inspector
management console.

Procedure
1. Power on the appliance.

2. Inthe management console, go to Administration > System Settings >
Network Interface.

3. Check the card status.

If the inline (LAN Bypass) network interface card is installed correctly,
the Inline Interfaces section appears.

= lnfine Interfaces

Inline nterfacas provids unimenupled network access when traffc can na langer flow through en Intarface

Enable manual traffc bypass

. Status Interface Function
Inline

—m— - & Part 6 Inline traffic

Siot d: Part 1
00:60:ed-da:fibT

Nat connactsd
Inlin raffic

Slot 4: Part 2
00:60:64-da:fFb8

Spead Not connactad
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What Happens If Deep Discovery Inspector Enters
Inline Appliance Mode?

Deep Discovery Inspector does not support inline and out-of-band
deployment at the same time. If Deep Discovery Inspector was originally
deployed in offline mode, enabling inline appliance mode stops network
traffic monitoring from mirror ports, and only traffic flowing through inline
ports is inspected.

ﬁ Note

Traffic cannot be blocked by Deep Discovery Inspector. When Deep Discovery

Inspector enters inline appliance mode, traffic is only inspected or not
inspected

Which PCl-e Slot Should | Use to Install the Inline
(LAN Bypass) Network Interface Card?

Trend Micro recommends using any empty PCI-e slot to install an inline
(LAN Bypass) network interface card.

; ; Important
Moving installed cards to different slots before installing an inline (LAN
Bypass) network interface card results in unexpected configuration changes.

What Happens If the Inline (LAN Bypass) Network
Interface Card Is Removed or If the Inline (LAN
Bypass) Network Interface Card Stops Working
While Deep Discovery Inspector Is in Inline
Appliance Mode?

Deep Discovery Inspector automatically switches to offline mode, and stops

inspecting TLS traffic. All the events associated to this change are recorded
into the system logs.
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